
p :  
c m , , c v y

Marcie y

P ck

m C k























































 

  
 
 
 
 
 

Specializing in the investigation and prevention of financial crimes   
5717 Red Bug Lake Road, Suite 348, Winter Springs, Florida 32708 

Mobile: (407) 595-3022 

Account Takeovers, ACH Fraud, and Wire Transfers: The Growing Threat Behind the Screen 

Account takeover (ATO) fraud and unauthorized ACH and wire transfers continue to rise at an alarming pace. 
What we are seeing across recent investigations is not just isolated incidents, but organized, repeatable 
playbooks executed by sophisticated threat actors targeting individuals, businesses, and financial institutions 
alike. 

Once attackers gain access to a victim’s online banking environment, the clock starts ticking — and funds can 
disappear rapidly through a series of carefully structured transactions designed to obscure the money trail. 

 

How the Fraud Typically Unfolds 

In many recent cases, threat actors first infiltrate an online banking account through credential compromise, 
malware, phishing, or device compromise. After gaining access, they initiate outbound ACH transfers or wires to 
accounts under their control. 

But the fraud doesn’t stop there. 

Instead, funds are quickly moved again — often within minutes or hours — through second- and third-hop 
accounts. This layered movement serves one purpose: to complicate recovery and frustrate tracing efforts. 

A notable trend investigators are seeing is transaction structuring: 

1. Individual transfers often kept under $50,000 

2. High transaction volume (20, 30, 40 — sometimes 80–90 transfers) 

3. Rapid dispersal across multiple financial institutions 

This fragmentation allows fraudsters to avoid triggering automated bank controls while simultaneously 
accelerating fund laundering. 

 

 



 

The Critical Linchpin: Multi-Factor Authentication (MFA) 

Despite the sophistication of these schemes, one common denominator continues to emerge: compromise of 
multi-factor authentication (MFA). 

Threat actors are obtaining MFA codes through two primary methods: 

1. Phone Takeovers (SIM Swaps or Device Compromise) 

Attackers hijack a victim’s phone number via SIM swap or mobile-account compromise. Once successful, MFA 
codes intended to protect the account are delivered directly to the fraudster. 

2. Social Engineering the Victim 

Equally common — and often more effective — is direct manipulation of the account holder. 

Fraudsters spoof bank phone numbers and impersonate financial-institution personnel, convincing victims that 
suspicious activity is occurring. In the urgency of the moment, victims are persuaded to verbally provide MFA 
codes, unknowingly granting full account access. 

This remains one of the most damaging and preventable entry points. 

 

Practical Steps to Protect Yourself 

While the tactics continue to evolve, several defensive measures remain highly effective: 

1. Monitor Accounts Closely 

Frequent review of banking activity can help identify unauthorized transactions early — when recovery chances 
are highest. 

2. Never Share MFA Codes 

Banks will not ask for MFA codes over the phone. Treat any request for an authentication code as a red flag. 

3. Be Skeptical of Incoming Bank Calls 

Fraudsters can spoof legitimate bank phone numbers. If you receive a call claiming to be from your bank: 

Hang up 

Locate the official customer-service number from your debit card or bank website 

Call back directly 

This simple step can stop many attacks in their tracks. 

4. Strengthen Mobile-Carrier Security 

Adding PINs and port-out protections to mobile accounts can reduce SIM-swap risk. 



 

 

What to Do if You Suspect Fraud 

Speed is critical. If suspicious activity is detected: 

Immediately contact your bank 

Document the activity 

Report the incident to the FBI’s IC3 (Internet Crime Complaint Center) 

Engage experienced investigators early to assist with tracing and recovery 

 

Final Thoughts 

Account takeover fraud is no longer a niche cybercrime — it is a mainstream financial threat impacting 
individuals and organizations daily. The combination of social engineering, MFA compromise, and rapid multi-
hop fund movement has created a challenging recovery environment. 

However, awareness, vigilance, and rapid response remain powerful defenses. 

If something feels off with your account, trust that instinct. Acting quickly can mean the difference between 
recovery and permanent loss. 

Fraud groups figured out long ago how to operate at scale. What many people still underestimate is just how 
structured these operations have become. While they may not always be labeled as traditional “organized 
crime,” their methodologies often fit that definition perfectly. 
 
These groups operate with defined roles, infrastructure, and repeatable processes with phishing teams, account 
access specialists, money mule coordinators, cryptocurrency off-ramps, and laundering networks that move 
funds across jurisdictions within minutes. It’s not random. It’s a business model. 
 
Understanding fraud as an organized operational ecosystem rather than isolated incidents is key to combating it 
effectively. Prevention, investigation, and recovery strategies must evolve to address the scale, coordination, 
and sophistication these groups now bring to the table. 

Thanks to Stephen Dougherty, USSS (Retired) for his assistance in preparing this handout. 
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