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WIRE FRAUD STOPS HERE.
GUARANTEED.

The New Era of Wire Fraud

The Fund Assembly 2020

Every hour, 1,822 real estate

closings take place.
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Moving more than
$422 million.

Unfortunately, these transfers are
being diverted to fraudulent
accounts.




“Wire transfers continue to be the
most frequently reported payment
method for fraud with a reported
aggregate loss of $439 million.”

Source: Federal Trade Commission: 2019 Consumer Sentinel Report
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Tom Cronkright

teronkright@certifid.com ¢ Co-Founder and CEO, CertiflD

« Licensed Attorney
» Large Title Agency Owner
e Wire Fraud Victim

« National Speaker on Wire Fraud and Cyber Security
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* The Cybercrime Pandemic

* Wire Fraud Trends

Today’s Topics

* Allocating Fault in the Courts
The New Era of Wire Fraud

» Managing and Offsetting Risk

The Cybercrime Pandemic

Today’s Topics

The New Era of Wire Fraud




+148%

Increase in Ransomware
Attacks in March from
February ‘20

Source: Vmware Carbon Black

¥ CERTIFID

+200%

Number of potentially
compromised companies in
U.S. in March from January

‘20

Source: Artic Security

Wire Fraud Stops Here. Guaranteed

+400%

Number of incoming reports
about hacking

Source: FBI

Threats are coming from all angles...
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Personal Extortion
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Ransomware
Over 2 million ransomware
attempts in February a 20%
increase from January.
@ TREND
MICRO
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12



COVID-19 BEC Scams

April 6, 2020
FBI Anticipates Rise in Business Email Compromise
Schemes Related to the COVID-19 Pandemic

Fraudsters will take advantage of any copportunity 1o steal your money, personal information, o Both, Right now, they are using the un
suraunding the COVID-19 pandemic tn further their efforts.
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Phishing Scams
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Malware and Phishing Scams
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Next-Level Phishing...

¥ CERTIFID




“Zoom” Phishing

120

Daily Registration of new "Zoom" Domains
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During the past few weeks, we have witnessed a major increase in new domain registrations with names
including “Zoom”, which is one of the most common video communication platforms used around the
world. Since the beginning of the year, more than 1700 new domains were registered and 25% of them
were registered in the paSt week. source: Checkpoint Software Technologies
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“Zoom” Phishing

Malicious files with names such as “zoom-us-zoom_##t#######.exe” and “microsoft-
teams_VHmu#D_#itH##H#H#H#HHHE . exe” leads to an installation of the infamous InstallCore PUA (potentially unwanted
applications) which could potentially lead to additional malicious software installation.
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COVID Phishing
The New “Nigerian Prince” Scam

From:  info [N 7 omail com

Senton: Wednesday, April 1, 2020 12:38:23 PM

To:

Subject:  Matter of Urgency, From United States Department of the Treasury

United States Department of the Treasury
Treasury Building 1500 Pennsylvania Avenue,
NW Washington D.C. U.S

Financial Stability Oversight Council

(202) 622-88000

(425) 440-8440

Fax: (202) 622-64100

Hours: Mon-Fri 8:00am - 5:00pm
Us-treasury.gov

Good Day,

We have been instructed by the United Nation and US President to
release all onclaimed ATM card to the beneficiary to curtails the
receszion because of the outbreak of the Corona Virus.

All we need from you is the delivery fee of $50. Immediately the fee

1s received, we will instruct the US POSTAL SERVICES to deliver it to
you without any more delay.

Couneil chairman (Source: PhishLabs)
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COVID Phishing
WHO Guidance Document
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COVID Phishing
COVID-19 Related Employee Benefits Scam

Source: Menlo Security
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COVID Phishing
“COVID-19 Blood For Sale” Scam

¥ CERTIFID Wire Fraud Stops Here. Guaranteec
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COVID Phishing
Malicious Macro Scam

¥ CERTIFID Wire Fraud Stops Here. Guaranteed 23
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COVID Phishing
“Coronavirus has infected your PC!”

¥ CERTIFID Wire Fraud Stops Here. Guaranteed 24

24



Wire Fraud Trends

Today’s Topics

The New Era of Wire Fraud

Steps to Committing Fraud

Profile Access Obtain Manipulate

Phish Monitor Impersonate Transfer

 CERTIFID Wire Fraud Stops Here. Guaranteed 2
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Cyber Attacks: Title Companies as Targets
Phishing Business Email Social Engineering
Compromise
Fraudsters use phishing Fraudsters then utilize the ;Jsmg kno_;/vlc_adge gal_r|1ed
attacks to gain access to compromised email to Lon; modm oring emails,
realtor's email account. gain transaction-level the fraudster impersonates
: : the realtor or title company
information. .
to provide fraudulent
information.
Phish Access Monitor Obtain Impersonate Manipulate
¥ CERTIFID Wire Fraud Stops Here. Guaranteed 27
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Why real estate transactions?

1.They are incredibly
lucrative

(avg $200,000)
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Why real estate transactions?

2. Transactions
involve multiple
parties

all communicating
electronically

Why real estate transactions?

3. All the information
to start a fraud is
easily found online




Trend 1:

Buyers are
Targeted Week
One

Trend 1:

Buyers are
Targeted Week
One




Trend 1:

Buyers are
Targeted Week
One

Trend 1:

Buyers are
Targeted Week
One

On Thursday, July 25, 2019, Jennifer L. | N Esa.
</ "y /egalcenter@aol. com> wrote:
Hi Richard,

Yes the list of the repairs/credits has been sent to the seller's lawyer
which as been approved by the seller's, and the credit requested will
be deducted from the closing cost.

Let me know as soon as the wire has been done tomorrow.

Thanks.

From: Jennifer L. [N, Esq. </ nylegalcenter@aol.com>
Date: Tuesday, July 30, 2019

Subject: 3038 Xavier Pl Oceanside, NY 11572

To: richard.a.rengel@gmail.com

Hi Richard,

We received the $84k,but still waiting to confirm the first payment ($30k). as of
yesterday it hadn't come into our account. please confirm from your end if the
fund is still in your bank account or being processed

Have also got in touch with the seller's lawyer and will like to know if 7th August is
good for you to do the signing.

Thanks!




Trend 2:

Seller Proceeds
Fraud Attempt

Trend 2:
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Fraud Attempt




Trend 2:

Seller Proceeds
Fraud Attempt

I{e/nlo:rtg age
Payoff Fraud




mo:rtg age
Payoff Fraud

Real Estate
Wire Fraud
Trends Recap

* Buyers are top targets

» Mortgage “cash out” wires are being diverted

* Mortgage payoff scams are rising

* Fraudsters are timelier and more brazen
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Today’s Topics

T N it e B Allocating Fault in the Courts

Transaction Dynamics

Transactions involve multiple
parties all communicating
electronically

42



Transaction Dynamics

Each party may be
liable if a loss occurs.

Courts have spread
responsibility to all
parties involved.

43

« Contractual
« Financial

« Contractual
« Fiduciary

« Contractual
« Fiduciary

« Contractual
« Financial

+ Agency
« Contractual
« Fiduciary

Transaction Dynamics — Unique Obligations

Each party has specific
obligations to fulfill in a
transaction.

The number of shared duties
and responsibilities creates
legal complexities between
the parties .
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Cannot close
on property

Financial
Loss

I lost money in the
transaction, and you are
responsible

| am unable to benefit from
the bargain | negotiated,
and you are responsible

¥ CERTIFID

Wire Fraud Stops Here. Guaranteed

Obligation |
cannot perform

| cannot fulfill my
obligations to others, and
you are responsible

45

How they sue: Case theories used in court

*Negligence
* Breach of Contract
* Breach of Fiduciary

*Breach of Consumer Protection Laws

Wire Fraud Stops Here. Guaranteed

¥ CERTIFID
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Bain Case

Agent and Broker Liable for 85% of Wire Fraud Loss

[Plaintiff] is granted judgment against defendants [broker and
agent], jointly and severally, on his claim for negligent
misrepresentation in the amount of $167,129.27...

Bain v. Platinum Realty LLC et al., Case No. 16-CV-02326-JWL, Dist. Court, D. Kansas, 2018
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O’Neill Case

Bank not liable for failing to stop a $580K wire transfer to fraudster

Any duty [the bank] owed to [the law firm] was a contractual duty...
not a duty based on social policy. Thus, [the law firm] may not
recast their breach of contract claims against [the bank] as a tort-
based claim.

O'Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018
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Court Parties Date Amount  Description

Federal — Middle District of Rafi Hovsepianv. Guaranteed Rate Real Estate, LLC May 29, $93,737 Buyer cash
Pennsylvania 2019 to close
Federal — Middle District of Florida Title Processing, Inc., v. Navy Federal Credit March 21, $200,000 Seller
Florida Unionet al. 2019 proceeds
Federal — W. District of North Noble Capital Management, LLC v. James Weaver February 14, $267,642 Mortgage
Carolina Kirkpatrick et al. 2019 payoff

WI r e F r au d I n State — Superior Court of Focus Escrow v. Western Resources Title Company September $49,571  Seller

California 25,2018 proceeds
R e al E S t at e - Federal — District Court of New A Absolute Escrow Settlement Co., v. Wells Fargo et May 7,2018  $239,290 Mortgage
Jersey al. payoff
g Federal — District of Minnesota Evanston Insurance Company v. Steven Newgrenand ~ January 23, $85,271  Seller
Andrea Newgren 2018 proceeds
Federal — NE District of Illinois White v. Citywide Title, Wells Fargo March 22, +$75,000 Buyer cash
2018 to close
State — Wisconsin Circuit Court Geils Home Wisconsin LLC v. Merit Title, LLC March 6, $162,433  Buyer cash
2018 to close
State — Texas District Court El Paso Title Co., Inc. v. JP Morgan Chase and Bank of ~ September $148,000 Seller
America 27,2017 proceeds
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Breach of
Consumer
Protection Laws

Breach of Fiduciary

Case Name Negligence Breach of Contract )
ElE Duties

Geils Home Wisconsin LLC v. Merit Title, LLC and ABC Insurance
Company, No. 2018CV000441 (Cir. Ct., Wis)

Robert Douglas White v. Citywide Title Corp., and Wells Fargo
Home Mortgage, No. 1:18-cv-02086 (N.D. IL. 2018)

El Paso Title Co., Inc. v. J.P. Morgan Chase Bank N.A., and Bank of
America, No. 2017DCV2638 (Dist. Ct. 34t Cir. Ct., Tex.)

Noble Capital Management, LLC v. James Weaver Kirkpatrick et
al., No. 1:19-cv-00049 (W.D.N.C. 2019)

Florida Title and Processing vs. Navy Fed (and John Doe)

Florida Title and Processing, Inc. v. Navy Federal Credit Union et
al., No. 2:19-cv-00173 (M.D. Fla. 2019)

Focus Escrow v. West Resources Title Company and Does 1
through 100, No. 30-2018-01021238-CU-PN-CJC (Cal. 2018)

A. Absolute Escrow Settlement Co., Inc. v. Wells Fargo, NA, NMS
Capital Realty Advisors, LLC et at., No. 2:18-cv-08911-CCC-CLW
(Dist. N.J. 2018)

Rafi Hovsepian v. Guaranteed Rate Real Estate, LLC, d/b/a
Guaranteed Rate Inc., No. 3:19-cv-00911-RDM (M.D. Penn.
2019)

<
<

Steven Newgren v. Annette Wilkie, McGregor Title, Inc., Donald
Lee Haller d/b/a McGregor Realty and Property Management et
al., No. 0:18-cv-00173 (Dist. Ct. 9t Cir. Ct., Min. 2018)

Y BN A
\
<

Robert Millard v. Patricia Doran, No. 153262/2016 (N.Y. 2016) /
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Proceealngs

~ ~ ~ ~
sneailability L # | pae ™ Froceeding Tt L Souree L
Fres 1 zz2E01E COMPLAINT filed by Rabert Douglas ihite; Jury Demand. Filing fee § 400,
White v. teceipt number D752-14266109 (Ditere, $amantha) (Entered; 03/22/2018)
C|tyw|de T|t|e: Dnling z 0F22/2013 ATTORNEY Appearance for Plaintiff Rebert Douglas White by John C. Ellis
(Ellis, John) (Enterad: 02/22/2018)
COURT DOCKET Dnline 3 narz2i2018 GIVIL Gover Sheet (Ditore, Samantha) (Entered: 02/22/2018)
Runner 0Bz CASE ASSIGNED to the Honorable John J. Tharp, Jr. Designated as Magistra
te Judge the Honorable h. David Wiieisman. (meg. ) (Entered: 03/22/2018)
Runner narz2i2018 SUMMONS Issued a5 to Detendants Gitywide Titiz Gorparation, Wells Farga
Home Mortgage. («ms) (Enterad: D3/2202018)
Dnline a zz3z01E NOTICE TO THE PARTIES - The Court is paticipating in the Mandatory Initi
al Discovery Filot (WIDF), The key features and deadlines are set forth in this
Motice which includes  link to the (MIDF) Standing Order and a Chesklist for
use by the parties. In cases subjestto the pilet, all parties must respand to th
& mandatory initial disoovery requests set forth in the Standing Order before i
nitiating any further discovny in this sase. Please note: The discovery obliga
fians in the Standing Order supersede the disclosures required by Rule 26(a)
(13 ARy party seeking affirmative relief must serve 3 copy of the fallowing oo
uments (Noics of Mandatory Inifial Dissovery and the Standing Orden on ea
<h naw party when the Complaint, Countsrelaim, Crosselaim, or Third-Party
Complaintis served. p, ) (Entered: D323/2018)
Qnline 5 canBz01E ATTORMEY Appearance for Defendant Wells Fargo Home Mortgage by Tyler
Donald Alfermann ¢Afermann, Tyleq (Entered: 0HIT2013)
Drline 5 nanzizota ATTORNEY Appearance for Befendant Wells Fargo Home Mortgage by Mich
&lle W Dahra (B ohra, Michelle) (Entered: 0403/2015)
Dnline 7 nan3zo1a ATTORNEY Appearance for Defendant Wells Fargo Home Mortgags by Krist
0 Steinkamp (Steinkamp, Kiistin) (Entered: D403/2018)
Qnline 3 [ELERITH EXECUTIVE COMMITTEE DRDER: Case reassigned to the Honorable Rober
14 Gettieman for all further proceedings, pursuant to I0F 13(7) and 28 USC
A5502) and (b)), Honorable John J. Thatp. Ji b longer assigned to the cas
Online o 040572018 ATTORMEY Agpearance for Defandant Citmide Title Corporation by Jeffiey
Robart Platt (Platt, Jeffiey) (Entered: 04D52018)
Online 0 040572018 MOTION by Detendant Cifaide Title Corporation far extensian of ime to fil
& answer regarding complaint 1 (Platt, Jefirey) (Entered: 04DE2012)
Dnlins i DaDs7018 HOTICE of Mation by Jefirey Robert PIatt far prasentment of motion for sxts
White V. nsion of time 4o file anaver 10 before Honorable Robert Wi G ettleman on 411
1201 at 0215 AM. (Flatt, Jeffiey) (Entered: 04/D5/2018)
Dnlins 2 DaDs/2018 ATTORNEY Appearance for Detendant Citanids Title Corparatian by Maurze
n Ann Matfel (Maffel, Maureen) (Entered: 04D8/2013)
COURT DOCKET Online 13 04072018 MOTION by Defendant Wells Fargo Home Mortgage for extensien of time to
file anawer r2garding complaint 1 (Walls Fargo's Unappased Motian for Extan
sian of Time) (Steinkamp, Kiistin) (Entered: 04/10/2012)
Online 14 04072018 NOTICE of Motion by Kristin J Steinkamp for prasentment of motion for exte
nsion oftime o file anawer 13 bafors Honorable Robert W Getleman an 411
7205 2t D345 AM. (Steinkamp. Kiistin) (Entered: 04410/2018)
Online 18 0412018 MINUTE entry before the Honarable Raber W, Getlleman: Citwnide Title Cor
Pz motion 10 for an extension of time to 5722018 to snawer or othenmize ple
2015 granted. Partiesto file a joint status report, on this Courts form, by £5/2
012, This matter is set for 2 hearing to repart on status on 8162018 2t 3:10
a.m. Mailzd netice (sn) (Entered: D411/2018)
Dnline 5 Dan7018 MINUTE entry before the Honorable Rober . Gettlaman: Wells Farga's una
pposed motinn 13 for exdension of time o 511201 o answer ar othemise p
lead iz granted. Joint status report dus by 51472018, Status hearing remains
et for S/B/Z018 31210 2.m. Mailed notice (on) (Enterad: DAV1B/2018)
tee 17 050272018 MOTION TO DISMISE FOR FAILURE TD STATE A CLAIM by Defendant City
wide Title Corparation (Attashments: # 1 Exhibit&, # 2 Exhibit BYPlats, Jeff
&) (Enterad: 050212018
Online 13 050272018 HOTICE of hation by Jefirey Robert Flatt for presentment of Motion to Dismi
s for Failure to State a Claim 17 befare Honorable Robert W, Gettleman an
SMBE01E 2t 09:15 Abd. (Platt, Jeffey) (Entered: DS/02/2013)
tee 18 05H1ZD1E MOTION TO DISMISE FOR FAILURE TO STATE A CLAIM by Defendant el

IsFarge Home Mortgage . MOTION by Defendant Wells Farge Home Mortga
g= to dismiss for lack of jurisdiction [Alfermann, Tylei) (Entered: 05/11/2018)
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White v.
Citywide Title:

COURT DOCKET
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05172018

05M172018

05Maz01E
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05MER01E

0BZE0E

osizEz0ME

o5Em01E

osE0Z0E

osE0Z0E

MEMORANDUM by Wellz F args Hame Margage insuppor of Motion ta Diz
miss for Failure o State a Claim, motion to dismissflack of jurisdiction 19 (A
ammann, Tyler) (Entered: 05/11/2018)

NOTICE of Motion by Tyler banald Alfermann far presentment of Motion ta B
fsmiss far Failure 1o State a Claim, motion to dismissflack of jurisdiction 18 b

efare Honorable Rabert . Gettleman an 5HG2018 2t 09:15 AM. (Alferman

&, Tyler) (Enterad: 05/11/2018)

STATUS Report (Jaint) by Citywide Title Corporation (Aitachments: # 1 Cartif

isate of SericeXPlat, 1412018)

CERTIFICATE of Semice by Defendant Citwide Title Coraration regarding
status report 22

MINUTE entry before the Honorable Robert W Gettleman: Status hearing he
14 on SHBZ018. Plaintiff o file an amendsd complaint on ar before 52520
18. Status hearing set for 5/30/2018 at 900 a.m. Defendant Citpwids Title ©
arporation's mation 17 to dismiss Counts |, 1I, %, and W1 of plaintiffs complai
ot and defendant Wells Farge Home Mortgage's motion 10 to dismiss are ent
ered and continued to 6302013, Mailed notice (on) (Entered: 05/G2018)

MOTION by Plaintift Robert Bouglas Wihite for leave ta file PLAINTIFF'S FIR
STAMENDED COMPLAINT (Aftachments: # 1 Exhibit Plaintiffs First Amend
ed

NOTICE of Motion by Samantha Ditors for presentment of motion for leave t
o file 25 before Honorable Rabert W, Getfleman an 5/50/2018 at 02:00 &M,
(Ditore, Samantha) (Enterad: 06/23/2012)

FIRST AMENDED complaint by Robert Douglas White againstAll Defendants
(Ditore. Samantha) (Entered: DE/A0M01E)

MINUTE entry before the Honorable Robert W Gettleman: Status hearing he
14 on SE0/2018. Plaintiffs motion 25 for l22ve 1o file fist amended complai
ntis granted. Defendantz motions to dismiss 17 19 are withdrawn without pre
judice. Defendants mations to dismiss the fist amended complaint due by &/
2752012, plaintiffs response due TAE/2018, defendants’ replies due by 8/3/2
012, Status hearing set for 10/2/2018 2t 0:00 2.m. Mailed notice. (en) (Enter
ad: 05/20:2018)

MINUTE entry before the Honorable Rabert W, Gettleman: The briefing sshe
dule for defendant? motions ta dismiss the fiist amended complaint is amen
ded 35 follows, plaintitts respanse to dafendants’ mations to gismiss the first 3

manded complaint is dus by 7/25/2018. All ather schadule dates remain a5
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White v.
Citywide Title:

COURT DOCKET

Online

Qoling

Online

Qoling

Qoline

Online

Qoling

06272018

OB272013

Of2T201E

OB272018

Of2T201E

OB272018

07A0E0E

07262018

O7r262018

[ ]

MOTION TO DISMISS FOR FAILURE TO STATE ACLAIM by Defendant City
wide Title Corporation (Atachments: # 1 Exhibit ExhibilsAC, # 2 Text of Fro

posed Order # & Cenifisste of SenviceXPlatt Jetirey) (Entered: 06/27/2018)

MOTION by Defendant Wells Fargo Home Mortgage to dismiss for lack of juri
sdiction (Dafendant Wells Farao's Motion to Dismiss Plaintiffs First Amended
Complaint at Laui (Alfermann, Tyle (Entered: 08/27/2013)

MAEMDRANB UM by Wells Fargo Home Mortgage in support of motian to dis
missilack o jurisdiction 31 (Alachments: # 1 ExhibitA, # 2 Exhibit B, #3 Exh
ibit CXAffermann, Tylen (Entered; 0B/27/2012)

MOTION by Defendant Wells Farge Home Mortgage o seal Exhibita (alferm
ann, Tyler) (Entered: D627/2018)

SEALED EXHIBIT by Defendant ijells Farga Home Mortgage regarding MO
TION by Defendant Walls Fargo Home Morgage to saal Exhibit 433 (Alferm
ann, Tyler) (Entered: DB27/2018)

NOTICE of Motion by Tyler Donald Alfermann for presentment of motion to s
al 33 befare Hanorable Rabert il Gettleman on 7H02018 2t 00:15 AM. (Al
fermann, Tylen (Entered: DBi27/2018)

MINUTE entry befors the Honorable Robert W, @ettleman: Defendant Wells
Fargo Home Mortgage's motion 33 to seal Exhibit A ta its motion ta dismiss is
@ranted. Mailed notice (en) (Entered: 07/1172018)

RESPONSE by Rabert Dauglas i Oipposition to MOTION by betendan
tWells Fargo Home Mortgage to dismiss for lask of jurisdiction (Dafendant W
ells Farge's Wotian to Dismiss Flaintitfs First Amended Complaint at Law) 31
Response in Opposition ta Wiells Fargo's Motion to Dismiss First Amended Co

mplaint (Ditere, Samantha) (Entered: 07/26:2012)

RESFONSE by Rebert Deuglas Whitein Oppesition to MOTION TO DISMIES
FOR FAILURE Ti1 GTATE A CLAIM by Defendant Citwide Title Corporation
30 Response in Opposition to Citywide's Motion to Dismiss Counts MV of Plai
niffs First Amended Complaint (Ditore, 5amantha) (Entered: 07/26/2018)

REFLY by Defendant Wells Farge Home Mortgage te motion to dismissflack
of jurisdiction 31 (Reply in Support of Defendant Wells Fargo's Motion to Bis
miss Plaintiffs First Amended Complaint at Lau (Alfermann, Tylen (Entered:
08/BA2015)
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REFLY by Citpide 1ille Corporation to respanse in oppesifion to motion, 28

(#ttashments: # 1 Cenificate of Serica)Flat, Jeffrey) (Entered: DE02/2018)

WINUTE entry betare the Honarable Robert UV, Getilaman: Status hearing sat
for 100272018 iz stricken. The courtwill issue 3 written arder by mail. Mailed
notice (en) (Entered: 10/042018)

ORDER: Plaintit! Robert White sued defendant iells Fargo, alleging that uh
enifells Fargo hansferrad his money ta an unintended person, itfailed to us

& a commersially reasanable szoutity pracedure. Wells Fargo mowes to dismi

=5, arguing that: (1) the court Lacks personal jurisdiction; (2) wenus is impropar
because the ambitistion sgreement between the parties requires them to arbit
tate this case in Texas: and (3) White fails to state a claim under the Uniform
Commercial Code. Beoause this court iz not the proper venue, Walls Farge's
motion 31 1o dismiss is granted. Signed by the Honorable Robert W, Gettlem
an on A0A12018. Wailed notice (on). (Entered: 10A12:2018)

WEMORANDUM Dpinion and Order For the reasans ststed in the kemarsnd
um Opinien and Drder, Cibwide Title Corporstion's metion 30 to dismiss is or
anted in part and denizd on Count Il. Counts | tnealigence), 11l (linois Cons

umer Fraud Ac), and IV (invasion of privasy) are dismissed. Citywide is direct
ed to ananer Count Il (breach of fiduciany duty) on or before November 7. 20

18. Citpwide and plaintiff are directed to submit a joint status report using thi
s courts farm on of befare NowemberS, 2016, This matter is set for a report o
n ststus on Nawember 15, 2015, 3t S:00 2.m. Signed by the Honaisble Rober
Ui Gettleman on 07162018, Mailed notice (sn). (Entered: 106/2018)

ANSWER te amended complaint and Affirmative Defenses by Citywide Title
Carparation(Platt, Jeffrey) (Entered: H01/2018)

WOTION by Defendant Citwide Title Corparation for summary judgment an
Count Il of of

Law (Attachments: # 1 ExhibitA, # 2 Exhibit BYPlatt Jefirey) (Entered; 1110
2r2018)

HOTICE of Motion by Jefirey Robert Platt for presentment of motion for sum
mary judgment 45 batare Honarable Rober W Gattlaman an 11/122013 at
D15 AM. (Platt, Jatfrey) (Enterad: 11/02r2018)

STATEMENT by Defendant Ciauide Title Corparationin Support of MOTION

by Defendant Citywide Title Comaration for summany judgment an Count 11 o

1 Plai c i of Law 45
#1
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STATUS Report (Jaint) by Citywide Title Carporation (Platt, Jeftrey) (Entered
11msr2018)

MINUTE entry betare the Honorable Robert U, Gettieman: Mation presentme
Bt hearing set o1 11442018 and status hearing set for 11452018 befare Ju
dge Gettleman are sticken. Mailed notice (an). (Entered: 11/06/2018)

ORDER REASSIGHING Cassto the Honorabls h. David Waisman, pusuantt
o Local rule 73.1(C3 for all further proce sdings consented to the reassignmen
£ Honorable Robart it Gettlaman no longar assigned to the cass. Signad by
Honorable Robart U Gettleman on 1175118, (smm) (Entersd: 1107.2016)

MINUTE srtry betors the Honorable M. David Weisman: This cass hss basn
reassigned to Magistrate Judge Weisman. Initial ststus hearing sst for 14157
18 at@:15 am. Prior o the status haring, paries sre directed to familisrize
themss vas ith the subjects retersnced in Magistrats Judgs Waismar's Stan
ding Order for procedures for the initial satus hearing posted an the Courts w
absite wmnilnd.uscours. gowtJudges. Mailed nofice (as,) (Entered: 107201
B

MINUTE entry bafors the Honarable M. David Weisman: &t the parties' reque
s, the status hearing set for 1HS/E is stricken and reset to MHQHE 2t 815
a.m. Mailed notive (20.) (Entered: 11/07/2018)

MINUTE entry before the Honorable M. David Weisman: Status hearing held

Defendant intends to move fomard wi

summary judgment metion and w
as advised that an additional summany judgment motion will mot be allowed
The Courtsets the falloning brisfing sehedule on Defendants motion forsum
mary judgment 44 ; Flainiffs response shall be filed by 1219018 reply by 1/
@410, Ruling date set for 2/8/10 at9:13 a.m. Flaintiti shall file a Rule S6cd)
n prompdly, i appropiizte. Mailed notice can ) (Entered: 11/12:2018)

NOTICE of Motion by Samantha Ditore for presentment of before Honorable
M. David ifieisman on 12172018 at 09:15 AM. (Ditore, $amantha) (Entered
12¢11£2018)

MOTION by Flaintitt Fobert Douglas White for laave to file Secend Amends
d Complaint # 1 Exhibit AXDitor AzHir
2018)

MINUTE entry before the Honorable M. David Weisman: Plaintif's mation for
leave to file second amended complaint 86 is entered and brieted and follo
ws: Defendants response shall be filed by 1/3118; Plaintifts 1eply shall be file
4 by 1714118, Ruling on motion hearing set for 1224118 2t 8:15 a.m. Briefing

sehedule an Detendants motion for summary judgment 46 is Stayed pending
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o1/142018

o1/18:2018

02012018

0212018

02182018

031202018

031202018

021952019

¥ CTtyuide THe Corparanon o ¥ FIaTi Fober o
Uglas Wihite for leave to file Second Amended Complaint 55 (Attachments: #
1 Exhibit, # 2 Exhibit B, # 3 Cerificate of ServiceXPlst, Jeffrey) (Entered
01/03/2018)

REFLY by Robert Douglas Whits to response to metien 57 (Attachments: # 1

ORDER: This ease is before the Court en plaintiffs metion to file 2 seeond a
mended somplaint. Forthe ressons set forth el the motion 56 is denied
Ruling on motien hearing set for 1124112 is stricken. Plaintiffs responss to def
endants motion forsummary judgment is dus February 1, 2019, defendants
teply is due February 15, 2019, and the heafing an the motion is set for hare
h 19, 2048 #1215 am. (For further details s22 erder) Signad by the Henora
ble M. David Weisman on 1482018, Mailed notice (an.) (Entered: 0111820
1)

MEMORANDUM by Robed Douglas White in Opposition to motien for summ

ary (Ditore,

RULE &8 (c) Statement Flaintitfs Combined Respanse to Ciwnide's Stateme
it of M ateris| Facts and Plaintifts Statement of Additional Material F acts (At
achments: # 1 Exhibit 4, # 2 Exhibit B, # 3 Exhibit C - redasted¥Ditore, Sam
antha) (Entered: 02M01/2018)

REFLY by Citnide Title Corparation to memorandum in sppasition to motio
180 for Summary Judgment an Gount |1 of Plaintiffs Amended Complaint (P
latt, Jefiray) (Entered: DZMS2018)

ORDER: Forthe reasons set foth in this srder, the Court denies defendants
mation far summary judgment 45 . Ruling on motien hearing set for 3418419
219115 am. is eanverted to a status hearing, (For further details sze o1der) §i
gned by the Hanarable M. David Weisman on 3122018, Mailed notise (300
(Entersd: 03/1202019)

MINUTE entry befare the Hanorable M. David Weisman: Status hearing setf
013112418 at2:15 a.m. Mailed netice (a0,) (Entered: O3H22018)

MINUTE entry before the Honorable M. David Weisman: Status hearing held
MIDP diselosures shall be s2rved by 42412, Witten discovery shall be propou
nded by 4189, Any additianal witten dissovery issued must be by agreem
&nt orwith leave of court. Status he aring set for 52818 3915 5.m. ta discy
5= deposition scheduling, Paries should also be prepared to address whether
asettlement conference would be productive, and. if so, whether they hae a

£ objection to this Court condueting the settlement conference, Mailad notic
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71

72
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04022019

04/E2019

04192019

05132019

05132019

02002018

08M22019

07/09i2012

070262018

0702019

CERTIFICATE of Senvice Plaintiffs MIDP Disclosures (Bitore, Samantha) (Ent
ered: 0402/2012)

CERTIFICATE of Senvice Defendants MIDF Disclesures (Flatt, Jeffrey) (Enter
2d: 0403/2018)

CERTIFICATE of Service Plaintitfs Initial Discovery Requests (Ditore, Saman
tha)(Entzred: 04119/2012)

CERTIFICATE of Senvice of Discovery Responses by Jeffiey Robert Platt on b
zhalf of Citywide Title Corporation (Flatt, Jetitey) (Entered: 05/13/2012)

CERTIFICATE of Service of Plaintiffs Dissevery Resporees by Samantha Dit
ore on behalf of Robert Douglas White (Ditare, S3mantha) (Entered: 05/1302
018)

MINUTE entry betare the Honorable M. David Weisman: Status heating held
Parties reported an the status of dissovery and addressed anticipated deposit
ons. Defendants are not interested in 2 settlement sonference at this fime. 5t
tus hearing set for 611210 3t 2:15 a.m. to discuss depesition scheduling an

o expert discovery, if necessary. Mailed notice (a0,) (Entered: D5630/2019)

MIMUTE entry before the Honorable M. Dawid Weisman: Status hearing held.
Parties reported on the status of discovery and the Iitigation generally, Plaint
# intends onfiling & motion for lave to add a defendant, Status hearing sst
for 221719 3t 8:15 5.m. Mailed notice (a0,) (Entered: 06H15/2018)

MOTICN by Defendant Cibwide Title Corparation for disclosure Unoppased
Mation to Authsrize Disclosure by Comoast (Attachments: # 1 Exhibit#, # 2 E
shibit BYFatt, Jetirey) (Entered: 0T MA/Z015)

Matice of Matian for Unapposed Wotion to Authorize Disslosure by Camoast H
OTICE of Motian by deffrey Rohert Platt for presentment of motion for disslos
ure T2 before Henorable M. David Weisman en 7/22/2018 at 0915 AM. (Flat
t, Jefirey) (Entered: 07/09/2018)

MIMUTE entry before the Honorable M. David Weisman: Defendants unoppo
sed metion to authorize disclosuts by comoast 73 iz granted. Partiss shall sub
mit 3 proposed erderts the Courts proposed order email at Proposed_Order_
Wfeisman@ilng uscaurts gow by 741119 Motian hearing set for 7/2313 is st
chen. Mailed notice (a0.) (Entered: 07/10/2018)
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=] Online 77 07182019 NOTICE OF EMAIL NOTIFICATION FAILURE, for document # 60 to 61 sent
o Attomey Michelle ¥ Dohra etumed as: Unknown address error Mailed to at
White V. tomney Michelle \ Dohra a letter re: bounce badk email and a Natification of
. A ) Ghange of Address form, Notices have been sel to No. Counsel must email th
Cltlede Tltle: & Cleiks Dffice at Docketing_ILND@ilnd.useourts. gow when a Notifieation of
Change of Address has been filed to ensurs 2ls chronic netification is raset. (m
o ) (Entered: 07H8/2019)
COURT DOCKET [m] Bunner 08212018 DRAL MOTION by Detendant Citywids Titls Corporation for leave to fils a su
bsequant mation far summary judgment, (a0 (Entered: 0202172019

m] Onling 78 082152019 MINUTE antry before the Honarable b, David Wieisman: Status haaring held
Parties raparted on the status of discovery: Fact dissovery shall closs on 2427/
19, Plaintiff shall submit 3 proposed arder to Propased_Order_ifeisman@iln
d.uscourts. gov a5 to Comeast disclosure by COB on 821418, Status hearing 5
etfor 10/15/18 at 0:15 a.m. to conirm that fact discovery has been complete
d and disouss whether expert discoveny will be necessary. Befendants oral mo
tion for leave to file a subsequent motion for summary judgment is denied wi
thout prejudice based on Plaintiffs sbjestion. Defendant may file 2 written m
otion far leave to file 3 motion for summary judgment and notice the motion
for presentment on 10/15/19 at 9:15 a.m. Mailed notice (30.) (Entered: 08/2
172018y

m] Onling 78 082152019 ORDER: The Court finds that ne objection has been filed by the subscribers)
telative to the e-mail address of gbcdgB33 @someast.net, As such, Comeast is
ordered to disclose to counsel for the Defendant the records requested in Def
endants subpozna to Comeast relative to this e-mail aceount, including but
not limited to, any personally identifiable infarmation, within fourteen (14) d
ays o1 no laterthan Septemberd, 2040, Signed by the Honarable bi. bauid
Weisman on 821/2019: ailed notice (an.) (Entered: 082172019
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e Lack of jurisdiction

* Failure to state a cause of action (all or partial
_ _ counts)
Wire Fraud in

Real Estate - « Preclusion by UCC Article 4A

Top Defenses

* Lack of duty (simple negligence or fiduciary)

 Contributory negligence

¥ CERTIFID




Today’s Topics

The New Era of Wire Fraud
Managing and Offsetting Risk

¥ CERTIFID
| —
Managing Risk — A “Layered” Approach
Risk
Time
¥ CERTIFID Wire Fraud Stops Here. Gu 62
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Managing Risk — A “Layered” Approach

J ® Hardware

* Router
* Firewall
* Intrusion Detection

Risk

Time
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&
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Managing Risk — A “Layered” Approach

J ® Hardware

* Router
* Firewall
* Intrusion Detection

Risk

@ — @ Software

« Email monitoring
« Software updates
* Virus detection

Time
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Risk

©® Hardware
* Router
* Firewall

Managing Risk — A “Layered” Approach

* Intrusion Detection

@ — @ Software
« Email monitoring
 Software updates

* Virus detection

.—\—. People
* Phishing tests

 Continual training
« “Culture of Curiosity"

Time
65
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Wire Fraud Stops Here. Guaranteed
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Risk

¥ CERTIFID

Managing Risk — A “Layered” Approach

® Hardware
* Router

* Firewall
* Intrusion Detection

@ — @ Software
« Email monitoring
 Software updates

* Virus detection

.—\—. People
« Phishing tests

 Continual training
« “Culture of Curiosity"

Process
* Limit account access

* Dual wire controls
« Verify identities
« Incident response

Time

Wire Fraud Stops Here. Guaranteed
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Risk

¥ CERTIFID

® Hardware
* Router
* Firewall

Managing Risk — A “Layered” Approach

Si
tandarq Risk Profils

@ — @ Software
« Email monitoring
 Software updates
* Virus detection
.—\—0 People
* Phishing tests
 Continual training

* Intrusion Detection

« “Culture of Curiosity"

Process
* Limit account access
* Dual wire controls

« Verify identities

« Incident response

Time

Wire Fraud Stops Here. Guaranteed

——® Partners
 Continuing education

* Buy-in
« Educate customers
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® Hardware
* Router
* Firewall

Managing Risk — A “Layered” Approach

Risk

S
tandarg Risk Profije

\geal state

* Intrusion Detection

@ — @ Software
« Email monitoring
 Software updates
* Virus detection
.—\—0 People
« Phishing tests
 Continual training

« “Culture of Curiosity"

Process
* Limit account access
* Dual wire controls

« Verify identities

« Incident response

——® Partners
 Continuing education

* Buy-in
« Educate customers

Time

Wire Fraud Stops Here. Guaranteed
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Offsetting Risk through Insurance...

¥ CERTIFID




Problem: Title agents and attorneys
want higher insurance coverage limits.

To provide coverage, insurance
companies require some form of risk
mitigation.

€¥ CERTIFID

» Coverage can be found on different policies
* Intent of the policy and language

* Amounts for relevant coverage is typically

Current state of $100,000 and $250,000

iInsurance coverage

* Availability of excess insurance
* Recovery of funds through FBI (ic3.gov)

* Requirement of implementing risk management
practices




CertifID

Three Pillars of Value to
Agents of The Fund

Secure exchange of Identity verification $1 Million per-wire
wiring instructions without meeting the Guarantee
customer

¥ CERTIFID
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CertifID is an easy-to-use, digital solution to
securely share wiring information and
guarantee each transfer up to $1 million.

How CertifID Works




Your Team:

Protect Buyers
and Verify Sellers

€¥ CERTIFID

Buyers and Sellers:
Easy and Secure
Experience

¥ CERTIFID




All Parties:
Know Your
Funds are
Guaranteed

QCERTIFID

The CertifID Difference




Transactions before CertiflD Transactions with CertiflD

Online Identity
Check

Portal \ I / call
Logins Customer

+—>
Call Back Encrypted
Procedures Emails
Multi-step manual process to attempt Through a simple automated process CertifID
identity verification before wiring funds verifies customers

Questionable, Risky Transfer with HIGH anxiety Transfer with Confidence and Peace of Mind
Hours to Days <1 Minute

81
The,
Fund +
Free use of CertifID for all new agents of The
Fund through June 30, 2020.
¥ CERTIFID o
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Get started in under an hour!

1. Sign-up
- Complete online form (5 min)
- https://certifid.com/sign-up/

2. Kickoff
- Customize your account (20 min)
3. Training
- Onboard your team (30 min)
¥ CERTIFID 83
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How Can | Help?

1365 PLAINFIELD AVE. NE, GRAND RAPIDS, MI 49505
WWW.CERTIFID.COM | (616) 260-4533 | SALES@CERTIFID.COM
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