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Every hour, 1,822 real estate 
closings take place. 
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Moving more than 
$422 million.
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Unfortunately, these transfers are 
being diverted to fraudulent 

accounts.  
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“Wire transfers continue to be the 
most frequently reported payment 
method for fraud with a reported 
aggregate loss of $439 million.”

Source:  Federal Trade Commission: 2019 Consumer Sentinel Report
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Tom Cronkright

• Co-Founder and CEO, CertifID 

• Licensed Attorney

• Large Title Agency Owner

• Wire Fraud Victim

• National Speaker on Wire Fraud and Cyber Security

tcronkright@certifid.com
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The New Era of Wire Fraud

• The Cybercrime Pandemic

• Wire Fraud Trends

• Allocating Fault in the Courts

• Managing and Offsetting Risk
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(

+148% +200% +400%

A Surge in Cyber Crime
A Health Crisis Sparks a Cyber Crisis

(https://www.reuters.com/article/us-health-coronavirus-cyber-corporations/hacking-against-corporations-surges-as-workers-take-computers-home-idUSKBN21Z0Y6)

Increase in Ransomware 
Attacks in March from 

February ‘20

Number of potentially 
compromised companies in 
U.S. in March from January 

‘20

Number of incoming reports 
about hacking

Source: Artic SecuritySource: Vmware Carbon Black Source: FBI
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Threats are coming from all angles…
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Personal Extortion
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Ransomware

Over 2 million ransomware 
attempts in February a 20% 
increase from January.
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COVID-19 BEC Scams
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Phishing Scams
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Malware and Phishing Scams
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Next-Level Phishing…
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“Zoom” Phishing

During the past few weeks, we have witnessed a major increase in new domain registrations with names
including “Zoom”, which is one of the most common video communication platforms used around the
world. Since the beginning of the year, more than 1700 new domains were registered and 25% of them 
were registered in the past week. Source: Checkpoint Software Technologies
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“Zoom” Phishing

Malicious files with names such as “zoom-us-zoom_##########.exe” and “microsoft-
teams_V#mu#D_##########.exe” leads to an installation of the infamous InstallCore PUA (potentially unwanted 
applications) which could potentially lead to additional malicious software installation.
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COVID Phishing
The New “Nigerian Prince” Scam

(Source: PhishLabs)
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COVID Phishing
WHO Guidance Document
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COVID Phishing
COVID-19 Related Employee Benefits Scam

Source: Menlo Security
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COVID Phishing
“COVID-19 Blood For Sale” Scam
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COVID Phishing
Malicious Macro Scam
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COVID Phishing
“Coronavirus has infected your PC!”
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Today’s Topics

The New Era of Wire Fraud

• The Cybercrime Pandemic

• Wire Fraud Trends

• Allocating Fault in the Courts

• Managing and Offsetting Risk 
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Steps to Committing Fraud

Phish

Profile

Monitor

ObtainAccess

Impersonate

Manipulate

Transfer
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Phishing Business Email 
Compromise

Social Engineering

Cyber Attacks: Title Companies as Targets

Fraudsters use phishing 
attacks to gain access to 
realtor’s email account. 

Fraudsters then utilize the 
compromised email to 
gain transaction-level 
information.

Using knowledge gained 
from monitoring emails, 
the fraudster impersonates 
the realtor or title company 
to provide fraudulent 
information. 

Phish Access Monitor Obtain Impersonate Manipulate
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1.They are incredibly 
lucrative
(avg $200,000)

Why real estate transactions?
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2.Transactions 
involve multiple 
parties 
all communicating 
electronically

Why real estate transactions?
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3. All the information 
to start a fraud is 
easily found online

Why real estate transactions?
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Trend 1:

Buyers are 
Targeted Week 
One
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Trend 1:

Buyers are 
Targeted Week 
One

On Thursday, July 25, 2019, Jennifer L. Drossman, Esq. 
<jdrossman.nylegalcenter@aol. com> wrote:
Hi Richard,

Yes the list of the repairs/credits has been sent to the seller's lawyer 
which as been approved by the seller's, and the credit requested will 
be deducted from the closing cost.

Let me know as soon as the wire has been done tomorrow.

Thanks.
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Trend 1:

Buyers are 
Targeted Week 
One

From: Jennifer L. Drossman, Esq. <jdrossman.nylegalcenter@aol.com>
Date: Tuesday, July 30, 2019
Subject: 3038 Xavier Pl Oceanside, NY 11572
To: richard.a.rengel@gmail.com

Hi Richard,
We received the $84k,but still waiting to confirm the first payment ($30k). as of 
yesterday it hadn't come into our account. please confirm from your end if the 
fund is still in your bank account or being processed

Have also got in touch with the seller's lawyer and will like to know if 7th August is 
good for you to do the signing.

Thanks! 
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Trend 2:

Seller Proceeds 
Fraud Attempt
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Trend 2:

Seller Proceeds 
Fraud Attempt
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Trend 2:

Seller Proceeds 
Fraud Attempt
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Trend 3:

Mortgage 
Payoff Fraud
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Trend 3:

Mortgage 
Payoff Fraud

4040

• Buyers are top targets

• Mortgage “cash out” wires are being diverted

• Mortgage payoff scams are rising

• Fraudsters are timelier and more brazen

Real Estate 
Wire Fraud 
Trends Recap
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Today’s Topics

The New Era of Wire Fraud

• The Cybercrime Pandemic

• Wire Fraud Trends

• Allocating Fault in the Courts

• Managing and Offsetting Risk 

Transaction Dynamics

Transactions involve multiple 
parties all communicating 
electronically
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Transaction Dynamics

Each party may be 
liable if a loss occurs. 

Courts have spread 
responsibility to all 
parties involved. 

Transaction Dynamics – Unique Obligations

• Contractual
• Fiduciary

• Contractual
• Fiduciary

• Agency
• Contractual
• Fiduciary

• Contractual
• Financial

• Attorney Client
• Contractual
• Fiduciary

• Contractual
• Financial

Each party has specific 
obligations to fulfill in a 
transaction.

The number of shared duties 
and responsibilities creates 
legal complexities between 
the parties . 
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Why they sue

I lost money in the 
transaction, and you are 

responsible

I am unable to benefit from 
the bargain I negotiated, 
and you are responsible

I cannot fulfill my 
obligations to others, and 

you are responsible

Financial 
Loss

Cannot close 
on property

Obligation I 
cannot perform
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How they sue: Case theories used in court

•Negligence

•Breach of Contract

•Breach of Fiduciary

•Breach of Consumer Protection Laws
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“”
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[Plaintiff] is granted judgment against defendants [broker and 
agent], jointly and severally, on his claim for negligent 
misrepresentation in the amount of $167,129.27…

Bain v. Platinum Realty LLC et al., Case No. 16-CV-02326-JWL, Dist. Court, D. Kansas, 2018

Bain Case

Agent and Broker Liable for 85% of Wire Fraud Loss

“”

48

Any duty [the bank] owed to [the law firm] was a contractual duty… 
not a duty based on social policy.  Thus, [the law firm] may not 
recast their breach of contract claims against [the bank] as a tort-
based claim.

O’Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018

O’Neill Case

Bank not liable for failing to stop a $580K wire transfer to fraudster
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Wire Fraud in 
Real Estate -
Pending Cases

Court Parties Date Amount Description

Federal – Middle District of 

Pennsylvania

Rafi Hovsepian v. Guaranteed Rate Real Estate, LLC May 29, 

2019

$93,737 Buyer cash 

to close

Federal – Middle District of 

Florida

Florida Title Processing, Inc., v. Navy Federal Credit 

Union et al.

March 21, 

2019

$200,000 Seller 

proceeds

Federal – W. District of North 

Carolina

Noble Capital Management, LLC v. James Weaver 

Kirkpatrick et al.

February 14, 

2019

$267,642 Mortgage 

payoff

State – Superior Court of 

California

Focus Escrow v. Western Resources Title Company September 

25, 2018

$49,571 Seller 

proceeds

Federal – District Court of New 

Jersey

A Absolute Escrow Settlement Co., v. Wells Fargo et 

al.

May 7, 2018 $239,290 Mortgage 

payoff

Federal – District of Minnesota Evanston Insurance Company v. Steven Newgren and 

Andrea Newgren

January 23, 

2018

$85,271 Seller 

proceeds

Federal – NE District of Illinois White v. Citywide Title, Wells Fargo March 22, 

2018

+$75,000 Buyer cash 

to close

State – Wisconsin Circuit Court Geils Home Wisconsin LLC v. Merit Title, LLC March 6, 

2018

$162,433 Buyer cash 

to close

State – Texas District Court El Paso Title Co., Inc. v. JP Morgan Chase and Bank of 

America

September 

27, 2017

$148,000 Seller 

proceeds

Case Name Negligence Breach of Contract
Breach of Fiduciary 

Duties

Breach of 
Consumer 

Protection Laws

Geils Home Wisconsin LLC v. Merit Title, LLC and ABC Insurance 
Company, No. 2018CV000441 (Cir. Ct., Wis)

Robert Douglas White v. Citywide Title Corp., and Wells Fargo 
Home Mortgage, No. 1:18-cv-02086 (N.D. IL. 2018)

El Paso Title Co., Inc. v. J.P. Morgan Chase Bank N.A., and Bank of 
America, No. 2017DCV2638 (Dist. Ct. 34th Cir. Ct., Tex.)

Noble Capital Management, LLC v. James Weaver Kirkpatrick et 
al., No. 1:19-cv-00049 (W.D.N.C. 2019)

Florida Title and Processing vs. Navy Fed (and John Doe)

Florida Title and Processing, Inc. v. Navy Federal Credit Union et 
al., No. 2:19-cv-00173 (M.D. Fla. 2019)

Focus Escrow v. West Resources Title Company and Does 1 
through 100, No. 30-2018-01021238-CU-PN-CJC (Cal. 2018)

A. Absolute Escrow Settlement Co., Inc. v. Wells Fargo, NA, NMS 
Capital Realty Advisors, LLC et at., No. 2:18-cv-08911-CCC-CLW 
(Dist. N.J. 2018)

Rafi Hovsepian v. Guaranteed Rate Real Estate, LLC, d/b/a 
Guaranteed Rate Inc., No. 3:19-cv-00911-RDM (M.D. Penn. 
2019)

Steven Newgren v. Annette Wilkie, McGregor Title, Inc., Donald 
Lee Haller d/b/a McGregor Realty and Property Management et 
al., No. 0:18-cv-00173 (Dist. Ct. 9th Cir. Ct., Min. 2018)

Robert Millard v. Patricia Doran, No. 153262/2016 (N.Y. 2016)
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White v. 
Citywide Title: 

COURT DOCKET

White v. 
Citywide Title: 

COURT DOCKET
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White v. 
Citywide Title: 

COURT DOCKET

White v. 
Citywide Title: 

COURT DOCKET
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White v. 
Citywide Title: 

COURT DOCKET

White v. 
Citywide Title: 

COURT DOCKET
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White v. 
Citywide Title: 

COURT DOCKET

White v. 
Citywide Title: 

COURT DOCKET
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White v. 
Citywide Title: 

COURT DOCKET

60

Wire Fraud in 
Real Estate -
Top Defenses

• Lack of jurisdiction

• Failure to state a cause of action (all or partial 
counts)

• Preclusion by UCC Article 4A

• Lack of duty (simple negligence or fiduciary)

• Contributory negligence
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Today’s Topics

The New Era of Wire Fraud

• The Cybercrime Pandemic

• Wire Fraud Trends

• Allocating Fault in the Courts

• Managing and Offsetting Risk 
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Managing Risk – A “Layered” Approach

Risk

Time
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Risk

Time

Hardware
• Router
• Firewall
• Intrusion Detection

Managing Risk – A “Layered” Approach
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Risk

Time

People
• Phishing tests
• Continual training
• “Culture of Curiosity"

Hardware
• Router
• Firewall
• Intrusion Detection

Software
• Email monitoring
• Software updates
• Virus detection
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Offsetting Risk through Insurance…
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Problem: Title agents and attorneys 
want higher insurance coverage limits. 

To provide coverage, insurance 
companies require some form of risk 

mitigation.
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Current state of 
insurance coverage

• Coverage can be found on different policies

• Intent of the policy and language

• Amounts for relevant coverage is typically 
$100,000 and $250,000

• Availability of excess insurance 

• Recovery of funds through FBI (ic3.gov)

• Requirement of implementing risk management 
practices
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CertifID
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Three Pillars of Value to 
Agents of The Fund

Secure exchange of 
wiring instructions

Identity verification 
without meeting the 

customer

$1 Million per-wire 
Guarantee
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CertifID is an easy-to-use, digital solution to 
securely share wiring information and 

guarantee each transfer up to $1 million.

How CertifID Works
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Your Team:

Protect Buyers 
and Verify Sellers

Buyers and Sellers:

Easy and Secure 
Experience
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All Parties:

Know Your 
Funds are 
Guaranteed

The CertifID Difference
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Transactions before CertifID Transactions with CertifID

Call Back 
Procedures

Portal 
Logins

Online Identity 
Check

Call 
Customer

Encrypted 
Emails

Questionable, Risky Transfer with HIGH anxiety

Multi-step manual process to attempt 
identity verification before wiring funds

Hours to Days

Transfer with Confidence and Peace of Mind

Through a simple automated process CertifID 
verifies customers

<1 Minute
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Free use of CertifID for all new agents of The 
Fund through June 30, 2020. 
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Get started in under an hour! 
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1. Sign-up
- Complete online form (5 min)

- https://certifid.com/sign-up/

2. Kickoff 
- Customize your account (20 min)

3. Training 
- Onboard your team (30 min)

1365 PLAINFIELD AVE. NE, GRAND RAPIDS, MI 49505

WWW.CERTIFID.COM   |   (616) 260-4533 |   SALES@CERTIFID.COM

How Can I Help?
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