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Spot the Fraud
Linda N. Monaco, B.C.S., Legal Education Attorney

• Estoppel letters (payoff letters)
• Comparison of fraudulent to legitimate payoff

• Identification check
• Florida driver’s license

• Passports

• Identity fraud example
• What went wrong

• What to do

• Rapid response plan

Overview

2
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Estoppel Letters

• Estoppel – a legally imposed bar resulting from one’s own 
conduct – estoppel letter precludes giver from asking for 
more money

• Subject to high incidences of fraud
Someone else provides payoff letter

• Seller him/herself

• Attorney for seller

An updated payoff letter arrives without being requested

• Some companies offer verifications
• ClosingLock – vetted vendor of Old Republic

• CertifID – in Fund Vendor Marketplace

Estoppel Letters – Lender Payoff Letters

4
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Compu-Link 
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d/b/a Celink
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Select Portfolio 
Servicing, Inc.
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53 60

Possible
FRAUD

Unacceptable

GOOD STILL 
VERIFY

• Ordered by the settlement agent directly

• Tip:
• Keep a record of good wire instructions from lenders

• Compare account numbers of incoming payoffs to your list
• This helped our member identify the fraudulent payoffs

• This list will also save time
• Calling bank to verify can be time consuming

• Member’s bank kept information on file for member to compare

Payoff 3 
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• Treat updated payoffs with highest scrutiny
• Especially if unsolicited

• Check fax header
• Time should be 

• ET, CT, MT or PT 
• NOT GMT

• AM or PM
• NOT military time – 15:00

• Date should be American style
• Month/day/year - 08/22/2022

• NOT day/month/year 22/08/2022

• NOT year/month/day 2022/08/22

Takeaways

19

• How does the font look?
• Clean & crisp

• Same throughout or 
• Does it change – could indicate fraud

• Blotchy – may be fraudulent

• Quality of copy
• Poor quality may indicate fraud

• If there is no address to mail a check, it is suspicious

• If there is a barcode make sure it is crisp

• Extra unfilled spaces may indicate fraud

Takeaways
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Questions?

21

Identification  
Checklist
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• Ask for multiple photo ID

• Thick – not paper thin

• Lamentation has 
• No creases 
• No bubbles (bend it should not 

bubble) & 
• Goes to edges

• Photograph 
• Only head
• Centered
• Clear
• Looks like the person
• Well defined

• Fonts should be clear & legible

• Quiz the producer

• Look for security features

• State identifications
• Look for holograms 
• Laser perforations – hold up to 

light
• Apply black light (many states)
• Laser embossing raised only on 

one side (many states)

• No copies of copies 
• Must be in color

Reviewing the Original

23

Driver License
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2019 Florida Driver License & ID Card

25

63

2019 Florida Driver License & ID Card

26

64
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Florida Driver License & ID Card

27

28
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29

• https://services.flhsmv.gov/DLCheck/

• Use your DL as a reference

• Other States
• Google

• “Security features desired state driver’s license”

• Check their websites

• Check with a black light

• Quiz the presenter
• Birthdate

• Address etc.

• Ask for additional governmental picture identification

2020 Florida Driver License & ID Card

30
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Passports

• Picture should just be the head

• Must have a signature
• Read the signature

• Does it match the name

• Read the MRZ (Machine Readable Zone) code at the 
bottom – it’s a global standard

• Do the details match 

Passports

32
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• Two lines 44 characters each

• First line
• P<countrylastname<<firstname<<(total 44 charters)

• Second line
• Passportnumbercountrybirthdatecheckdigitsexdateof

expirationcheckdigit<othercheckdigits<<(total 44 charters)

Online check
• European Council

• https://www.consilium.europa.eu/prado/en/search-by-
document-country.html

MRZ – for Passports

33

Details 

34
Country Surname Given name

Starts with “p” 
for passport

Signature
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Details 

35
Country DOB – yr, 

mo, day
Gender

Passport 
number

Exp. – yr, 
mo, day

Check digit

United States Next Generation Passport 

36
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Possible
FRAUD

Unacceptable

Possible
FRAUD

Unacceptable

United States
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Canada

Possible
FRAUD

Unacceptable
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Canada

Germany

40

Possible
FRAUD

Unacceptable
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Germany

41

Brazil

42

Possible
FRAUD

Unacceptable
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Sweden – best fake

43

Possible
FRAUD

Unacceptable

Questions?
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Deconstructing 
an Identity 

Fraud Event 

• Video

• Review 

• Discuss

• Players
• Boss – Michael Rothman
• Office manager – Jay St. Lawrence
• Paralegal – Linda Monaco

• Time
• 9:30 a.m. Tuesday after Memorial Day

• Scene 
• Zoom Conference

Simulated Emergency Situation

46
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Discussion
What went wrong?

What clues or red flags?
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Discussion
Follow the plan
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1. Alert company management & your internal wire fraud response 

team

2. Report Fraudulent Wire Transfers to the Sending and Receiving 

Banks

3. Inform the parties to the transaction using known, trusted, phone 

numbers for verbal verification 

4. File a complaint with the FBI's Internet Crime Complaint Center 

(IC3)

5. Report Fraudulent Wire Transfers & Attempts to Law 

Enforcement in the jurisdiction where the crime has occurred

ALTA Rapid Response Plan – 10 Steps

51

65

6. Call sending bank again to confirm that recall request has been 

processed

7. Document your response using a Response Worksheet

8. Consider contacting your insurance carrier(s) & outside legal 

counsel

9. Review your Incident Response Plan to determine if you need to 

update passwords, secure hardware, & review email logs to 

determine how & when email accounts were accessed

10. If funds were wired out of the U.S., hire an attorney in that 

country to help recover funds

ALTA Rapid Response Plan – 10 Steps

52

65
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Discussion
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• Plan

• Know your local FBI 
office number

• Practice

• Any close calls

• Verify independently

• Sending checks

What Does Your Office Have?

55

Questions?
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Chase Bank

Jacqueline Elaine Reverse Servicing
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ALTA Information Security Committee 
Rapid Response Plan for Wire Fraud Incidents REVISED 
V.2.5 09/21/2020   

ALTA Rapid Response Plan for Wire Fraud Incidents 
https://www.alta.org/file.cfm?name=ALTA-Rapid-Response-Plan-for-Wire-Fraud-Incidents

Time is of the essence – every second and minute counts. 

Organize your team and make a plan in advance. 

Be ready to act simultaneously and accomplish all of these steps as quickly as possible. 

Step 1: Alert company management and your internal wire fraud response team. 

Contact your team according to a pre-arranged plan (group email; group text): 

 Owner / Manager 

 Accounting / Finance / Treasurer 

 IT / IT Security 

 Legal Counsel 

 Underwriter(s) 

Step 2: Report Fraudulent Wire Transfers to the Sending and Receiving Banks. 

 Contact the sending bank’s fraud department and request that a recall of the wire be 

sent to the receiving bank because of fraud.  Provide the details for the wire. Also 

request a recall or reversal and a Hold Harmless Letter or Letter of Indemnity. 

 Ask the sending bank to initiate the FBI’s Financial Fraud Kill Chain.

 Also call the receiving bank’s fraud department to notify them that you have requested 

a recall of the wire because of fraud.  Provide the details for the wire and request that 

the account be frozen. 

 If a client or consumer was a victim and your bank/accounts were not directly involved, 

your client or customer will need to contact the bank themselves but you may have 

helpful information to share, too.  Coordinate quickly! 

Step 3: Inform the parties to the transaction (buyer, seller, real estate agents, broker, 

attorneys, underwriter, notary, etc.) using known, trusted, phone numbers for verbal 

verification. 

If you’re unsure about what to say, here’s a sample: “There appears to have been [attempted] 

wire fraud associated with this transaction.  We recommend that you review your email 

security and update passwords and take any other appropriate security measures immediately.  

For the remainder of this transaction, all communication will occur using known, trusted, 

telephone numbers.” 
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V.2.5 09/21/2020   

Step 4: File a complaint with the FBI's Internet Crime Complaint Center (IC3).   

Need help to get started? Visit www.alta.org/ic3how to see a two-minute how-to video. 
Ready to go? Visit www.alta.org/ic3 and provide the following information: 

 Victim's name, address, telephone, and email 
 Financial transaction information (e.g., account information, transaction date and 

amount, who received the money) 
 Subject's name, address, telephone, email, website, and IP address 
 Specific details on how you were victimized 
 For Business Email Compromise (BEC) events, copy email header(s). Learn How at 

https://mxtoolbox.com/Public/Content/EmailHeaders/
 Any other relevant information that is necessary to support the claimant 

Step 5: Report Fraudulent Wire Transfers and Attempts to Law Enforcement in the 

jurisdiction where the crime has occurred. 

 Local Police/Sheriff:  https://www.policeone.com/law-enforcement-directory/

 FBI Field Office:  https://www.fbi.gov/contact-us/field-offices

Ask your Field Office to initiate the FBI’s Financial Fraud Kill Chain.

 Secret Service:  https://www.secretservice.gov/contact/field-offices/

Step 6: Call the sending bank again to confirm that the recall request has been processed. 

Step 7: Document your response using a Response Worksheet. 

 Customize this ALTA Rapid Response Plan for Wire Fraud Incidents

 Customize a Response Worksheet (available in Excel or PDF) 

 Assign each step to an appropriate person/entity 

 Track progress through to completion or resolution 

 Retain the Response Worksheet for future reference/update 

Step 8: Consider contacting your insurance carrier(s) and outside legal counsel. 

Step 9: Review your Incident Response Plan to determine if you need to update passwords, 

secure hardware, and review email logs to determine how and when email accounts were 

accessed. 

Step 10: If funds were wired out of the U.S., hire an attorney in that country to help recover 

funds. 
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Hit by Wire Transfer Fraud? Use the Kill Chain Process 

January 31, 2019

Criminals launder billions of dollars overseas through financial fraud schemes like wire transfer fraud, 

corporate account takeovers, business e-mail compromise scams and other financially motivated 

crimes. 

The FBI offers a Financial Fraud Kill Chain (FFKC) process to help recover large international wire 

transfers stolen from the United States. 

The FFKC is intended to be utilized as another potential avenue for U.S. financial institutions to get victim 

funds returned. Normal bank procedures to recover fraudulent funds should also be conducted. 

The FFKC can only be implemented if the fraudulent wire transfer meets the following criteria: 

 the wire transfer is $50,000 or above 

 the wire transfer is international 

 a SWIFT recall notice has been initiated 

 the wire transfer has occurred within the last 72 hours. 

To initiate the FFKC process, provide the following information to your local FBI office, which you can 

locate by visiting fbi.gov/contact-us/field-offices.

 Summary of the incident 

 Name of victim 

 Location of victim (City and state) 

 Originating bank name 

 Originating bank account number 

 Beneficiary name 

 Beneficiary bank 

 Beneficiary account number 

 Beneficiary bank location (if known) 

 Intermediary bank name (if known) 

 SWIFT number 

 Date 

 Amount of transaction 

 Any additional information that may be available, such as “for further credit,” or “in favor of” 

Any wire transfers that occur outside of these thresholds should still be reported to law 

enforcement but the FFKC cannot be utilized to return the fraudulent funds. 

Use these resources to help raise awareness about wire fraud: 
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 wire fraud video

 wire fraud infographic

Contact ALTA at 202-296-3671 or communications@alta.org.

67

https://www.youtube.com/watch?v=ek4TwC9owwY
https://www.alta.org/media/pdf/alta-wire-fraud-infographic.pdf
mailto:communications@alta.org


ALTA Information Security Work Group 
Cybersecurity Incident Response Plan Template 
V.1.0 02-01-2022 

Cybersecurity Incident Response Plan Template 

Step 1: Preparation 

Consider the following opportunities to prepare your company before an incident occurs: 

1. Create a complete IT Cyber System Overview of your company’s IT 

blueprint/architecture showing connectivity to understand all of the assets which could 

be at risk (e.g., in-house hardware, software, and data; phone system; online and cloud-

based software and data; mobile devices; remote workforce) 

2. Create a complete IT Personnel Overview for your company to document who is 

responsible for each of the various components of the computer systems (e.g., title 

production systems, email/messaging systems, network security) whether they be 

employees, consultants, or a Managed Service Provider (MSP) 

3. Conduct a Business Impact Analysis to determine how a loss of access to hardware, 

software, or data for each system would impact everyday business 

4. Establish a Business Continuity Plan to recover your daily business operations 

effectively after a limited-impact event (e.g., virus contained to one computer; power 

outage at a branch office; compromised system, device, or account) 

5. Contact your insurance carrier(s) to determine if Cyber Insurance Coverage is in place or 

available to cover one or more types of potential cyber incidents and any requirements 

for an incident to be covered by the policy 

6. Contact your attorney to identify requirements, draft notifications, and be prepared to 

distribute those notifications as documented in your company’s Breach Notification and 

Reporting Requirements as applicable to the jurisdiction(s) where you do business or 

where your clients and customers reside1

7. Establish a Disaster Recovery Plan to recover from a catastrophic event (e.g., 

ransomware attack, network breach, email compromise, natural disaster affecting 

entire operation) 

8. Establish Roles & Responsibilities for key functions in response to a cybersecurity 

incident (e.g., person responsible for coordinating response, talking with legal counsel, 

cyber insurance carrier, talking with customers, talking with media, talking with 

regulatory agencies, talking with law enforcement) 

9. Create a Crisis Communication Plan, including:

● Contact information for internal and external stakeholders

● Prewritten communications for internal and external stakeholders

● Strategy for maintaining confidentiality and privileged communications 

1 See also: CSR Data Breach Reporting: https://urisq.com/privacy-regulations/

See also: https://www.perkinscoie.com/images/content/2/4/246420/Security-Breach-Notification-Law-Chart-Sept-
2021.pdf
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Step 2: Analysis and Detection 

1. Monitor critical systems and alerts as defined in the IT Cyber System Overview (e.g., 

logon failure/success, firewall logs, computer logs) 

2. Ensure alerts are monitored in accordance with your Business Impact Analysis

o Refer to IT Personnel Overview to help monitor systems for alerts. 

o Refer to Roles & Responsibilities and Crisis Communication Plan for reporting 

and escalation processes. 

3. If an incident is detected, determine if the scenario is a limited-impact event or a 

catastrophic event 

Step 3: Containment, Eradication, and Recovery

1. Containment strategies are designed to remove active attackers from your network and 

contain a cyber incident (e.g., isolating the affected devices, system, or network; 

resetting passwords; disabling accounts) 

2. Eradication strategies are designed to remove the threat or vulnerability before 

restoring operations to full functionality (e.g., remove unauthorized access; consider 

disconnecting backup process to maintain quality backup; clean the affected machine(s) 

or device(s); rebuild machine(s) as needed; consider removing all access for specific 

users) 

3. Recovery strategies are designed to restore systems back to normal operations as 

documented by a Disaster Recovery Plan and Business Continuity Plan

Step 4: Lessons Learned & Post-Event Activity 

1. Documentation of Incident 

o Document incident and resolution including lessons learned and any changes 

made. 

o Report to proper stakeholders as reflected in Breach Notification and Reporting 

Requirements

2. What did we learn? 

o What went well? 

o What went poorly? 

o Did we maintain confidentiality and privilege during the incident and response? 

3. What actions should we take? 

o Review policies 

o Review/update processes (e.g., password strength and updates; user and 

security access levels; periodic testing of backup restoration; data retention) 

o Review/update technology for additional features, potential upgrades, or 

replacement (e.g., software, hardware, services) 

o Review Roles & Responsibilities for adjustments (e.g., business, technology, 

third-party consulting assistance) 

o Review insurance coverage  

o Consider additional staff training 
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CERTIFICATE OF ATTENDANCE 

Certified Paralegals are required to record evidence of 50 hours of continuing legal education hours to renew 
the CP credential every 5 years.  CLE hours are recorded in CPs’ accounts through the NALA online portal.  Of 
the 50 hours, 5 hours must be in legal ethics, and no more than 10 hours may be recorded in non-substantive 
areas.  If attending a non-NALA sponsored educational event, this certificate may be used to obtain verification 
of attendance.  Please be sure to obtain the required signatures for verification of attendance.  The 
requirements to maintain the CP credential are available from NALA's web site at 
https://www.nala.org/certification/certtest2view.  Please keep this certificate in the event of a CLE audit or further 
information is needed. 

PLEASE COMPLETE THE SPACES BELOW AND ATTACH A PROGRAM 

Session Length Session Topics Validation 

In Hours (Description and Speakers) of Attendance 

Name of CP (Please Print) NALA Account Number (On Mailing Label) 

Signature of CP Name of Seminar/Program Sponsor 

Address Authorized Signature of Sponsor Representative 

Date of Educational Event: 

City: State (XX): 

Preferred e-mail address Location: 

For Office Use Only 
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Non-substantive hours 

Ethics 

1.0 Spot the Fraud / Linda Monaco Linda Monaco

149113

Spot the Fraud / ATFS, LLC

Linda Monaco

Recorded Webinar
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