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Spot the Fraud

Linda N. Monaco, B.C.S., Legal Education Attorney

Overview

 Estoppel letters (payoff letters)

» Comparison of fraudulent to legitimate payoff
* |[dentification check

* Florida driver’s license

* Passports
* |[dentity fraud example

* What went wrong

* What to do

* Rapid response plan




Estoppel Letters

Estoppel Letters — Lender Payoff Letters

» Estoppel — a legally imposed bar resulting from one’s own
conduct — estoppel letter precludes giver from asking for
more money

 Subject to high incidences of fraud

»Someone else provides payoff letter
* Seller him/herself
* Attorney for seller
»An updated payoff letter arrives without being requested

* Some companies offer verifications
* ClosingLock — vetted vendor of Old Republic
* CertifID — in Fund Vendor Marketplace




American

Advisors Group

Sap 17.2019 0740 AW nw-m-m From: TON  Fac BRZZ274082

p P.0. Box 40724
= Lamsing M 48901. 7924
A Customer Service: (866) 654-0020

Fax (366) 616-2160

LaanType: HECM
Loan Number,
Quoted Fayoff Dale: Sep 23, 2019
Today's Date: Sep 17, 2019
RE: Loan Payoft
Dear
We are pleased to inform you that as of Sep 23. 2019 the payoff for the loan listed above is as follaves

Current Unpaid Balance 5179,311.44 Asol Sepl3
&3

Accrued Interest on Unpaid Balance $551.2
MIP for current month 15403
Estimated Recording Fees 27650
Property Inspection/Preservation Fees 38500

Adforney Fees/Costs 3113000

Tolal Payoff §181,159.35
Piease note that enly wired or certified funds are able to be accepted for pa
payment received |personal check, business check, etc ) cannot be
sender. Please see the next page for wiring instrucions, if needed

off Al other types of
ill be returned to

American Advisors Group will process the release of the first lien and requESteS Department of Housing
and Urban Development to release the second lien, which will be forwarded to vou by thair affice.

Please hote the anoye quote for payoff is only gaod thraugh Sep 23, 2019, To obtain an accurate payaft
figure afier that date, you will need to contact the Reverse Mortgage Department Lo re-request an updated
payofi.

Payoft funds recaved after 5:00 pm EST, or on a banking holiday, will be applied on the next business day.
e raserve the right to adust any portion of this statement at any time for one or mare of the following
teasors, bul notlimited to; recent advances. returned items. additional fees or charges, disbursements made
on your behal, transfer of servicing and/or inachvertent clerical errars,

If you have any questions please email P com or call us ot
Sincerely,
freverse Mortgage Department.

American Advisors Group

Fax Server 2/12/2020 3:38:02 PM PAGE  2/005 Fax Server

P.0. Box 40724

Lansing, M 48901-7924
Customer Service: (866) 654-0020
Fax: (B66) 616-2160

RE: Loan Payoff

We are pleased to Inform you that as of Feb 19, 2020 the payoff for the loan listed above is as follows:

Current Unpald Balance 118633132 Asof Feb 11,2020
Accrued Interest on Unpald Balance 5468.29
MIP for current month 34590
Estimated Recording Fees §35.50
Al‘tﬂrﬂ Fees & Costs $3909.50
Total Payoff $190,790.51
Please note that only wired or certified funds are able to be accepted for payoff. All ather ypes of
personal check, busis heck. etc.) cannot be accepted and will be returned to
sender. Fiease see the Next page Tor wirlng instructions, if needed,

Send paymentto:  American Advisors Group

3900 Capital City Boulevard

Lansing, M1 48306
American Advisars Group will process the release of the first lien and request the US Department of Housing
and Urban Development to release the second lien, which will be farwarded to you by their office. if your
property is located In Puerto Rico the original note will be sent to you.
Please nate the above quote for payoff is only good thraugh Feb 19, 2020. To obtaln an accurate payaff
figure after that date, you will need to contact the Reverse Mortgage Department ta re-request an updated
payoff.
Payoff funds received after 5:00 pm EST, or on a banking holiday, will be applied on the next business day.
We reserve the right to adjust any portion of this statement at any time for one of more of the following
reasans, but not limited to: recent advances, returned items, additional fees or charges, disbursements made
on your behalf, transfer of servicing and/or inadvertent clerical errors,

I you have any questi I il call us at.
Sincerely,
Reverse Mortzage Department

American Advisors Group




PAYOFF CALCULATIONS®

Per Diem rate is not available.

Payoff request does not place a "freeze" on the account.

It payoff is needed for a date in the following month, the payoff cannat be
calculated until the 15t of that month,

1@ payoff results in an overpayment of the loan, the Barrower or Estate of the
Borrawer will be refunded.

Please note that only wired o certified funds are able to be accepted for payoff. All
other types of payment received (personal check, business check, etc.) cannot be
accepted and will be returned to sender.

Fayoff tunds received after 5:00 pm EST or on a banking holiday will be applied on the

next business day.
Wire instructions: . -
] Name of Bank: Comerica Bank
_ ABAR: 072000096
< Account Name: Reverse Mortgage Servicing
Account Number: 1851610129
Reference: _ Borrower's name & loan number
Overnight information (certified funds only): N
| ‘Company Name: Reverse Mortgage Servicing Dept.
Department; Payment Processing
Address: 3900 Capital City Boulevard
Lansing, Michigan 48906
Telephone: 8666540020

We reserve the right to adjust any portion of this statement at any time for one of
more of the following reasans, but no| g: recent advances, returned items,
additional fees or charges, disbugs r behalf, transfer of servicing
andor inadvertent elerical

Possible

GOOD STILL 7
FRAUD

Unacceptable

VERIFY

Compu-Link

Corp.
d/b/a Celink




[ 47572022 ~§7

U6 PM FROM: Celink TO: |- 471472022

AR

To I ) celirk.co From
25 | Fax #:
Date:  4/5/72022 6:06:39 PM Phone #:

subect.

Comments:
As requested. attached is a Payott Quote along with payment instructions

Please note that only wired or certified funds (cashier checks) are accepled for
payolf. All other types af payment received (personal check, business check
efe.) cannol be accepled and will be returned to sender.

If an updaied quote is needed, please send a new request with your expected
closing cate.
Any request for updates ouoles can be emailed fo

ilto Pay: 1ment.coms or

faxed 1o 844-625-2743

***Barrgwers on the account with an eligible loan in an Aclive slalus can creale
a login at wiw.reversedepartment com<http f/www reversedepartiment com/>
and obtain a sell-serve payalf quole immediately. ***

Thank yau, Reverse Morlgage Servicing Payoff Quotes Department

Netta Damiani

Payof Specialist

Reverse Morigage Servicing Depariment
66-654-0020 (Borrower Care)

866-616-2160 (Fax)

Sent by DirectFax

4/14/2022 9:06:39 AM

4/5/2022 ©:068 PM FROM: Celink T0: P. 2 4/14/2022 8

CORRLET220

- _
P.0. Box 40761, Lansing, MI 48501-7961
(866) 634-0020 Office
r )

834} 620-2743 Fax
REFINANCE INFORMATION WORKSHEET

April 5, 2022 Pages: 1

: From: ENTER NAME
Telephone: Telephone: 866-654-0020
Fax: Fax: 844-629-2743
Please find the information requested for the below account:

Name:

I
]

|Servicer Loan #
Phone: L] Loan Status: Active

Celink is servicing the above-refersnced reverse mortgage on behalf of the loan
investor. The itemization below reflects the information required to pursue a
refinance
|Date Closed 04/06/2021 Net LOC $0.00
|Appraised Value  $1.450,000.00 Servicing Fee $0.00

ncipal  $893,200.00 Tax Default No

Monthly Payment 0 00 Force Placed No
Insurance

Ending Balance $546,508.66 Repairs Default Neo

NOTE: The information provided is based upon servicers current records and may
change due to delays in posting, updating of data and systems, and the correction of
deta entry and posting errers. Celink undertakes no obligation to notify you of
changes in the requested information and mekes no representation or warranty with
respect to the accuracy of such information. The information herein is provided with
the exprass understanding that Celink shall have no respensibility or liability for costs
or damaged that may arise in connection with any reliance upon such information.

This itemization is for informational purposes only and should not be considered

a final payoff demand. Please contact the Reverse Mortgage Service Department
for final payoft figures.

lApril 5, 2022

10




/572022

G:06 PM FROM: Celink

£ Loan Payolf

Ty Power
Loan Humber: [N

Good Through Date: Apr 25, 2032
Today's Date: Apr 5, 2022

4 to infarm you that the payoff goad through Agr 25, 2022 far the loan fisted above s a5 folows:

Currant Unpaid Balance 54650865 Asaf Mar 31,2022
ACCIued INMEIESL uD 10 F,OfF Date 5251184

alPayell  $S4SM050

Apr 2022 - Daity Intarest @ 69900% = $10466
Apr 2022 - Daity MIF @ 0.0000% = $0.00

IMPORTANT: This payotfquota & anly accurste through the “good thraugh” date shown above. The Daily Interest
fie. the "per diem"s may be different frem montn to month. this the per dem for this qu snown above, If
the payoff funds are not received by the “go0d tirougA” data shown above, you Must requestan updsted payoff
quote, Any overage received will be refunded.

Following payof, Celink will process the relea:
and Urban Development rele:

52 of the firstlien and request that the U5, Department of Housing
ond lian, which will e forwarded ta you by their office

th

14/a/2022 8

Acorves merest up 1 ren vt

Total Pavoff

1645 D0 5

11

/572022 €06 PH FROM: Colink LCEN o

Plaase note that only wired or carbfied funds are accepled for payoff. All ather tyges of payment recelved
(persanal check, business check. etc ) cannot be accepted and wil be returmed to sender

Payoff funcs must be made payable to and seat to
wire instructions:
Name of Bank
ABA#
Account Name:
Account Number
Reference:

‘Ovemightinformatian (certified funds only):
Compay Name:

Departmen Payment Pro
atdress 3990 Capial Ci
Lansing Michigan 43306
Telephone: 266 654002

Payoff funds reccived afer 500 gen EST, or o 4 banking holiday, will be apglied o the next business day.

‘Wiz resarva the nght to adjust any portbion of s statement at any time for one of mare of the fallowing reasons
Bt AL lhited b racent advances, raturned iems, 38 ional fees o charges, dibursements made on your
behlf,transfer of servicing and/cr inadvertent cierical errors

If yau have any questions. plezce email Payoff@reversedepartment.com ar call us st 266.654.0020.

sinceres
Reverse Mortgage Department
Celink.

47572022

12




T o — T ©

o - Reverse Mortgage Servicing Department
70 Box 40728, Lansing, M) 469017924
3900 Capstal Gty Boulevard, Lansing, b 48505

Telephose: 8666540020 Fax 8446252743

LOAN PAYOFF INSTRUCTIONS.
8 payoff funds must be sent o the follawing address

3500 Capital Clty Souievard, Lassing, M 48906 At Payoff Processing Department 3500 Capital City Souievard, Lawing, Wi 48905, At Payoft Processing Department

¥ Wire Transfer 1o

ABARoting No. 07200009
Account Na.. 851610129
Account Name Reverse Mortgage Servicing
Reference:
Property Adress
Loan Number:
Nate: Al payoft ertfied Funds. prable. All gayolf

checks must be seat 10 the abowe address

REQUIRED REFUND INFORMATION
Please fill in all information i 1
be owed shar the payoft funds sr apslied t the loan.
Raverse ortage Loan - [N
sorowsr Namecs: [
Fiease setect wha shouid e the e on the refun
check eneckconyy cnci
100 Borrower(s} - donly if rat decoased)
IO e Estate of the deceasedt borrower

O Tt

Important wan above If ths farm
pete, ¢

MAILING INSTRUCTIONS

Malling Address

Possible

GOOD STILL 13

ation to Borrower.

FRAUD
Unacceptable

JE——— \Vi==11=Y% S

isrequired on this form. e sbove referenced account. All
future correspondence rel e you have provided on this
form regaroiess of the Faig

elect Portfolio

Servicing, Inc.




erver 72172022 3:08:51 PM PAGE  1/007  Fax Server

SPSEE,
et BERVICING, iac

PAYOFF STATEMENT
[iote: Jusy 1 2022 Aecoont Humter: I
Feaquasied By Paymant Dus Dats: fuguel 01, 2022

This Statoment expires on:

- sy

uwmrerkneglmvﬁddmsu

THE FOLLOWING AMOUNTS ARE SUSJECT TO FINAL VERIFICATION
BASED ON THE RECEIPT OF FUNDS

TTERZATION
ek Principel Baiangs § 318367 89
nterae! Calculated to August 17, 2022 & 141230
Interest on Advarces $ T4L06
Feconling Fas 3 1600

Total Amounts Due Under your Neto and Morgage £ 320,320.07
| Por Dimm Baily Intaras!

TOTAL AMOUNT DUE L3

Page 10f7 2022-07-19 17-35:01 18003654815
Fax Server 7/19/2022 10:40:15 AM PAGE  1/007  Fax Server
S S SELEC
RVICING, i
T3
- Company
o
Phone
To:
Company: From: Select Portfalio Servicing, Inc
Fax: Fax. 8012707833
Phene: Phone: 801270783
From: Select Portfolio Servicing, Inc
Fax: NOTES:
Phone:
NOTES:
15
Date and time ot transmission: Thursday, July 21, 2022 3,04:34 PhA
Numbor of pagos including this cover shoot: 07
Poge: 4ol 7 HERATTAT S5 GAT TGS srver TAEI/Z022 3:08:51 PR PAGE 47007  Fax Server

PAYOFF STATEMENT
Dale: Judy 21, 2022 Acrount Number:

Renquastad By. Fayment Bua Date: Augus! 01, 2022
This Statement expires on:
August 20, 2022

Custgmer B 55

THE FOLLOWING AMOUNTS ARE SUBJECT TO FINAL VERIFICATION
BASED ON THE RECEIPT OF FUNDS

[TTEMZATION
Unpaid Principal Satance $ 318,367 .58
sterest Caculited to August 20, 2022 § 129058
Inlerest on Advances. 3 740.08
Recording Fes 8 i0.00
Totel Amounts Due Under your Note and Merigage 5 320408.26
“Par Digm Daily nterasi 5 W
TOTAL AMOUNT DUE $ 320,408.26

ESTIMATED ESCROW DISBURSEMENTS
iz Insurance Mt Cue 672022 $ o184

The ahows escrow dishirsemants ara scherwied in ocour duAng fa pedan cowen by s Faynff
Guste. Thess amobnts s noLinckaded i 4 abova Tow Aot Gue 58 thy have ol been made
a8 o T dtte Of 10 stnmart. K SPS disburses those funds, you s responslse & mimbursn SPS

these diskursomants, oihar thiough Fval h‘ﬂ esciow acoount funis or an addanal amount e,
The disbursament of thass funds may IMPact the req amaunt. Prease conlact SPS i vou
P A 0. 1 PlyﬂIFD(mIn T s iyl il S22 BT B cliSbRSE s el

ESTIMATED ESCROW DISBURSEMENTS
Hazard Insurance Next Due 08/2022 § B1.84

Thas above esciow disbursements are schaduled 1 ocow during the period covered by this Payost
Quots, Thesa amounts are net included in the above Total Amount Due a6 they have nol been made
as of the date of this statament. f SPS dishurses these funds, you are rasponsible o reimburse SPS 16
far these disbursaments, pither through avalisbin eacrow account fuRge ar on sddtional smaunt toa
The disburserment of these funds may impact e required payofl amount. Please contast SPS 1f you
hrave a1y quesbOnS of for an updated Payolf Duols I e gayoll wil occur aher the disbursernenl dales.




™ Pagm:g T 20224718 17351 GHT aesns

SPSE ST @
SERVICING, e fpusing
oMb, whan 4Us_ U3 ANt the Lme ot aacount I palt i Ul 1 the st requisr monthy paymert
o s o 1 . ot s . s 3.0 pnE: G
o  opat s o i aportis s vgr
than shawn in thes Payoff Statemant.

3 Remittance of Funds: Paycl! arwnés must bo romitod in U,S. Diellars by maney wire, serilod ot
ashinee chack, i camipany chack e ek, o preoeal or
W D Ackapia R capy 5 T Payoil SISHNENT (sl ACROMDaNY YOI Payof check. No enlvaes
shexia b Auca o Satwiay, Sunday o el holdsys. ORI RS raosived ales 12 p . Naoa
Easlom Time wit it (o sec b ToRoaAg DUsiness day

PLEASE REMIT FUNDS TO THE FOLLOWING:

Salf Lake Oy, UT 64165

Overnight Address.
217 Lake Dr.
Sa ke Gy, UT 84175

9) Regularly Scheduled Payments: ¥ yai: 13l v maka yeur rezularty scloduled menthly marlgege
Gaymals within the dmig'vame stated o yeur marliy statemert, the lato charge disciosed G your
mantily sttt wil b adde  fha gl fobal, 1 your (om0 pesgent s fecsived, bl is
Pitut UNGA by yolr bank, & fod il b axkled B 1 payoll L lo (he: adiedt prrited by
PGS .

) Automates Payments: 1 yosr Money payenes ais anaaealy deducisd fam yeur hanking
accaurt, these Fayments W G2AINUG 10 e wikdrann Urth e account is pald n fu, or ikass we
ecesi werbal o witen sancellaton Instructions in oer office e keer fhar e 3} busingss days
prior s the payment due date.

caly intevest that ) sccre ata the

Possible

Fram Fas Sarver Fax Server 172022 3:08:51 PH DAGE  G/007  Fax Server

SPSEE

paymenta, whe due, up U 56 e your sccunt 8 P i Fll. I e ! eguir exantly payent
you sent fo us is retumed for insufficient funds, is dishonored due to o stop payment order, or
payment s not mado for any ot reason, fhe amount required 9 payafl your sccount may be higher
than shown n this Payoff Statemont.

CING. i

8) Remittanca of Funds: Payoft amounts must be ramited i US. Dollars by monay wire, corfiod or
cashiar's check, bl company check or an aitomey's rusiee check. No personal or unafiicisl checks
will be accepted. A copy of the Payoff Slalement must sccompany your payolf check, Mo delivenes.
shoui be made on Saturday, Sunday o fegal holidays. Payolf funds. racaved afler 12 p.m. Noon
Essloen Tims wil be procsssad the fobowing business dey.

PLEASE REMIT FUNDS TO THE FOLLOWING:
Whring Instruct

[Seloct
Salt Lake Ciy, Utsh
At PAYOFF D

ABA

PO BOX 65450
E Ciy, UT 84185

91 Regularly Scheduled Payments: i you fail fo make your regularly seheduled manthly moriasge
payments weibin the tmeframe: stated o1 your monthly stalement, the lats charge disclosed on your
monthly statement wil be added 13 the payof toial. If your monlhly payment is received, bul is
rotumed ogaid by your bark, a fee will b added to the payolf totat fo he edent permitied by
applicadic ks,

16) Autoinated Payments: If your fonthly payments s automatically decucted from your banking
‘acoount, thess payments wil continue 1 be Wihdrawn untl the acoount is paid In fuk, or unless we
receve verbal or wiitien eancelistion instructions in our office no fater than faree (3) business days
o 19 Ihe payent due date

11 Per Biom Daily Intersst: The Per Dicg

GOOD STILL

FRAUD s Payall Scatsmen! doss not 12) Escrow Account: if you have 17
Unacceptable (et obmaetony  VERIFY  [iekud

Payoff 3

* Ordered by the settlement agent directly

* Tip:

» Keep a record of good wire instructions from lenders
« Compare account numbers of incoming payoffs to your list
* This helped our member identify the fraudulent payoffs
* This list will also save time
« Calling bank to verify can be time consuming
* Member’s bank kept information on file for member to compare
i
Select Partfalic Servicing, Inc.
Salt Lake City, Utah

i Atin; PAYOFF DEPARTMENT
i Routing/ABA# 021000021
| Acoount # O00000308 18
{ Wire Retaining
oo AR
; Narne:

11




Takeaways

 Treat updated payoffs with highest scrutiny
* Especially if unsolicited

* Check fax header

* Time should be
« ET,CT, MT or PT
- NOT GMT
* AM or PM
* NOT military time — 15:00
« Date should be American style
* Month/day/year - 08/22/2022

* NOT day/month/year 22/08/2022
* NOT year/month/day 2022/08/22

19

Takeaways

* How does the font look?
* Clean & crisp

« Same throughout or
* Does it change — could indicate fraud
* Blotchy — may be fraudulent

* Quality of copy
 Poor quality may indicate fraud

* If there is no address to mail a check, it is suspicious
* If there is a barcode make sure it is crisp
 Extra unfilled spaces may indicate fraud

20
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Questions?

ldentification
Checklist




Reviewing the Original

 Ask for multiple photo ID  Fonts should be clear & legible
* Thick — not paper thin * Quiz the producer
« Lamentation has * Look for security features
* No creases _ - State identifications
* No bubbles (bend it should not - Look for holograms
bubble) & :
* Laser perforations — hold up to
* Goes to edges light
* Photograph « Apply black light (many states)
* Only head » Laser embossing raised only on
« Centered one side (many states)
« Clear * No copies of copies
* Looks like the person  Must be in color s
* Well defined

Driver License

14



2019 Forida Driver License & ID Card

2

2019 FHorida Driver License & ID Card

¥

15




Florida Driver License & ID Card

i

16




29

2020 Florida Driver License & ID Card

* https://services.flhsmv.gov/DLCheck/
» Use your DL as a reference

» Other States
* Google
» “Security features desired state driver’s license”
* Check their websites
* Check with a black light
* Quiz the presenter

* Birthdate
« Address etc.

 Ask for additional governmental picture identification

30

17




Passports

Passports
* Picture should just be the head

* Must have a signature
* Read the signature
* Does it match the name
* Read the MRZ (Machine Readable Zone) code at the
bottom — it's a global standard
* Do the details match

32

18




MRZ —for Passports
* Two lines 44 characters each

* First line
* P<countrylastname<<firstname<<(total 44 charters)

* Second line

» Passportnumbercountrybirthdatecheckdigitsexdateof
expirationcheckdigit<othercheckdigits<<(total 44 charters)

Online check

* European Council
« https://www.consilium.europa.eu/prado/en/search-by-

document-country.html 2
Detalls
SRAKEFIELD |

Starts with “p”
for passport

RAKEFIELD

34

Given name

Surname

Country

19




Detalls

Check digit

Passport
number

35

United States Next Generation Passport

36

20




United States

Possible Possible

FRAUD FRAUD
Unacceptable Unacceptable

Canada

Possible
FRAUD

Unacceptable

21




Canada

Germany

Possible
FRAUD

Unacceptable

40

22




Germany

41

Brazil

Possible

FRAUD
Unacceptable

42

23




Sweden —best fake

Questions?

24



Deconstructing
an ldentity

Fraud Event

Simulated Emergency Situation
* Video

* Review

* Discuss

* Players
* Boss — Michael Rothman
* Office manager — Jay St. Lawrence
 Paralegal — Linda Monaco
* Time
* 9:30 a.m. Tuesday after Memorial Day
* Scene
* Zoom Conference

25




Discussion

What went wrong?
What clues or red flags?

26



Discussion

Follow the plan

27



ALTA Rapid Response Plan —10 Steps  §

1. Alert company management & your internal wire fraud response
team

2. Report Fraudulent Wire Transfers to the Sending and Receiving
Banks

3. Inform the parties to the transaction using known, trusted, phone
numbers for verbal verification

4. File a complaint with the FBI's Internet Crime Complaint Center
(IC3)

5. Report Fraudulent Wire Transfers & Attempts to Law
Enforcement in the jurisdiction where the crime has occurred 51

ALTA Rapid Response Plan —10 Steps ~ §

6. Call sending bank again to confirm that recall request has been
processed

7. Document your response using a Response Worksheet

8. Consider contacting your insurance carrier(s) & outside legal
counsel

9. Review your Incident Response Plan to determine if you need to
update passwords, secure hardware, & review email logs to
determine how & when email accounts were accessed

10. If funds were wired out of the U.S., hire an attorney in that
country to help recover funds 52

28




Discussion

29



What Does Your Office Have?

* Plan

* Know your local FBI
office number

* Practice

* Any close calls

* Verify independently
» Sending checks

55

Questions?

30




Sep 17, 2019 07:40 AM To:-Page 2/5 From; TDIl Fex: 8622274082

T P.O. Box 40724
\@\\3\?\ Lansing MI 48901-7924
o R ) Customer Service; (866) 654-0020

WE BN MO G Fax: (855) 6]6—21 60

LoanType: HECM
Loan Number: || | NGz

Quoted Payoff Date: Sep 23,2019
Today's Date; Sep 17, 2019

RE: Loan Payoff

Dear I

We are pleased to inform you that as of Sep 23, 2019 the payoff for the loan listed above is as follows:

Current Unpaid Balance $179,311.44 Asof Sepi3

Accrued Interest on Unpaid Balance $551.28
MIP for current month $54.03

Estimated Recording Fees $27.60

Property Inspection/Preservation Fees $85.00
Attorney Fees/Costs $1130.00

Total Payoff  $181,159.35

Please note that only wired or certified funds are able to be accepted for payoff. All other types of
payment received (personal check, business check, etc.) cannot be accepted and will be returned to
sender. Please see the next page for wiring instructions, if needed.

American Advisors Group will process the release of the first lien and request the US Department of Housing
and Urban Development to release the second lien, which will be forwarded to you by their office.

Please note the above quote for payoff is only good through Sep 23, 2019, To obtain an accurate payoff
figure after that date, you will heed to contact the Reverse Mortgage Department to re-request an updated
payoff.

Payoff funds received after 5:00 pm EST, or on a banking holiday, will be applied on the next business day.
We reserve the right to adjust any portion of this statement at any time for one or more of the following
reasons, but not limited to: recent advances, returned items, additional fees or charges, disbursements made
on your behalf, transfer of servicing and/or inadvertent clerical errors.

If you have any questions please email Payoff@reversedepartment.com or call us at 866.654.0020.

Sincerely,
Reverse Mortgage Department
American Advisors Group
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PAYOFF CALCULATIONS*

Per Diem rate is not available,

Payoff request does not place a "freeze" on the account,

If a payoff is needed for a date in the following month, the payoff cannot be
calculated until the 1st of that month.

If a payoff results in an overpayment of the loan, the Borrower or Estate of the
Borrower will be refunded.

Please note that only wired or certified funds are able to be accepted for payoff, All
other types of payment received (personal check, business check, etc.) cannot be
accepted and will be returned to sender.

Payoff funds received after 5:00 pm EST or on a banking holiday will be applied on the
hext business day.

Wire instructions: et
L "~ NameofBank: Chase Bank ’
ABA#: 021000021
fiA,C,EQUﬁtHNam?M Jacqueline Elaine Reverse Servicing

Account Number: 319083868
...Reference: . Borrower'sname &loan number

We reserve the right to adjust any portion of this statement at any time for one of
more of the following reasons, but not limited to: recent advances, returned items,
additional fees or charges, disbursements made on your behalf, transfer of servicing
and/or inadvertent clerical errors,
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7 \ P.O. Box 40724
J Lansing, Ml 48901-7924
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Customer Service: (866) 654-0020
Fax: (866) 616-2160

LoanType: HECM

Loan Number: | Iz
Quoted Payoff Date: Feb 19, 2020

Today's Date: Feb 12, 2020

RE: Loan Payoff
|

We are pleased to inform you that as of Feb 19, 2020 the payoff for the loan listed above is as follows:

Current Unpaid Balance $186,331.32 Asof Feb 11,2020

Accrued Interest on Unpaid Balance $468.29
MIP for current month $45.90

Estimated Recording Fees $35.50

Attorney Fees & Costs $3909.50

Total Payoff $190,790.51

Please note that only wired or certified funds are able to be accepted for payoff. All other types of
payment received (personal check, business check, etc.) cannot be accepted and will be returned to

Send payment to: American Advisors Group

3900 Capital City Boulevard

Lansing, M1 48906
American Advisors Group will process the release of the first lien and request the US Department of Housing
and Urban Development to release the second lien, which will be forwarded to you by their office. If your
property is located in Puerto Rico the original note will be sent to you.
Please note the above quote for payoff is only good through Feb 19, 2020. To obtain an accurate payoff
figure after that date, you will need to contact the Reverse Mortgage Department to re-request an updated
payoff,
Payoff funds received after 5:00 pm EST, or on a banking holiday, will be applied on the next business day.
We reserve the right to adjust any portion of this statement at any time for one or more of the following
reasons, but not limited to: recent advances, returned items, additional fees or charges, disbursements made
on your behalf, transfer of servicing and/or inadvertent clerical errors.

If you have any questions please email Payoff@reversedepartment.com or call us at 866.654.0020.

Sincerely,
Reverse Mortgage Department
American Advisors Group
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PAYOFF CALCULATIONS*

Per Diem rate is not available,

Payoff request does not place a "freeze" on the account.

If 2 payoff is needed for a date in the following month, the payoff cannot be
calculated until the 1st of that month.

If a payoff results in an overpayment of the loan, the Borrower or Estate of the
Borrower will be refunded.
Please note that only wired or certified funds are able to be accepted for payoff. All

other types of payment received (personal check, business check, etc.) cannot be
accepted and will be returned to sender.

Payoff funds received after 5:00 pm EST or on a banking holiday will be applied on the
next business day.

ere |nstruct|on5'

Name of Bank: ~—Comerica Bank__ >
_ ABA#: 072000096
< Account Name; Reverse Mortgage Servicing
Account Number: T 1851610129
Reference: Borrower's name & loan number

Company Name Reverse Mortgage Servicing Dept.
Department: Payment Processing
Address: 3900 Capital City Boulevard
Lansing, Michigan 48906 ;
..telephone; . ...866:654.0020

We reserve the right to adjust any portion of this statement at any time for one of
more of the following reasons, but not limited to: recent advances, returned items,
additional fees or charges, disbursements made on your behalf, transfer of servicing
and/or inadvertent clerical errors.
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4/5/2022 6:06 PM FROM: Celink TO :

To: I ©fax.celink.cc From:
Fac: Faxi

Date:  4/5/2022 6:06:39 PM Phone #:

Subject: | EGN

Comments:

As requested, attached is a Payoff Quote along with payment instructions.

Please note that only wired or certified funds (cashier checks) are accepted for
payoff. All other types of payment received (personal check, business check
etc.) cannot be accepted and will be returned to sender.

If an updated quote is needed, please send a new request with your expected
closing date.

Any request for updates quotes can be emailed to
Payoff@reversedepartment.com<mailto:Payoff@reversedepartment.com> or
faxed to 844-629-2743.

***Borrowers on the account with an eligible loan in an Active status can create
a login at www.reversedepartment.com<htip://www.reversedepartment.com/>
and obtain a self-serve payoff quote immediately. ***

Thank you, Reverse Mortgage Servicing Payoff Quotes Department

Netta Damiani,

Payoff Specialist

Reverse Mortgage Servicing Department
866-654-0020 (Borrower Care)
866-616-2160 (Fax)

Sent by DirectFax
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4/5/2022 6:06 PM FROM: Celink TO: .

Reverse Mortgage Servicing Department
P.O. Box 40761, Lansing, MI 48901-7961
(866) 654-0020 Office

(844) 629-2743 Fax
REFINANCE INFORMATION WORKSHEET
Date: April 5, 2022 Pages: 1
To: From: ENTER NAME
Telephone: Telephone: 866-654-0020
Fax: Fax: 844-629-2743

Please find the information requested for the below account:

Name:

E—
Aoess: I
I

Servicer Loan #
Phone: ] Loan Status: Active

Celink is servicing the above-referenced reverse mortgage on behalf of the loan
investor. The itemization below reflects the information required to pursue a

refinance.

Date Closed 04/06/2021 Net LOC $0.00

Appraised Value $1,450,000.00 Servicing Fee $0.00

Current Principal |$893,200.00 Tax Default No

Limit

Monthly Payment |$0.00 Force Placed No
Insurance

Ending Balance $546,508.66 Repairs Default No

NOTE: The information provided is based upon servicers current records and may
change due to delays in posting, updating of data and systems, and the correction of
data entry and posting errors. Celink undertakes no obligation to notify you of
changes in the requested information and makes no representation or warranty with
respect to the accuracy of such information. The information herein is provided with
the express understanding that Celink shall have no responsibility or liability for costs
or damaged that may arise in connection with any reliance upon such information.

*3202033CORRLET220"

This itemization is for informational purposes only and should not be considered
a final payoff demand. Please contact the Reverse Mortgage Service Department
for final payoff figures.
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4/5/2Q22

B:06 PM FROM: Celink TO:

P.O. Box 40724

Lansing, MI 48901-7924
Customer Service: (866) 654-0020
Fax: (866) 616-2160

LoanType: Equity Power

Loan Number: | Nl

Good Through Date: Apr 25, 2022
Today's Date: Apr 5, 2022

RE: Loan Payoff

Dear [N

We are pleased to inform you that the payoff good through Apr 25, 2022 for the loan listed above is as follows:

Current Unpaid Balance $546,508.66 As of Mar 31, 2022
Accrued Interest up to Payoff Date $2511.84

Total Payoff $549,020.50

Apr 2022 - Daily Interest @ 6.9900% = $104.66
Apr 2022 - Daily MIP @ 0.0000% = $0.00

IMPORTANT: This payoff quote is only accurate through the "good through” date shown above. The Daily Interest
{i.e, the "per diem”) may be different from month to month, thus the per diem for this quote is shown above. If
the payoff funds are not received by the “good through” date shown above, you must request an updated payoff
quote, Any overage received will be refunded.

Following payoff, Celink will process the release of the first lien and request that the U.S. Department of Housing
and Urban Development release the second lien, which will be forwarded to you by their office.
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4/5/2022 6B6:06 PM FROM: Celink TO:

Please note that only wired or certified funds are accepted for payoff. All other types of payment received
(personal check, business check, etc.) cannot be accepted and will be returned to sender.

Payoff funds must be made payable to and sent to:
W|re instructions:

Name of Bank: Comerica Bank
ABA #: 072000096
Account Name: Reverse Mortgage Servicing
Account Number; 1851610129
Reference; Borrower's name & loan number

Company Name: Celink
Department: Payment Processing
Address: 3900 Capital City Boulevard
Lansing, Michigan 43906
TRIRPNOME: | s 866.6540020 i

Payoff funds received after 5:00 pm EST, or on a banking holiday, will be applied on the next business day.

We reserve the right to adjust any portion of this statement at any time for one of more of the following reasons,
but not limited to: recent advances, returned items, additional fees or charges, disbursements made on your
behalf, transfer of servicing and/or inadvertent clerical errors.

If you have any questions, please email Payoff@reversedepartment.com or call us at 866.654.0020.

Sincerely,
Reverse Mortgage Department
Celink
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4/5/2Q22

6:068 PM FROM: Celink TO:

IMPORTANT DISCLOSURES

If you are currently in a bankruptcy proceeding or have received a discharge in bankruptcy, this communication is
for informational purposes only and is not an attempt to collect a debt. If you are represented by an attorney,
please provide this notice to your attorney.

We use third-party providers to perform certain services. We remain responsible for all actions taken by such third-
party providers with respect to such services.

Notice of Error and Request for Information
Federal law gives customers the right to notify us of an error regarding the servicing of their loan or to request

information regarding their loan. If you wish to provide a notice of error or a request for information, you must
write to us at the following address: PO Box 40719, Lansing, MI 48901. The letter must provide the customer’s name,
loan number, and description of the error or detailed list of the information being requested.

If your property is located in the State of Texas:
COMPLAINTS REGARDING THE SERVICING OF YOUR MORTGAGE SHOULD BE SENT TO THE DEPARTMENT OF

SAVINGS AND MORTGAGE LENDING 2601 NORTH LAMAR, SUITE 201, AUSTIN, TX 78705. A TOLL-FREE CONSUMER
HOTLINE IS AVAILABLE AT 877-276-5550. A complaint form and instructions may be downloaded and printed from
the Department website located at www.sml.texas.gov or obtained from the department upon request by mail at
the address above by telephone listed above or by email at smlinfo@sml.texas.gov.

If your property is located in the State of New York:
Your servicer is either a registered servicer or exempt servicer registered with the Superintendent of the New York

State Department of Financial Services. For further information or to make a complaint regarding your servicer you
may contact the New York State Department of Financial Services Consumer Assistance Unit at (800} 342-3736 or by
visiting www.dfs.ny.gov.

If your property is located in the State of Arkansas:

Your servicer is licensed in Arkansas and complaints about your servicer may be submitted to the Arkansas
Securities Department via the Department’s website (http://www.securities.arkansas.gov/) or toll-free at (800}
981-4429.

If your property is located in the State of Oregon:

Borrowers: The Oregon Division of Financial Regulation (DFR) oversees residential mortgage loan servicers who are
responsible for servicing residential mortgage loans in connection with real property located in Oregon and persons
required to have a license to service residential mortgage loans in this state. If you have questions regarding your
residential mortgage loan, contact your servicer at (866) 654-0020 or by email at BC@reversedepartment.com. To
file a complaint about unlawful conduct by an Oregon licensee or a person required to have an Oregon license, call
DFR at 888-877-4894 or visit dfr.oregon.gov.

If vour property is located in the State of Hawaii:

Your servicer is a licensed mortgage servicer in Hawaii. Complaints may be submitted to the Hawaii Department of
Financial Institutions at P.O. Box 2054, Honolulu, Hawaii 96805 or dfi@dcca.hawaii.gov. A complaint form and
instructions regarding how to file a complaint are available at http://cca.hawaii.gov/dfi/file-a-complaint/
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4/5/2022 6:06 PM FROM: Celink TO:

Reverse Mortgage Servicing Department

PO Box 40724, Lansing, Ml 48901-7924

3900 Capital City Boulevard, Lansing, Ml 48906
Telephone: 866-654-0020 Fax: §44-629-2743

LOAN PAYOFF INSTRUCTIONS
All payoff funds must be sent to the following address:

3900 Capital City Boulevard, Lansing, M1 48906  Attn: Payoff Processing Department
OR

via Wire Transfer to:

Comerica Bank

ABA Routing No.: 072000096

Account No.: 1851610129

Account Name: Reverse Mortgage Servicing
Reference:

Property Address:

Loan Number:

Note: All payoff checks must be Certified Funds. Personal or company checks are not acceptable. All payoff
checks must be sent to the above address.

REQUIRED REFUND INFORMATION

Please fillin all information in the spaces below. This information is required for us to process any refund that may
be owed after the payoff funds are applied to the loan.

Reverse Mortage Loan No:-
Borrower Name(s): ||| G

Please select who should be the payee on the refund
check (check only one).

O Borrower(s) - (only if not deceased)

[ 7he £state of the deceased borrower

O 7rust

Important: Refund checks may not be made payable to anyone other than the recipients listed above. If this form
is incomplete, a refund check will be mailed to the last known address of the borrower(s}.

MAILING INSTRUCTIONS
Mailing Address:

City: State: Zip:

Care of:

Contact Name: Contact Phone#
Signature: Date:

Printed Name; Relation to Borrower:

*+*Plaase Note - A signature from an authorized party (Borrower, Attorney-in-Fact Executor, Trustee) on the loan
is required on this form. This form will update the active mailing address for the above referenced account All
future correspondence related to this reverse mortgage will be mailed to the address you have provided on this
form regardless of the Paid In Full status,
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4/14/2022 9:06 AM  FROM: Celink TO: I

To: I ©fax.celink.cc From:

Fax# NN Fax #:
Date:  4/14/2022 9:06:39 AM Phone #:
Subject: [IEGN

Comments:;

As requested, attached is a Payoff Quote along with payment instructions.

Please note that only wired or certified funds (cashier checks) are accepted for
payoff. All other types of payment received (personal check, business check
etc.) cannot be accepted and will be returned to sender.

If an updated quote is needed, please send a new request with your expected
closing date.

Any request for updates quotes can be emailed to
Payoff@reversedepartment.com<mailto:Payoff@reversedepartment.comx or
faxed to 844-629-2743.

***Borrowers on the account with an eligible loan in an Active status can create
a login at www.reversedepartment.com<http:/www.reversedepartment.com/>
and obtain a self-serve payoff quote immediately. ***

Thank you, Reverse Mortgage Servicing Payoff Quotes Department

Netta Damiani,

Payoff Specialist

Reverse Mortgage Servicing Department
866-654-0020 (Borrower Care)
866-616-2160 (Fax)

Sent by DirectFax
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4/14/2022 9:06 AM FROM: Celink TO: . P

Reverse Mortgage Servicing Department
P.O. Box 40761, Lansing. MI 48901-7961

(866) 654-0020 Office

(844) 629-2743 Fax

REFINANCE INFORMATION WORKSHEET

Date: April 5, 2022 Pages: 1

To: From: ENTER NAME
Telephone: Telephone: 866-654-0020
Fax: Fax: 844-629-2743

Please find the information requested for the below account:

Name:

|
|

Servicer Loan #

Phone: [ Loan Status: Active

Celink is servicing the above-referenced reverse mortgage on behalf of the loan
investor. The itemization below reflects the information required to pursue a

refinance.

Date Closed 04/06/2021 Net LOC $0.00

Appraised Value ($1,450,000.00 Servicing Fee $0.00

Current Principal $893,100.00 Tax Default No

Limit

Monthly Payment $0.00 Force Placed No

Insurance

Ending Balance $546,408.66 Repairs Default No
=
== NOTE: The information provided is based upon servicers current records and may
—— change due to delays in posting, updating of data and systems, and the correction of
= data entry and posting errors. Celink undertakes no obligation to notify you of
——{ changes in the requested information and makes no representation or warranty with

S respect to the accuracy of such information. The information herein is provided with

= the express understanding that Celink shall have no responsibility or liability for costs
gé or damaged that may arise in connection with any reliance upon such information.
ﬁm% This itemization is for informational purposes only and should not be considered
%ﬁ a final payoff demand. Please contact the Reverse Mortgage Service Department
= for final payoff figures.
o]
=
===
=
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147472022 9:06 AM FROM: Celink TO: I

P.O. Box 40724

Lansing, Ml 48901-7924
Customer Service; (866) 654-0020
Fax; (866) 616-2160

LoanType: Equity Power

Loan Number: | NI
Good Through Date: Apr 25, 2022

Today'sDate: Apr 5, 2022

RE: Loan Payoff

Dear I

We are pleased to inform you that the payoff good through Apr 25, 2022 for the loan listed above is as follows:

Current Unpaid Balance $546,408.66 As of Mar 31,2022
Accrued Interest up to Payoff Date $2511.84

Total Payoff $549,020.50

Apr 2022 - Daily Interest @ 6.9900% = $104.66
Apr 2022 - Daily MIP @ 0.0000% = $0.00

IMPORTANT: This payoff quote is only accurate through the “good through” date shown above. The Daily Interest
(i.e.. the "per diem”) may be different from month to month, thus the per diem for this quote is shown above. If
the payoff funds are not received by the “good through” date shown above, you must request an updated payoff
quote, Any overage received will be refunded.

Following payoff, Celink will process the release of the first lien and request that the U.5. Department of Housing
and Urban Development release the second lien, which will be forwarded to you by their office.
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4/5/72022 6:06 PM  FROM: Celink TO: I P. 4

Please note that only wired or certified funds are accepted for payoff. All other types of payment received
(personalcheck, business check, etc.) cannot be accepted and will be returned to sender.

Payoff funds must be made payable to and sent to:
ere instructions:

Name of Bank: Bank of America
ABA #; 026009593
Account Name; APW LLC
Account Number: 488108105898
Reference: Borrower's name & loan number

Company Name: APWCelink
Department: Payment Processing
Address: 3900 Capital City Boulevard
Lansing, Michigan 48906
Telephone _ 866.654.0020

Payofffunds rece&égj after 5:00 pm EST orona ban kmg hohday) W|ll be applned on the next bu.émess day

We reserve the right to adjust any portion of this statement at any time for one of more of the following reasons,
but not limited to: recent advances, returned items, additional fees or charges, disbursements made on your
behalf, transfer of servicing and/or inadvertent clerical errors.

If you have any questions, please email Payoff@reversedepartment.com or call us at 866.654.0020.

Sincerely,
Reverse Mortgage Department
Celink
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14/4/72022 9:06 AM FROM: Celink TO: _

[ IMPORTANT DISCLOSURES

If you are currently in a bankruptcy proceeding or have received a discharge in bankruptcy, this communication is
for informational purposes only and is not an attempt to collect a debt. If you are represented by an attorney,
please provide this notice to your attorney:.

We use third-party providers to perform certain services. We remain responsible for all actions taken by such third-
party providers with respect to such services.

Notice of E IR t for lnf t

Federal law gives customers the right to notify us of an error regarding the servicing of their loan or to request
information regarding their loan. If you wish to provide a notice of error or a request for information, you must
write to us at the following address: PO Box 40719, Lansing, MI 4890 1. The letter must provide the customer’s name,
loan number, and description of the error or detailed list of the information being requested.

If your property is located in the State of Texas:
COMPLAINTS REGARDING THE SERVICING OF YOUR MORTGAGE SHOULD BE SENT TO THE DEPARTMENT OF

SAVINGS AND MORTGAGE LENDING 2601 NORTH LAMAR, SUITE 201, AUSTIN, TX 78705. A TOLL-FREE CONSUMER
HOTLINE IS AVAILABLE AT 877-276-5550. A complaint form and instructions may be downloaded and printed from
the Department website located at www.sml.texas.gov or obtained from the department upon request by mail at
the address above by telephone listed above or by email at smlinfo@sml.texas.gov.

f your property is located in the State of New York:

Your servicer is either a registered servicer or exempt servicer registered with the Superintendent of the New York
State Department of Financial Services. For further information or to make a complaint regarding your servicer you
may contact the New York State Department of Financial Services Consumer Assistance Unit at (800} 342-3736 or by
visiting www.dfs.ny.gov.

\f your property is located in the State of Arkansas:

Your servicer is licensed in Arkansas and complaints about your servicer may be submitted to the Arkansas
Securities Department via the Department’s website (http.//www.securities.arkansas.gov/) or toll-free at (800)
981-4429.

If your property is located in the State of Oregon:

Borrowers: The Oregon Division of Financial Regulation (DFR) oversees residential mortgage loan servicers who are
responsible for servicing residential mortgage loans in connection with real property located in Oregon and persons
required to have a license to service residential mortgage loans in this state. If you have questions regarding your
residential mortgage loan, contact your servicer at (866) 654-0020 or by email at BC@reversedepartment.com. To
file a complaint about unlawful conduct by an Oregon licensee or a person required to have an Oregon license, call
DFR at 888-877-4894 or visit dfr.oregon.gov.

If your property is located in the State of Hawai:

Your servicer is a licensed mortgage servicer in Hawaii. Complaints may be submitted to the Hawaii Department of
Financial Institutions at P.O. Box 2054, Honolulu, Hawaii 96805 or dfi@dcca.hawaii.gov. A complaint form and
instructions regarding how to file a complaint are available at http://cca.hawaii.gov/dfi/file-a-complaint/
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147472022 9:06 AM FROM: Celink TO:

Reverse Mortgage Servicing Department

PO Box 40724, Lansing, Ml 48907-7924

3900 Capital City Boulevard, Lansing, MI 48906
Telephone: 866-654-0020 Fax: 844-629-2743

LOAN PAYOFF INSTRUCTIONS

All payoff funds must be sent to the following address:

3900 Capital City Boulevard, Lansing, M1 48906  Attn: Payoff Processing Department
OR

via Wire Transfer to:

Bank of America

ABA Routing No.: 026009593
Account No.: 488108105898
Account Name; APW LLC

Reference: ]
I

Loan Number:

Note: All payoff checks must be Certified Funds. Personal or company checks are not acceptable. All payoff
checks must be sent to the above address.

REQUIRED REFUND INFORMATION

Please fill in allinformation in the spaces below. This information is required for us to process any refund that may
be owed after the payoff funds are applied to the loan.

Reverse Mortage Loarn No:-

Borrower Name(s):_

Please select who should be the payee on the refund
check (check only one):

[ Borrower(s) - ( only if not deceased)

O 7he Estate of the deceased borrower

O 7rust

Important: Refund checks may not be made payable to anyone other than the recipients listed above. If this form
is incomplete, a refund check will be mailed to the last known address of the borrower(s).

MAILING INSTRUCTIONS

Mailing Address:

City: State:. Zip:

Care of;

Contact Name: Contact Phone#

Signature: Date:

Printed Name: Relation to Borrower:

**#Please Note - A signature from an authorized party (Borrower, Attorney-in-fact, Executor, Trustee) on the loan
is required on this form. This form will update the active mailing address for the above referenced account. All
future correspondence related to this reverse mortgage will be mailed to the address you have provided on this
form regardless of the Paid in Full status.
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LY

?714,

;MPQRMNT INFORMATION REGARDING THE ACCOUNT PAYOFF:

)

Clsarance of Funds! The Payvelf Sialement assumss trat payments made on your account nave

Cwieared your financlal institaion, i @ payment you mads is retumed, you ane st mvspnm;h & ¥ pay

L
-

4

irat amount. sven though we-accapl the amount of your payofl. Payments received within thirky (50)
days of the payoft application sre subject o clearance by your fingntial Instikation.

 Flnalvarification: The amounts sel forti in this Payoff Statenent are subject to final verification.

Expiratinn This Payolf Statement expites and is vold afier August 17, 2022 You must abtgin.an
chdaten WRITTEN statemant from us ff you ward 46 pay off your account afier e expiration date -

From: Fax Server

Piaasg allow up 10 five (3) busingss days for us to ;:rwc}e You wxﬁ* an upa;iatad Pﬁw{t Statament

[uniesc siale isw requies 4 shortw tm@ffame)

Prapayment Pena?ty:. i your marigage cowurmants indicale 3 prepapment tee bn pour accoun, it is

nciuded gs part of the tolel smounty due for payal. IF-fhe prepayrnent few shoild be walved,
supporling donumeniation (a6, fing HUDY, grant deed, warseny deed. prapgymant dder) mist b

faxed fo { 863)'.3269»-‘1\2&9 pricy to the receipt af your peyolf fuisds. Upon receipt, the dogumants will be

" reyviewed for finel determinatinn of wajving the prasayrosnt Tee, vl have. any guestions. about tha

.3;:- §

prapayinent _ftf.tg, please contsat Uz at {SGC@} 258.8808.

Foreciosure { Bankruptey: If the aa{:;;g:;ézatis currefitly sutiedt o a pending Rrschesore or bankiugtey
‘sekion, the-attorney fees and costs for xervices renered that have bean incured with respect’to this

pending action heve been inclhuded in e outstandirie amounts dus. Legll aclions may conlinus after

the date #f Bis ledler, wnd 5o, wil st in additional atmmﬁy foes and costs. An estimate of those
amounls 16 bie intuited between tha date of this quote and the good through date are Inchided. In the
guent that upon cormpletion of the related legat work the ackual legal fees and gosts charged by the
atterney 10 8 are loas thar the estimates previded by the attorey i this quote, BFE will spply

Such pvanige tf) any other dmunts {mc»: and r:xwmt} if thers are N0 amounts due SPS will r=\tuﬂd
BUEN c;verag»a tismotiy 2] "he cusﬁamm

Nm—suﬁieien_t Funds: if the samaunts received are not sulficient o pay the account i Ral, we will

ratumn the payelt funds, interest will continug 1o aca;;r‘ué.at the dafly {per dlem) amourt shown on the
Payoff Statement and fafe s:'harg}es may. beincursd untll sufficient funds am recelvad o pay the

aceount in full, To avold non-sufficiant funds, please confirm the actual payolf amount by cafing (800)
- 258-8002. A salisfactionfreloase. of modgage will not be recorded Ll all amounis due undar-your

mortigage dacumans are recebved. unless applicable law renuires otherwiza,

Scheduled Payments: Do noboanoet oe stop payh%ar}!-'sm aﬁy of _mﬂf'ragmar{y sehaduled maothiy '
payments. lssuance of this Payofl Statement dées ol suspend your obfigation to maks your
manthiy payments wndar ym@r':_‘nﬂrtgaga-decumems, You must sondirue to giake your mnthhs_-
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. should be made on Saturtdfay, Sunday or legal hotidays. Povoff Runds reoeved after 12 o "-mrm :
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' payments, whan dua.,tjp unfil the fime yauy acnount |~“» prddincfull, i the st reguiar monthly payment
you serd o oug s ietmmed fw :msﬁﬁicen‘f fundds, 9 dishonered due to 2 step gayment order, or,
payment is nol made forany c‘m%r re3EON, lhe ﬁmsurﬁ, reqs.msd o pryoft your aeoourd myay e higher
than shownin this Fﬂawﬁ* HBtalement. ' '

Rermittance of Fuiids: Payofl amounis must be remitied in LS. Doltars by maney wire, certfied or

paghiars chack, titls company theck or 4 aftorney's Fustee check. No parsonal o anofiivial checks

wil be actepted A copy of the Payolt Stalerment rausl acoompany your payoff check. No deiiveries

Eastar T wm bemrotessed he Tollowing bmm{—ﬁ% day.

PLEASE REMIT FUNDS TO THE meﬁ%s,,

‘ Wiring lostructions ) Mailing Instructions
+ Bank Narns: JP -Morgan Chase Bank 1 Belect Portiolio Servicihg, ne,
1 Agcount Name Payeff uoaﬂnq Accourd Al PAYFE DEPP«RTM&:NT
L RoutingfABA Y {)21{390321 S PO ROY, 65450 :
L1 Acoourd# 838083377 o Sall Laks City, J'?” &4165
‘*tean#':&' . Lo
LR S {esrnight Addresa :
SRR ' Lo L CD ST 8, Decker Lake Dr.
2 IR R Salt Lake City, UT 84119

':Regul&riy_smedulad Payments:  yeu fail .ii’_} maks your regularly scheduled yenthly morlgoge
| paymants within the imeframe stated o your monthly statement, the late charge disciosed.on your

munthly stetermant will e edded 10 the. gavoll fotal, W oyour ol pavment s received, Bit s

rgturned -Unpaid by ymzr bank, & r&e Wil b.e._addm w0 the payoll tolal to the extent perilled by
appficable bW, : g ' '

10} Automated Payments: i youy E'z*cmthiy PEYMEMS 356 aummatiaal!y sﬁeeﬂuetm fram yine !:;an%ursg

sogount, these pavments wil continue to g Withdrawn: until the acoount § i pakd i full, or unloss we

roceive verhal of weitter \,ar:ca&?attm seastztxcﬁms 1% our Oﬁ!*"ﬂ f0 {ater fhan three {3} bugme:% u:iays

QM)F i t‘“aa payrem dus dats,

From: Fax Server

Y1) Per Biem Dasly Intevest Ti*ez Rar ﬁwm t}mly lnteres* lhe dafty =nterest thart’ waii arcrue after the -

ffective date of this Payoit Eh,temerat‘ with: the sssumption _hat manihly payménts are made as
articipated undet the Note antd Seourlty instrumeant, W payinents &2 1ot made as anticipated under .
Ihe Note ang -Secwlty instrument, the Par Dlemn Dally interast may change, and may be highat o
Jawérdnan staded abowe. iy :have ary questions regarding the oyisianding drtounts’ or the Per
- Gigrm Dally interest oulstanding. pledse cootast Selzot Perliohie Servicing, ing. for an updaled amount.

12) Escrow Account: 1§ you have an escrow gccount with us, izsuanse of this Paysf Statement doss nat

- alter o responsibility o pay taxes and insurancs from ihe ssorow acoount. If a bai! for thess fams s

ms,ew&ﬁ priar l'.:v hie mr:@;pi of gayaﬂ *tmdq e mi paty ham m}m @m GECIOY acmmt Sue“‘*

52



To:

g

Page: 7 of 7 2022-07-19 17:35:01 GMT 18003654815

R

Parifolio Saw_icmg, Ine. is.not faspc:nsihéa for privale agreamenis Betwean the morigagor and & thind

_party with regard to-the disbursement of esorow funds. It funds have accurulated in the ESOrow.

- 1evellis 8 and i we have Dabn raquireti fo pay Interest onguch fumﬁs a% pr(svacim by stale.jaw, interest

will bie paid to e date the. eacrtow closes. Any deficiancies in the eBCEW account Wik be oollocted gt

_payof? Any excess funds. in the esorow account will be refunded spproximately fourlesn {14)
“business days "ift@r the pa}mﬁ is nompiate, I landar placed msurance has been c.har;rr:}d i the
esorpw account prior ks payoff, the il amount will be requifed fo pay off the account. i apfmpriate
avidance of é‘rr;sua;am:e is recsived, the applicable refund wéE! be issued 10 the maorlgegae of record
within four 1o wix veaﬁe APy escrow batanta will ps refhinded afier payoff. groviderd the iast pax;mar;i
apptied o the ane mm& hay seared e m%ski on on wi}ff,h Ei wHag dz\vzwn

13} Foﬂmarding Address: Plaase pravide e proper farwa’rcimf.} mduress o ensue raorin of applivable

" eserow refunds, cancalied docrments, atd anndal 'I,ax:is‘imeut statements, i 'a forwarding audrass is
ﬂm providad, Al mrmqmmaﬂrﬂ will he mailed fo the ma;mmsf 5 lask k nown address,

' {4} 'Reie:asalsmisfactian of. Mortgage: 'U*b@'n Tacept of fh* i&meiy 'pay‘meri'i‘ of the reguired payoff

amount; SPS will prapare and send i recording o ke release I full satisfantion- Of e moadGage. on

s above referenced properly in accordance wﬂ.h tz*nahne‘: satatilished by slate law, fomgoing all

rights i par%ﬂal fighility or cfpfsttenev judgrnent,

18) Questians? I you have any guestions, -'féi@me contact oty Custome: Service Deparbment Cwr il
free nicrnber (800} 256 8602, and rppresantatives are svallable Monday theough Thursday batwesn

the hours of § a.m, :md 1 P mey f"ﬁ:m & am. ;} o, asd Saturday fmm Samind p .,
Ea&tam Tims.. o

Esta carta contiens infornmadion impaﬂaézt‘a «::bnce»rnieata & sus dergchos. Pob favor, traduzcas osta
sarta. Nuwims reéprasentantes bilinglics estdn o su msmsimén parg gontestar f:vmqmer ‘

pmgunia Liamenos a[ numom {800} AR08 ¥ mieéeime!marque 2 upcmn 2

T h:s «:cmmumt:mmn from & debt: m%lecb:!r is ant aﬂmpt to coltect a t&em and any | m\‘gmwtmn
' ot:-mined will be used for that purpas.a,

New ‘forét;..(tify - cqﬁeaﬁm_ Agency'ueens-e #31‘?‘3&14 '
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PAYOFF STATEMENY
Date: Jully 21, 2022 acsount Nomber: [ I NG_N
Reguasted By Fayment Due Date: August 01, 2022
This Statement expires on:
August 20, 2022

Qustorner NamaProperty Address:

THE FOLLOWING AMOUNTS ARE SUBJECT TO FINAL VERIFICATION
BASED ON THE RECEIPT-OF FUNDS

ITEMIZATION
Unpaid Principal Balance % 318,367.59
interest Calobiated o August 20, 2022 % 1.280.58
Inferest nn Advances $ T40.08
Recording Fee $ 1000
Total Amounts Due Under your Note and Morigage $ 32G.408.26
Par Diam Daily Interast 2810
TOTAL AMOUNT DUE $ 320,408.26
ESTIMATED ESCROW DISBURSEMENTS
Hazard Insurance Next Dus 08/2022 $ 8184

The abave esorow disbursemants are scheduled {o oo during the pericd govered by this Payolf
Quate, These amounts are not induded in the sbove Tolal Amouni Bue as they have nol been made
as of the date of this statement. I P& disburses these funds, you are respansible (o reimburse SPS
for these disbursements, either through avaitizhle escrow acoount funds or an additional amount dus.
The dishursamerd of these funds may impact the regiired pavell amoint. Please condact 8PS i you
have sny guestions or for an updated Payolf Quote if the payoff will gocors after the dishurssmeant dales,
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IMPORTANT INFORMATION REGARDING THE ACCQUNT PAYOFF:

H

2}

8

Clearance of Funds: The FPayolf Siatamen! assumas thal paymenis made on vour sccount have
cleared your financial institution. i & payment you made (s retumed, you are still responsible o pay
that amaunt, evan though we accept the amount of your payoll, Paymenis recaived within thirty (30)

days of the payolf application sre subject to glearance by your financiad institulion.

Final Veriffcation: The amounts set forth in this Payoff Statement are subjedt to final venfication.

Expiration: This Payolf Statement axpites and is void aller Aggust 20, 2022, You must obidin an
gpdated WRITTEN statemant from us # you want 1o pay off your sccount sflar the expiration date.
Piease altow up io five {8} businass days for us lo provide you with an updated Payoff Statement
{unless alals law requires a shorler ttmeframe):

Prepayment Penalty: i vour morigage documents indicale 8 prapaymend fee on vour acoouni, it is
mochiged 58 part of the tolal emcunts due for payelf. If the prepayment fes should be waived,
supparting documentation (e.q., final HUDY, grant deed, warranty deed, prepaymant dder) miust ba
faxed fo {B01) 2694269 prior to the repeipt of your payolt funds, Upon receipt, the documents will be
ranvigwed for final determination of walving the prepayment fee. if vou have any guestions about the
prepayoent fee, please contast us at (B00) 258-8802.

Foreciesure { Bankruptey: If he accouot is currently subiect ta & peoding foreclosure or hankrugpicy

gction, the allorney fees and costs for services rendered that have been incured with respect W this

pending action have been included in the outstanding amcunis due. Legal actions may continue after
the date of this lotler, and i .so, will result ity addifionsl attomey fees and cosls. An estimate of those
amounts o be incuired batwean the date of this quate and the goad through date are included, In the
event that upon cornpletion of the related legal work the aclual legal fees and costs charged by the
atlortey to 8PS are lees than the eslimates provided by the attomey I this guote, SPS will apply
such overage (o any other amwounts due and owing. If there are no amounts due, SPS will refund
such Qverage diraolly o the customer.

Non-Sufficient Funds: {f the amounis received are not sufficient to pay the actount in full, we will
return the payeff funds. interest will continue 1o acorue at the dally {per diam) amount shown on the
Payoff Statement and late charges may be nourred undil sufficient funds are recelved to pay the
aconunt in full, To avoid non-sufficient funds, please cordirm the aclual payolf amount by calling (800}
258-8602. A salisfaction/release of morigage will not be recorded untit all amounds due under your
mortgage dosuments are receivad, unless applicalie law requires olharwise.

Scheduled Payments: Do not cancel or stop payment on any of your regularly scheduled monthly

payments. Issuance of this Payoff Statament does not suspend your obligation $0 make your
manthly payments under your mortgage documents. You must continue (o make yvour monthiy
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payments, when due, up until the Hime your account 18 paid in full. If the last requiar manthly payraent
you sent 1o us is returned for insufficient funds, is dishonored due to a stop paymeant order, or
payment & act mads for any other reason, the amount reguired o payvelf vour accourd may be higher
than shown in this Payoff Stalement.

Remittance of Fuinds: Payoff amounts must be remitted in LS. Dollars by money wire, cerlified or
caghiatl's checdk, litle company theck or an atiomel’s Fusles check. No personal or unofiicial. checks
will be accepted. A copy of the Payoft Statement must accompany y‘ouf payoff check. Ne deliveres
should be made on Saturday, Sunday or legsl holidays. Pavolf funds recsived alter 12 p.m. Noong
Eastari Time will be processied the Toliowing business day.

PL&A&E REMIT FUNDS TO THE FOLLOWING:

Wiring lnstructions Maiting Instructions

{ Belect Portfolic Servicing, Inc. Select Pottiolic Senioing. Ine.

Salt Laka City, Utah Altn: PAYORF DERPARTHMENT
| Attn: PAYOFF DEPARTMENT PO BOX 65450
! RoutingfABA # 021000021 Sall Lake City, UT 84185
{AGCount # 800900308 _

Wire Relaining Overnight Address:

For Ceadit to; NG 3217 8. Decker Lake Dr.
| Name: [ NN Salf Lake City, UT 84119

Regularly Scheduled Payments: # you il o make your regularly scheduled monthly morigage
payments within the timeframe stated on your mionthly statement, the late charge disclosed on your
monthly staterment will be added 1o the payell total, I your monthly payment is received, but is
retred ungaid by your bank, 2 fee will be added 10 the pavoll tolal {o the exient permitiagd by
spolicable law

10} Autommated Payments: If vour monthly payments are automatically deducted from your banking

aconunt, thede payments will continue 6 big withdraws untit the accourd i paid in Tull, or unless we
recaive verbal of writted cancellation instructions in our offics Ro tater than three {3) business days
prior to the payment due date.

11} Per Diem Daily Interest: The Per DHem Dally Interest s the dally Inlerest that will accrue after the

gffective data of this Payolf Stalement, with the assumplion thal mordhly payments are made as
antinipated under the Nole and Security Instrument. I payments are not made as anticipated under
the Mote and Securily hstrumend, the Per Dieps Dally interest may change, and may be higher or
lower than stated above, If you have any questions regarding the oulstanding amounts or the Per
Diem Daily Interest outstanding, please contact Selact Portfolin Servicing, inc. for an updated amount.

12} Escrow Account: If your have an escrow account with us, issuance of this Payoff Siatement dogs not

altar our responsibility to pay taxes and insurance from the escrow account. i a biYl for these items is
received. prior fo the receipl of pay-oﬁ funds, we will pay tham from the escrow account. Select
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Fartfolio Servicing, inc. (s not rasponsible for private agreements betwean the morigagor and a thisd
party with regard o the disbursement of esorow funds. f funds have accumulated in the escrow
account, and # we have been required io pay interest on such funds as provided by state law, inlerest
wilt tie paid to the date the escrow closes. Any deficiencies in the escrow account will be collected at
pavoll. Any excess funds in the ascrow account will be refunded approwimately fourtean (14)
busingss days after the payof is complote, If lender placed insurance has been charged to fhe
asorow account prior o payoff, the full amourt will be required o pay off the dccount, If apgropriate
evidence of insurance is received, the applicable refund will be issuad 10 the mortgagse of record
swithin four o six weeks. Any escrow balance will be refunded affer payaff, grovided the fast payment
applied fo the Account hag deared {he instilution on which it was drawn,

13} Forwarding Address: Please provide e proper forwarding address o ensure racaipt of applicable
escrow refunds, cancelled documents, and annual {axinterest statements. H a forwarding address is
not providad, aft corrsspondence will be mailled lo the custamer's last known address.

14} Releagse/Satisfaction of Morigage: Upon raceipt of the timely payment of the reguiad payoft
amount;, SPS will prepare and send for menrding & deo release in Tull satisfaction of the morngage on
the above referenced properly in accordance with Bimelines eslablished by siale law, foregoing ail
rights to personal Hability or deficlency judgment.

15} Questions? if vou have any guestions, pleass contact owr Customer Service Deparimant. Our fol-
free nurmber is (BOO) 2.58-86(32,.531:1 representatives are available Monday through Thursday betaeen
the howrs of § a.m, and 11 pav, Friday from 8 aam, o 9 pan,, and Saturday from § g, fo 2 pom,
Eastern Timsa.

Esia carta contiens informanidn importante concerniente a sus derechos. Por favor, traduzea asta
sarta, Nusstros representantes bilingties estan a su disposicion para confestar sualquier

pragunta. Llamenos al numero {800} 831-0118 y seleccione/margue i3 opoidn 2.

Thiz communication from a debi collector is an attempt to colloct a debt and any information
obtained will be used for that purpose.

New York City — Gollection Agency License #1170514
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FRAUD

DETEETION

Reasons to question/analyze the payoff's authenticit

© ®

The payoff was ordered based on information from a
document that could have been compromised or may
be inaccurate.

The bank/lender's contact information was not verified prior to
ordering the final payoff.

Example: The payoff was directly ordered from Second National
Bank; a fake lender the fraudster created.

The borrower's/seller’s payoff information looks suspicious
compared to the title commitment:
« Payoff amount is higher than the original loan amount;
+ Lender is different and cannot be verified.

The payoff was ordered by another party,
(seller, borrower, real estate agent etc.).

Sender's email/fax number was not verified.

The timestamp on the fax looks suspicious and may be
from a time zone in another country.

The statement indicates funds can only be wired or it
indicates funds can be wired and mailed; however, there
is no mailing address provided.

61

Lender Payoff Scam Alert

Cybercriminals are using mortgage payoff statements to defraud the industry. The documents look
authentic and require a careful review of all information. The chart below includes a list of items to look
out for. It does not include every scheme. Scammers are introducing new tactics daily. If you discover
anything suspicious in your payoffs that is not listed here, please contact us.

Use copy of the seller's/borrower’s last mortgage
statement to order the payoff: providing specific details
of lender’s information and account number.

Tip: Provide customer with a paid stamped envelope

to mail you an original.

If an original statement or trusted document isn't
provided to order the payoff, verify the bank/lender
contact information prior to ordering.

Tip: Use the correct information for that lender’s payoff
department saved in your software program.

Compare the borrower's/seller's payoff statement
information with the title commitment.
Tips:
« [f the lender is different, check PayoffAssist.com to
confirm current lender information is accurate.
« Verify a line of credit has been closed.
« Verify the secured property is on the statement.

Confirm the payoff statement was sent from the lender
it was ordered from.

Tip: Compare it with the original order that contains
verified contact information.

Verify the sender’s email/fax number is correct upon
receipt of the statement.
Tips:
+ Carefully inspectallinformation to ensure authenticity.
+ Hover over email addresses and links.
+ Recheck sender’s fax number.

The timestamp on the fax is from a U.S. time zone.
Tip: If unsure of the time zone, verify it using a search engine.

Confirm the payoff statement includes complete
instructions on where to wire and mail” funds.
Tip: Compare the information with the contact
information saved in your software program.

* |n some cases a mailing address is included and the scammers
are hoping you don'tuse it
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ALTA Information Security Committee
Rapid Response Plan for Wire Fraud Incidents REVISED
V.2.509/21/2020

ALTA Rapid Response Plan for Wire Fraud Incidents

https://www.alta.org/file.cfm?name=ALTA-Rapid-Response-Plan-for-Wire-Fraud-Incidents

Step 1:

Time is of the essence — every second and minute counts.
Organize your team and make a plan in advance.
Be ready to act simultaneously and accomplish all of these steps as quickly as possible.

Alert company management and your internal wire fraud response team.

Contact your team according to a pre-arranged plan (group email; group text):

Step 3:

Owner / Manager

Accounting / Finance / Treasurer
IT /IT Security

Legal Counsel

Underwriter(s)

Report Fraudulent Wire Transfers to the Sending and Receiving Banks.

Contact the sending bank’s fraud department and request that a recall of the wire be
sent to the receiving bank because of fraud. Provide the details for the wire. Also
request a recall or reversal and a Hold Harmless Letter or Letter of Indemnity.

Ask the sending bank to initiate the FBI’s Financial Fraud Kill Chain.

Also call the receiving bank’s fraud department to notify them that you have requested
a recall of the wire because of fraud. Provide the details for the wire and request that
the account be frozen.

If a client or consumer was a victim and your bank/accounts were not directly involved,
your client or customer will need to contact the bank themselves but you may have
helpful information to share, too. Coordinate quickly!

Inform the parties to the transaction (buyer, seller, real estate agents, broker,

attorneys, underwriter, notary, etc.) using known, trusted, phone numbers for verbal
verification.

If you’re unsure about what to say, here’s a sample: “There appears to have been [attempted]
wire fraud associated with this transaction. We recommend that you review your email
security and update passwords and take any other appropriate security measures immediately.
For the remainder of this transaction, all communication will occur using known, trusted,
telephone numbers.”
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ALTA Information Security Committee
Rapid Response Plan for Wire Fraud Incidents REVISED
V.2.509/21/2020

Step 4: File a complaint with the FBI's Internet Crime Complaint Center (IC3).
Need help to get started? Visit www.alta.org/ic3how to see a two-minute how-to video.
Ready to go? Visit www.alta.org/ic3 and provide the following information:
¢ Victim's name, address, telephone, and email
e Financial transaction information (e.g., account information, transaction date and
amount, who received the money)
e Subject's name, address, telephone, email, website, and IP address
e Specific details on how you were victimized
e For Business Email Compromise (BEC) events, copy email header(s). Learn How at
https://mxtoolbox.com/Public/Content/EmailHeaders/
e Any other relevant information that is necessary to support the claimant

Step 5: Report Fraudulent Wire Transfers and Attempts to Law Enforcement in the
jurisdiction where the crime has occurred.
e Local Police/Sheriff: https://www.policeone.com/law-enforcement-directory/

e FBI Field Office: https://www.fbi.gov/contact-us/field-offices
Ask your Field Office to initiate the FBI’s Financial Fraud Kill Chain.
e Secret Service: https://www.secretservice.gov/contact/field-offices/

Step 6: Call the sending bank again to confirm that the recall request has been processed.

Step 7: Document your response using a Response Worksheet.
e Customize this ALTA Rapid Response Plan for Wire Fraud Incidents
e Customize a Response Worksheet (available in Excel or PDF)
e Assign each step to an appropriate person/entity

Track progress through to completion or resolution
Retain the Response Worksheet for future reference/update

Step 8: Consider contacting your insurance carrier(s) and outside legal counsel.
Step 9: Review your Incident Response Plan to determine if you need to update passwords,
secure hardware, and review email logs to determine how and when email accounts were

accessed.

Step 10: If funds were wired out of the U.S., hire an attorney in that country to help recover
funds.
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Hit by Wire Transfer Fraud? Use the Kill Chain Process
January 31, 2019

Criminals launder billions of dollars overseas through financial fraud schemes like wire transfer fraud,
corporate account takeovers, business e-mail compromise scams and other financially motivated
crimes.

The FBI offers a Financial Fraud Kill Chain (FFKC) process to help recover large international wire
transfers stolen from the United States.

The FFKC is intended to be utilized as another potential avenue for U.S. financial institutions to get victim
funds returned. Normal bank procedures to recover fraudulent funds should also be conducted.

The FFKC can only be implemented if the fraudulent wire transfer meets the following criteria:

e the wire transfer is $50,000 or above

e the wire transfer is international

e a SWIFT recall notice has been initiated

e the wire transfer has occurred within the last 72 hours.

To initiate the FFKC process, provide the following information to your local FBI office, which you can
locate by visiting fbi.gov/contact-us/field-offices.

e Summary of the incident

e Name of victim

e Location of victim (City and state)

e Originating bank name

e Originating bank account number

e Beneficiary name

e Beneficiary bank

e Beneficiary account number

e Beneficiary bank location (if known)

e Intermediary bank name (if known)

e SWIFT number

e Date

e Amount of transaction

e Any additional information that may be available, such as “for further credit,” or “in favor of”
Any wire transfers that occur outside of these thresholds should still be reported to law
enforcement but the FFKC cannot be utilized to return the fraudulent funds.

Use these resources to help raise awareness about wire fraud:
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e wire fraud video

e wire fraud infographic

Contact ALTA at 202-296-3671 or communications@alta.org.
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ALTA Information Security Work Group
Cybersecurity Incident Response Plan Template
V.1.0 02-01-2022

Cybersecurity Incident Response Plan Template

Step 1: Preparation

Consider the following opportunities to prepare your company before an incident occurs:

1. Create a complete IT Cyber System Overview of your company’s IT
blueprint/architecture showing connectivity to understand all of the assets which could
be at risk (e.g., in-house hardware, software, and data; phone system; online and cloud-
based software and data; mobile devices; remote workforce)

2. Create a complete IT Personnel Overview for your company to document who is
responsible for each of the various components of the computer systems (e.g., title
production systems, email/messaging systems, network security) whether they be
employees, consultants, or a Managed Service Provider (MSP)

3. Conduct a Business Impact Analysis to determine how a loss of access to hardware,
software, or data for each system would impact everyday business
4, Establish a Business Continuity Plan to recover your daily business operations

effectively after a limited-impact event (e.g., virus contained to one computer; power
outage at a branch office; compromised system, device, or account)

5. Contact your insurance carrier(s) to determine if Cyber Insurance Coverage is in place or
available to cover one or more types of potential cyber incidents and any requirements
for an incident to be covered by the policy

6. Contact your attorney to identify requirements, draft notifications, and be prepared to
distribute those notifications as documented in your company’s Breach Notification and
Reporting Requirements as applicable to the jurisdiction(s) where you do business or
where your clients and customers reside?!

7. Establish a Disaster Recovery Plan to recover from a catastrophic event (e.g.,
ransomware attack, network breach, email compromise, natural disaster affecting
entire operation)

8. Establish Roles & Responsibilities for key functions in response to a cybersecurity
incident (e.g., person responsible for coordinating response, talking with legal counsel,
cyber insurance carrier, talking with customers, talking with media, talking with
regulatory agencies, talking with law enforcement)

9. Create a Crisis Communication Plan, including:
° Contact information for internal and external stakeholders
° Prewritten communications for internal and external stakeholders
° Strategy for maintaining confidentiality and privileged communications

1 See also: CSR Data Breach Reporting: https://urisq.com/privacy-regulations/
See also: https://www.perkinscoie.com/images/content/2/4/246420/Security-Breach-Notification-Law-Chart-Sept-
2021.pdf
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ALTA Information Security Work Group
Cybersecurity Incident Response Plan Template
V.1.0 02-01-2022

Step 2:
1.

Step 3:

3.

Analysis and Detection

Monitor critical systems and alerts as defined in the IT Cyber System Overview (e.g.,

logon failure/success, firewall logs, computer logs)

Ensure alerts are monitored in accordance with your Business Impact Analysis

o Refer to IT Personnel Overview to help monitor systems for alerts.

o Refer to Roles & Responsibilities and Crisis Communication Plan for reporting
and escalation processes.

If an incident is detected, determine if the scenario is a limited-impact event or a

catastrophic event

Containment, Eradication, and Recovery

Containment strategies are designed to remove active attackers from your network and
contain a cyber incident (e.g., isolating the affected devices, system, or network;
resetting passwords; disabling accounts)

Eradication strategies are designed to remove the threat or vulnerability before
restoring operations to full functionality (e.g., remove unauthorized access; consider
disconnecting backup process to maintain quality backup; clean the affected machine(s)
or device(s); rebuild machine(s) as needed; consider removing all access for specific
users)

Recovery strategies are designed to restore systems back to normal operations as

documented by a Disaster Recovery Plan and Business Continuity Plan

Step 4:
1.

2.

Lessons Learned & Post-Event Activity
Documentation of Incident
0 Document incident and resolution including lessons learned and any changes
made.
O Report to proper stakeholders as reflected in Breach Notification and Reporting
Requirements
What did we learn?
0 What went well?
0 What went poorly?
0 Did we maintain confidentiality and privilege during the incident and response?
What actions should we take?
O Review policies
O Review/update processes (e.g., password strength and updates; user and
security access levels; periodic testing of backup restoration; data retention)
O Review/update technology for additional features, potential upgrades, or
replacement (e.g., software, hardware, services)
0 Review Roles & Responsibilities for adjustments (e.g., business, technology,
third-party consulting assistance)
0 Review insurance coverage

0 Consider additional staff training
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Jacksonville

6061 Gate Parkway
Jacksonville, FL 32256
jacksonville_fhi.gov
(904) 248-7000

Covers 40 counties throughout northern
Florida

Tampa

5525 West Gray Street
Tampa, FL 32609
tampa.fbi.gov

(813) 253-1000

Covers 18 counties in central and
southwest Florida

Miami

2030 SW 145th Avenue
Miramar, FL 33027
miami.fbi.gov

(754) 703-2000

Covers nine counties in southemn
Florida and responsible for addressing
extraterritorial violations of American
citizens in Mexico, the Caribbean, and
Central and South America
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THE PARALEGAL
ASSOCIATION
CERTIFICATE OF ATTENDANCE

Certified Paralegals are required to record evidence of 50 hours of continuing legal education hours to renew
the CP credential every 5 years. CLE hours are recorded in CPs’ accounts through the NALA online portal. Of
the 50 hours, 5 hours must be in legal ethics, and no more than 10 hours may be recorded in non-substantive
areas. If attending a non-NALA sponsored educational event, this certificate may be used to obtain verification
of attendance. Please be sure to obtain the required signatures for verification of attendance. The
requirements to maintain the CP credential are available from NALA's web site at

https://www.nala.org/certification/certtest2view. Please keep this certificate in the event of a CLE audit or further
information is needed.

PLEASE COMPLETE THE SPACES BELOW AND ATTACH A PROGRAM

Session Length Session Topics Validation
In Hours (Description and Speakers) of Attendance
1.0 Spot the Fraud / Linda Monaco Linda Monaco
Name of CP (Please Print) NALA Account Number (On Mailing Label)
149113
Signature of CP Name of Seminar/Program Sponsor
Spot the Fraud / ATFS, LLC
Address Authorized Signature of Sponsor Representative
Linda Monaco
Date of Educational Event:
City: State (XX):
Preferred e-mail address Location:

Recorded Webinar

For Office Use Only

Substantive hours

Non-substantive hours
Ethics
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The Florida Bar

651 East Jeffer son Street
Tallahassee, FL  32399-2300
Joshua E. Doyle
Executive Director

Certificate of Accreditation
for Continuing Legal Education

256131

Attorney's Title Fund Services
John St. Lawrence

PO Box 628600

Orlando, FL 32862-8600

850/561-5600
www.FLORIDABAR.org

Jan. 19, 2024

Reference Number: 2400736N
Title: Spot the Fraud
Level: Intermediate
Approval Period: 05/01/2024 - 11/30/2025

CLE Credits

General 1.0
Ethics 0.5
Certification Credits

Real Estate
1.0
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