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Overview
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e Basic information « Title Policy » Escrow/Trust
Procedures Accounts

 Pillar 3  Pillar 7

 Privacy and » Resolving
_ Information Consumer
* Professional Security Complaints

Liability Insuran : '
iability Insurance Pillar 4 e Review and

* Settlement resources
Processes

* Licensing




Reaction to CFPB
April 13,2012, Bulletin

* Lender is responsible for the
actions of all vendors
 Settlement agent
* ALTA’'s Best Practices

« Seven pillars

ALTA's Best Practices

* Introduced in 2013 — 10+ years ago!

* Way to build confidence with lenders

* Way to stop each lender vetting each closing agent

* Was lender focused

» Written office practices in 7 areas (7 pillars)

* Framework was updated in 2013, 2016, 2019 and 2023
« 2023 update is consumer focused

» Good guide for the office




ALTA's Best Practices

« 2013 to help bank have confidence in settlement agents
 Version 4.0 published 1/23/2023 effective 5/23/2023
* Focuses on

« Consumer experiences in transaction and

 Continual improvement to operations in
» Safety
» Consumer experience
« Efficiency

Status of ALTA's Best Practices

* Are lenders really asking for ALTA's Best Practices?
* Yes, sometimes
* Review lender requirements

* When lenders ask, it is too late to draft
* It represents what you do every day
 Helps your office run more efficiently
 Guide for your employees
« Samples located:
* https://www.thefund.com/information-center/best-practices.aspx
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ALTA's Best Practices

* ALTA's Framework
updated as needed

* Now on version 4.0

* Banks have been sporadic
in request
« www.thefund.com

* Resources
* Deep Dive
» ALTA Best Practices

Self-Certification

Date:
Subject: ALTA Best Practices

We are providing this letter in connection with the ALTA Best Practices Framework (“Framework”) dated
January 23, 2023. We intend that it be considered by any consumer, mortgage originator or mortgage
servicer doing business with our company during the 24-month period following the date of this letter.

“Company” has implemented the ALTA Title Insurance and Settlement Company Best Practices (“Best
Practices”) dated January 23, 2023. As of the date of this letter, we comply with the Best Practices in all

material respects.

We represent that, during the 24-month period commencing on the date of this letter, we will remain in
material compliance with each of the Best Practices.

Attached to this letter, please find (i) our ALTA Best Practices Manual, and (ii) a copy of the current
Declarations Page for our errors and omissions or professional liability insurance.

Sincerely,
, President

“Company”




] Settlement Processes

Registry).

These policies and procedures are samples only and may not be used without customization to
accurately reflect the agent's own policies and procedures

9
(Tnsert name of entity/agency)
Assessment Exceptions
Procedure | ALTA Best Practi k T Noted?
Number Y/N)
ALTA Best Practice 1:
A i .
and ma current ) asrequiredto {Insert name of entitylagency), (hereinafter “The Firm"} shall maintain all
conduct the business of title insurance and Settlement services. mandated licenses and corporate registrations (as applicable) so that it is able to
remain in good standing in Florida. The Firm is small and consists of (insert the
number of attorneys) attorneys and (insert the number of support staff) support
taff. The Fi | ducts busi in Florida.
1.01 Confirm that Company has a process for monitoring and tracking . © Tirm only conducts Business In Florida
the current License(s) as required to conduct the business of title Y/N Licensing (Note: change this form to reflect your office procedures. Remove
insurance and settlement services. parts that do not apply. Review legal, contractual, and statutory requirements
for licensing and i those requi in these )
- — The Firm maintains active business entity licenses in Florida (delete this sentence
1.02 Confirm the active status of Company and /or individual if you are not a business entity like and LLC or P.A. etc.). The Firm's employees
Licenses/registrations for each state in which Company conducts maintain active attorney, paralegal, and notary licenses in Florida, as applicable, the
business. In states where Title Insurer appointments are required, only state in which The Firm's employees practice and perform services.
ensure that Company and/or individual producers are appointed b;
il I “/;ahle P PP y Business licenses are malntained by (insert title of position i.e., Attorney or the
PP d name of the attorney) and updated annually. Copy of the same may be obtained
Documentation reviewed may include actuallicenses, Dep entof imm‘www s‘unhiz org. The website will also be reviewed for any changes in
. Departm requirements.
Insurance or appropriate state regulatory agency
bsite Bar Asscciation status, corporate VN ‘li’::siness License IF - . ‘
ictrati : ctrati : - tion date | Last annual report
registration(s), business registration(s), evidence of appointments ame ‘L‘—L{
with the state, and other documentation as applicable to [Law Group. LEC [ 0v1572005 011512023
state/license. Attorneys
Sample Selection: Attached is a printout of the current completed continuing education courses for
ample selection: each attorney with The Firm from the Florida Bar website
*  Review alist of states in which Company conducts business . . -
A alierotl 4 empl sl 16 of files and Each attorney receives an annual bar dues statement requiring certification of
and alist of licensed employees. Select a sample of files and compliance with continuing education requirements. The attorney will review the
verify that Company and/or individual(s) disbursing or signing Florida Bar website for their continuing education completed courses. A printout of
documents maintain appropriate current and valid licensing in the completed courses will be attached to this policy, annually.
accordance with the state’s laws and regulations.
Rule 6-10.3, FB.R. Minimum Continuing Legal Education Standards. is reviewed
103 View Company's active ALTA Palicy Forms License or verify annually for any changes in requirements_ A copy is attached.
compliance on ALTA website. Y/N
Paralegals
Attached is a printout of the current completed continuing education courses for
m s ree Tocath P—— " each Florida registered paralegal with The Firm from the Florida Bar website. 10
1.04 ‘or each Company office location performing settlement services,
verify that Company has established a listing in the ALTA Registry Y/N {insert nome of entity/ogency) Pagelof2
(subject to those business entity types supported by the ALTA W
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Basic

Information

Size Matters

* “The scope, complexity, and size of each CFPB-
supervised institution’s lending operations vary, and we
expect that compliance management systems will be
calibrated accordingly.”

« CFPB Bulletin 2013-11, October 9, 2013

« “Large banking organizations with complex compliance
profiles . . . will likely mange compliance differently than
entities that may be owned by a single individual . . ..”

 Supervisory Highlights, Summer 2013, CFPB

12

12




Basics — Policy
* What should be done
« Written statement outlining
and defining

* How your company will
conduct business during

* Regular and
» Special circumstances
* Why this policy is in place
* Rules of the company

« Example — policy on dress
code

13

13

Basics — Procedure

* How to do policy
* Instructions to implement
policy
 Step by step
 Should contain sufficient

detail so that anyone will
understand how to comply

* Dress code example

14

14
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Goals

* Drafting

« Connect policy (goal) to steps in
procedure

* Clear
« Simple (KISS — Keep It Simple
Silly)

» Easy to understand

* Include
* Monitoring or checking provision
* Written employee acknowledgement
¢ Training for employees

« Job titles (instead of employee’s
names)

Friday only

15

15

Goals

* Read policies and procedures

* Train all
« Employees and
* New hires

« Signed and dated
* Reviewed at least annually
» Update the signature and date

» Understand and follow the directives?

v'Check — can anyone (employees, lenders, clients)

* Have trained employees sign an acknowledgement
* Review, each policy and procedure should be

16

16

11




Easy Way Out?

» Copy the policies and procedures and change the
company name to our name?

* |s there an easy way to draft?

* Policies and procedures SHOULD reflect how your
business actually works

* Review provided tools

17

17
Job Function
Job function Management | Name of employee or | Currentjob | Desired
Employee Name of title Job title
Subcontractor| subcontractor and
phone number
1. | Licensing
The Fund
ALTA
State of Florida
County
City
FL Bar
NALA
DFS
18
18

12




Organizational Chart

19

19

Checklist

v'"Management v"Resources checked for review
v’ Review v'Where
v Sign v/ State in which you practice
v Date v"Location hard copy (logs,

YWho acknowledgements and other

information

" Who will review v Location digital copy (of same information
v General oversight above)
v Tracking v"Resources for review
v"Responsible for data input v'When
v"Maintenance v Review
v Introduction to staff v"How long to retain records
v Training v"Notify supervisor

v'What v'Why
v Log v'Policy should have why it is in place
v/ Acknowledgements v'How 20
v"Other information v Step by step

20

13




Minimum for Each Pillar

« Management to
* Review
* Sign
* Date
* Log
* Train staff
« Staff to sign acknowledgment
* Annual review of each pillar

21

21

Licensing
Pillar 1

14




1]Licensing

 Establish and » Purpose: Maintaining
maintain current - State mandated insurance licenses
License(s) as and
required to conduct - Corporate registrations, as required,

the business of title to
iInsurance and » Ensure compliance with the state

settlement services requirements for operations

Kl Gather Information

* Minimum Requirements

* Florida Bar
* Attorneys
* Registered paralegals

» Department of Financial Services (DFS)
* American Land Title Association (ALTA)
* Old Republic — underwriter

* Notaries

* Business — www.dos.fl.gov/sunbiz/

* Incorporate information into policy and procedure 24

24

15



Kl Minimum Requirements

» Member of Florida Bar

« 30 hours of continuing education every three years including
3.0 hours of technology
* 5.0 hours of professional responsibility (ethics) and
* 2.0 hour of professionalism
* Rules Reg. Fla. Bar, Rule 6-10.3
* Florida Bar Registered Paralegal

33 hours of continuing education every three years including
3.0 hours of technology

* 5.0 hours of professional responsibility (ethics) and
* Rules Req. Fla. Bar, Rule 20-6.1

Kl Minimum Requirements

* Member of NALA the Paralegal Association

50 hours of continuing education every five years including
* 10.0 hours maximum of non-substantive
* 5.0 hours of ethics
 NALA FAQ
* Licensed Title Agent with DFS

« 10 hours of continuing education every two years including
* 7 hours of standard and
* 3 hours of ethics
* Rule 69B-228.220, F.A.C.

16
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Kl Minimum Requirements —ALTA

» Active membership based on volume of business
» Between $460 and up to $11,500

 Associate Membership $600
» Marketplace premier is additional $400

 Real Estate Attorney Membership $350

* Individual attorney use only — no primarily engage in the business of land
title evidencing

* License
* Use only $195 - apply www.alta.org/licensepurchase
* Occasional use $50 license per year

* 50 or fewer closing per year
* Apply www.alta.org/waiver
27 * Old Republic National Title Insurance Company; P. O. Box 628600, Orlando, FL 32862-8600
» Carman Pasarell, Fund Accounting; 800-275-2843; finance-customer-service@thefund.com

27

Kl Specifics Requirements

 Old Republic

By contract to comply with statutes, rules and regulations
relating to the licensing and operation of Agent’s business

* Notary
* Appointment for 4 years at a time

* Bond of $7,500
e Sec. 117.01, ES.

28

28
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Kl Additional Requirements

* Florida Department of State Division of Corporations
www.dos.fl.gov/sunbiz/
* Register
* Annual report
« County requirements

« City requirements

29

29

30

30
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(Insert narme of entity/ agency)

(Insert name of entitylagency), (hereinafter “The Firm") shall maintain all
dated licenses and corporate registrations (as applicable) so that it is able to
qood standing in Florida. The Firm is small and consists of (insert the
numbel of attorneys) attorneys and (insert the number of support staff) support
staff. The Firm only conducts business in Florida.

Licensing (Note: change this form to reflect your office procedures. Remove
parts that do not apply. Review legal, ry
for licensing and i those requi in these )

The Firm maintains active business entity licenses in Florida (delete this sentence
if you are not a business entity like an LLC or P.A. etc.). The Firm's employees
maintain active attorney, paralegal, and notary licenses in Florida, as applicable, the
only state in which The Fimm's employees praclice and perform services.

Business licenses are maintained by (insert title of position i.e., Attorney or the
name of the attorney) and updated annually. Copy of the same may be obtained
from wiw sunbiz org. The website will alsa be reviewed for any changes in
requirements.

Business License

[Name | Formation date | Last annual report
[Law Group, LLC [0111572005 01152023

Attorneys
Attached is a printout of the current completed continuing education courses for
each attorney with The Firm from the Florida Bar website.

Each attorney receives an annual bar dues statement requiring cerfification of
compliance with continuing education requirements. The attorney will review the
Florida Bar website for their continuing education completed courses. A printout of
the completed courses will be attached to this policy, annually.

Rule 6-10.3, F.B.R. Minimum Continuing Legal Education Standards, is reviewed
annually for any changes in requirements. A copy is attached.

Paralegals

Attached is a printout of the current completed continuing education courses for 31
each Florida registered paralegal with The Firm from the Florida Bar website
finsert name of entity/agency) Pagelof3
Bisclamer
These palicies and procedures are samples only and may not be used without customization to
accurately reflect the agent's own policies and procedures.
31
(Insert name of entity/agency)
(Insert name of entity/agency), (hereinafter “The Firm”) shall maintain all
mandated licenses and corporate registrations (as applicable) so that it is able to
remain in good standing in Florida. The Firm is small and consists of (insert the
number of attorneys) attorneys and (insert the number of support staff) support
staff. The Firm only conducts business in Florida.
32

32

19




Kl Procedure

Licensing (Note: change this form to reflect your office procedures. Remove
parts that do not apply. Review legal, contractual, and statutory requirements
for licensing and incorporate those requirements in these procedures.)

The Firm maintains active business entity licenses in Florida (delete this sentence
if you are not a business entity like an LLC or P.A. etc.). The Firm's employees
maintain active attorney, paralegal, and notary licenses in Florida, as applicable, the
only state in which The Firm’s employees practice and perform services.

Business licenses are maintained by (insert title of position i.e., Attorney or the
name of the attorney) and updated annually. Copy of the same may be obtained
from www.sunbiz.org. The website will also be reviewed for any changes in
requirements.

Business License
Name Formation date | Last annual report
Law Group, LLC 01/15/2005 01/15/2023

33

33

Kl Procedure

Attorneys
Attached is a printout of the current completed continuing education courses for
each attorney with The Firm from the Florida Bar website.

Each attorney receives an annual bar dues statement requiring certification of
compliance with continuing education requirements. The attorney will review the
Florida Bar website for their continuing education completed courses. A printout of
the completed courses will be attached to this policy, annually.

Rule 6-10.3, F.B.R. Minimum Continuing Legal Education Standards, is reviewed
annually for any changes in requirements. A copy is attached.

Paralegals

Attached is a printout of the current completed continuing education courses for
each Florida registered paralegal with The Firm from the Florida Bar website.

Each paralegal receives an annual dues statement requiring certification of
compliance with continuing education requirements. The Florida registered paralegal
will review the Florida Bar website for their continuing education completed courses.
A printout of the completed courses will be attached to this policy, annually.

Rule 20-6.1, F.B.R. Continuing Education Generally, is reviewed annually for any
changes in requirements. A copy is attached.

34

34
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Title Agents

Title agents are required to complete continuing education every two years pursuant
to Rule 69B-228.220, F.A.C. (Insert title of position i.e. Attorney or the name of
the attorney) will review the code each year for any changes. A copy of this
section is attached.

Each title agent is required to provide a printout of completed continuing education
credits annually to ensure compliance. A copy of the same is attached.

Requirements:
10 hours of continuing education and 3 hours of ethics every two years.

Name DFS # Due Credits Ethics
date Comp. Comp.
Lucia 1123456 | 09/30/24 8 2
Notaries

Appointments are for four years in Florida. Below is a list of notaries in the office and
the expiration of their appointment as well as verification of the required bond.

Sec. 117.01, F.S. is reviewed annually for any changes in requirements. A copy is
attached.

Name

Expiration
date

Amount of
bond

Bond

Linda

08/12/2025

$7,500

General Underwriters

954-555-5557

35

35

ALTA License

The Firm maintains a current license for use of ALTA's policies. A copy of the same
is attached. Each location which performs settlement services has established a
listing in the ALTA Registry.

(Insert title of position i.e., Attorney or the name of the attorney) duties

1. Review the appropriate statutes, regulations, and other official documents ta
ensure The Firm, and all listed persons meet the current requirements for
continuing licensure.

2. Review the Florida Bar, National Association of Legal Assistants (NALA),
state notary, additional sources as deemed necessary and other business
requirements annually.

3. Inform the underwriter of each licensed individual and provide copies of their

active licenses

Notify the underwriter when a license becomes inactive.

Maintain all records of licenses for (insert the number of years you wish to

maintain the records) calendar years.

6. Keep a copy of the appropriate American Land Title Association Policy
Forms License.

[LES

Each person’s responsibility
1. Read and understand this licensing policy and procedures.
2. Maintain the necessary continuing education requirements including any
necessary ethics requirements.
3. Sign this policy and procedure as an acknowledgement of the employee’s
responsibilities.

(Insert title of position i.e., Attorney or the name of the attorney, his/her
i , an
(Insert date approved)

(Insert effective date of policy and procedure; date and how it will be announced|
i.e. staff meeting; and date of training)

(Insert date for next review)

Name Signature Date

36

36
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Kl Log for Pillar 1

« Small office version has log
incorporated within the procedure

* What makes a good log?
* Detailed log
» Easy to complete
» Easy to read
» Easy to determine deficiencies

» Add or delete information to reflect
your practice

37

37

1 |Company XYZ - Licensing Monitoring

2 |Company XYZ Firm Name

3 |Date Updated: 10/xx/2023

4 |Objectives: 1. To actively monitor all agency and agent licenses to ensure they are current.

5 2. To actively pursue additional licenses where necessary or encourage additional employees to become licensed.
6 3. To provide a consistent method of communicating new and expired licenses with underwriters.

7

8

9

Note: Copies of actual licenses retained include but are not limited to insurance producer, closer, abstractor, and notary.
Note: Copies of actual licenses are kept electronically in the s:\iooo\sooed\xxxx network drive,

13 Name/Entity State License Type License # Expiration Date
14 |John Smith Agent
15 |Title Company, Inc. Agency

16 |Escrow Company, Inc. Escrow

10 |Note: Copies of all completed continuing education materials for license renewals are kept electronically in the S:\xxxxx\xxxxx\xxxxxx network drive.

38

38

22




1. Licensing - Multi state 2. Escrow-Trust Accounts 4. Recording & Pricing 5. Title Policy Register 5. Titile Policy Inver 39

39

Kl Review Log

* Is it a good reference for your business
v'Does log include all licenses?

v Agency

v Agent

v'Bar

v'Business

v'NALA

v'Notary

v’ Other

* |s there something else that would be helpful on this log? “

40
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Kl \Written Acknowledgement

(Insert name of entity/agency)
Employee Acknowled; nt - Licensee req

I ___(insert employee name) . ___(insert employee job title) ___

of the (insert name of y) do hereby acknowledge that:

1. I have read the Licensing Policy and Procedures effective (insert effective date

of policy and procedure).

2. lunderstand the Licensing Policy and Procedures effective (insert effective
date of policy and procedure).

. | had ample time and opportunity to ask questions in reference to Licensing
Policy and Procedures effective (insert effective date of policy and procedure)
prior to signing below.

. | have completed training on Licensing Policy and Procedures effective (insert
effective date of policy and procedure)

. Itis my responsibility to maintain my licence with (insert which agency
oversees the employee’s license (Bar, DFS, etc.)) .

. Itis my responsibility to ensure that | have completed all requirements to
maintain my licenses with

_ Itis my responsibility to report all Continuing Education Credits to the (insert title
of position i.e. Office Manager) when received, by delivering a copy of proof of
credits.

. Itis my responsibility to notify the (insert title of position i.e. Office Manager)
of any issue between me and my licensing agency within five business days.

Failure to do so could result in my termination.
. Failure to maintain my license with could resultin a
change of job position or termination.

Name of employee (for signature) Date

w

s

@

o

—~

=

[}

41

41

Kl Review Checklist
« Maintaining
 State mandated insurance licenses and
 Corporate registrations, as required, to
* Ensure compliance with the state requirements for operations
e Minimum — Pillar 1
* Name all licenses
Affirm compliance
Tracking report (log)
Who maintains
Who reviews
ALTA license specifically mentioned “

42
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Kl Pillar 1 Complete

* This, as with all policies and procedures, is a work in
progress and should change as your business changes

* Train staff

 Periodic review is necessary

* At lease annually — place on calendar

* If something comes up — just review and update and sign, then
* Testing procedures is also a good idea

43

43

Professional

Liability Insurance
Pillar 6

25



@ Professional Liability Insurance and Fidelity Coverage

e Maintain » Purpose: Appropriate levels of
appropriate * Professional liability insurance or

insurance and » E&O insurance,

fidelity coverage * Cyber liability insurance, and
» Crime coverage help ensure

« Company maintains the financial

capacity to stand behind their
professional services

* Specific types of insurance or

coverage may be required by

 Law, regulation, or contractual
obligations 5

I Requirements

 Errors and Omissions Coverage
* While acting as title agent for Old Republic
* Fund Members
* Minimum $250,000 per claim
 Deductible no more than $10,000
* Fund Corporate Members
 $250,000 per claim

» Deductible no more than $10,000
* Required by Sec. 626.8419(b), E.S.

* Many lenders will require $1,000,000 or more

46

46
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I Requirements

Fund Corporate Member Requirements

* Fidelity Bonds

* Employer losses caused by employee fraud

and dishonesty

« $50,000 minimum (Sec. 626.8419(a), ES.)

« Surety Bonds

» Guarantees compliance with agency contract
+ $35,000 minimum (Sec. 626.8419(c), E.S.)

47
2 (Psert name of entity/agency)
Policies and Procedures Cyber& | CIS Co. 556.5551235 | 500,000 | 10,000 | 12/31/23
Crime CIS@CIS.CO
Insurance Coverage
(Small Office) Fidelity | Fund 8557804711 50,000 12031723
Insurance Insurance(@
Solutions ATIF.com
(Insert name of entity/agency), (hereinafter “The Firm") shall carry professional
liability coverage errors and omissions insurance and make a defermination as
1o the feasibility and appropriateness to obtain cyber and crime insurance so
that it has financial capacity fo cover iis prefessional services obligations. The
Firm currently does business only in Florida. The Firm is small and consists of Closing Protection Letter (“CPL")
(insert the number of attorneys) attorneys and (insert the number of CPL will be issued in connection with the settiement funds and issuance of a itle
support staff) support staff. insurance policy via The Fund's (insurer) automated Closing Protection Letter
system, when possible, upon request.
Procedures Requirements: (Note: change this form to reflect your office procedures.
Remove parts that do not apply. Review legal, contractual, and statutory Independent Contractors
requirements for licensing and incorporate those requirements in these (Insert title of position i.e., Attorney or the name of the attorney) will
procedures.) annually obtain a copy of bonds and/or declaration pages frem all independent
1. Maintain minimum coverage of (insert amount of coverage required contraciors. A copy of the same will be attached to this policy and
by all contracts, i.e., $250,000 for The Fund), per contract (for fitle procedure. Below is a listing of the independent contractors and the status of
companies add “and per Sec. 626.8419, F.S. a copy is attached"). insurance protection.
2. Maximum deductible of (insert the maximum amount of the
deductible for all contracts, i.e., $10,000 for The Fund) per their Name/Phone Services UB | Amount [ Expiration
contract (for fitle companies add “and per Sec. 626.8419, F.S. a copy Cheerful Cleaners Cleaning B 25,000 | 03/01/25
is attached”). 954 5555555
3. Florida does not require minimums at this time (for title companies Geeky IT IT services 1 1,000,000 | 10/01/24
remove this line). 9545555554
Bradley Shredder Shredding 1 50,000 | 12131124
(Insert title of position i.e., Attarney or the name of the attorney) will review 954 555 5556 services
1he undenwriting requirements of agency agreements and state stalutes
annually, prior to renewal. Further, the review will ensure that insurance
coverage and bonds meets or exceeds all requirements; and is appropriate
given The Firm's size, practice areas, average amount of real estate (o=l fe (-:T gl (Insert title of position i.e., Attorney or the name of the attorney, his/her
transactions and volume of transactions. Copy of most current policy signature and date)
declaration page s attached. [N TG Il (insert date approved)
(Inserttitle of position i.e., Attorney or the name of the attomey) will furnish et v <ot o e ey ¢ oW it vl be
copies of all the insuranca policies, declaration page, including all
endorsements, and proof of payment of the current premium, applicable bonds
10 title undenwriter(s) and lenders upon request
(Insert date for next review)
Current coverage:
Typeof | Company/ Phone/email | Coverage | Ded Exp. Copy of E&O Declaration page is attached.
coverage | Agent amount | amount Copy of the full policy is filed (insert location of the hard copy i
E&O Fund 855-780-4711 | 1,000,000 | 10,000 | 12/31/23 file called E&O Insurance). 48

Insurance Insurance@

Solutions ATIF.com

Surety Fund 855-780-4711 50,000 12031/23
Insurance Insurance@
Solutions ATIF.com

Copies of Bonds are attached, and addiional copies are kept with
(insert location of the hard copy i.e., file called Bonds).

A copy of each independent contractor's bond and/or insurance
declaration page is attached.

48
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I Procedures

Procedures Requirements: (Note: change this form to reflect your office procedures.
Remove parts that do not apply. Review legal, contractual, and statutory
requirements for licensing and incorporate those requirements in these
procedures.)

1. Maintain minimum coverage of (insert amount of coverage required
by all contracts, i.e., $250,000 for The Fund), per contract (for title
companies add “and per Sec. 626.8419, F.S. a copy is attached”).

2. Maximum deductible of (insert the maximum amount of the
deductible for all contracts, i.e., $10,000 for The Fund) per their
contract (for title companies add “and per Sec. 626.8419, F.S. a copy
is attached”).

3. Florida does not require minimums at this time (for title companies
remove this line).

(Insert title of position i.e., Attorney or the name of the attorney) will review
the underwriting requirements of agency agreements and state statutes
annually, prior to renewal. Further, the review will ensure that insurance
coverage and bonds meets or exceeds all requirements; and is appropriate
given The Firm’s size, practice areas, average amount of real estate
transactions and volume of transactions. Copy of most current policy
declaration page is attached.

(Insert title of position i.e., Attorney or the name of the attorney) will furnish
copies of all the insurance policies, declaration page, including all
endorsements, and proof of payment of the current premium, applicable bonds
to title underwriter(s) and lenders upon request.

49
Current coverage:
Type of Company/ Phone/email Coverage | Ded. Exp.
coverage | Agent amount amount
E&Q Fund 855-780-4711 | 1,000,000 | 10,000 | 12/31/23
Insurance Insurance®
Solutions ATIF.com
Surety Fund 855-780-4711 50,000 12/31/23
Insurance Insurance@
Solutions ATIF.com
Cyber & | CIS Co. 555-555-1235 500,000 | 10,000 | 12/31/23
Crime Cls@cCls.co
Fidelity Fund 855-780-4711 50,000 12/31/23
Insurance Insurance@
Solutions ATIF.com
50
50
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Closing Protection Letter (“CPL")

CPL will be issued in connection with the settlement funds and issuance of a title
insurance policy via The Fund's (insurer) automated Closing Protection Letter
system, when possible, upon request.

Independent Contractors

(Insert title of position i.e., Attorney or the name of the attorney) will
annually obtain a copy of bonds and/or declaration pages from all independent
contractors. A copy of the same will be attached to this policy and
procedure. Below is a listing of the independent contractors and the status of
insurance protection.

Name/Phone Services I/B | Amount Expiration
Cheerful Cleaners Cleaning B 25,000 | 03/01/25
954-555-5555

Geeky IT IT services | 1,000,000 | 10/01/24
954-555-5554

Bradley Shredder Shredding | 50,000 | 12/31/24
954-555-5556 services

51

51
oo :[d e[ il (Insert title of position i.e., Attorney or the name of the attorney, his/her
signature and date)
ELCI o ()" il (Insert date approved)
(Insert effective date of policy and procedure; date and how it will be
ool LI [l announced i.e., staff meeting; and date of training)
Date for Next (Insert date for next review)
Review
Related Copy of E&O Declaration page is attached.
References and e Copy of the full policy is filed (insert location of the hard copy i.e.,ina
Links file called E&O Insurance).
+« Copies of Bonds are attached, and additional copies are kept with
(insert location of the hard copy i.e., file called Bonds).
« A copy of each independent contractor’s bond and/or insurance
declaration page is attached.
52
52

29




53

53

54

54

30




I What about alog?

* Pillar 6 does not require a log

« May want to calendar the
expiration of each policy

« May want to include other
business insurance within policy

55

55

I What about alog?

Type of Insurance
Coverage

Carrier

/Agent

/Agent Phone

Coverage
\Amount

Deduc
tible

Exp.
Date

Type of Policy
(claims made vs.
incident)

State Stat.
Ref.

Coverage
per Claim

Ded.
Max.

Under-
writer
Para.
Ref.

Underwrit|
ing
Requirem
ent

Ded.
Max.

Mgr.
Rev.

Coverage
Rev.

Mgmt.
Rev.
Date

Next
Rev.
Date

Next
Rev.
Day
Cal.

Professional Liabili
Errors and Omissions

Fund Insurance Soluti

Susan

855.780.4711

§1,000,000]

§2.500

121125

claims made

626 8419(b)

$260,000}

§10.000]

10.A1.

§250,000]

§10,000}

Linda

5/8/24

5/8/24

1171124

Fidelity

Surety

Bond

Employee Acts

Contractors Acts

i|General Business

| |Business interruption

i |Fire/Hazard

i |[Wind

' |Flood

+ [Employee Acts

56

56
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I Written Acknowledgement

(Irsert name of entity/agency)

Employee Acknowledgement - Professional Liability |

I ___(insert employee name) . ___(insert title of position
i.e. Office Manager) of the {insert name of entitylagency) do hereby

acknowledge that:

. I have read the Professional Liability Insurance Policy and Procedures effective
(insert effective date of policy and procedure)

[

. | understand the Professional Liability Insurance Policy and Procedures effective
(insert effective date of policy and procedure).

w

. | had ample time and opportunity to ask questions in reference to Professional
Liability Insurance Policy and Procedures effective (insert effective date of

policy and procedure) prier to signing below.

s

. | have completed training on Professional Liability Insurance Policy and
Procedures effective (insert effective date of pelicy and procedure).

o

. It is my responsibility to notify the (insert title of position i.e. Managing
Partner) 60 days prior to the expiration of any insurance policy.

@

. It is my responsibility to ensure that a copy of the Errors and Omissien Policy is
given to (insert the job titles of all employees which should have a copy of
the E & O declaration page, i.e. the Real Estate Clerk, Title Clerk, Real

Estate Paralegal) and any other employee who would require the same.

57

Name of employee (for signature) Date

57

I Review Checklist

e Minimum — Pillar 6
* Requirement to maintain professional liability insurance/bond

Who is responsible for

* Tracking

* Reviewing
Who receives proof of insurance
Amount of coverage
Amount of deductible
Carrier
Issuance of a CPL letter .

58
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I Review Checklist

* Appropriate levels of
* Professional liability insurance or
« E&O insurance,
 Cyber liability insurance, and
« Crime coverage help ensure
« Company maintains the financial capacity to stand behind
their professional services
 Specific types of insurance or coverage may be required
by

 Law, regulation, or contractual obligations 59

59

I3 Pillar 6 Complete

 Calendar 60 to 90 days in advance of insurance expiring
for competitive shopping

 Train employees on cyber risks regularly and log such
training to reduce risk

* Warn all clients about cyber risks to reduce risks and
notate such notifications in file

* Inform insurance companies of trainings and notifications
practices and share logs

60

60
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Title Policy

Procedures
Pillar 5

5 Title Policy Procedures

» Adopt and maintain  « Purpose: Adopting and
written procedures implementing appropriate
related to title policy  procedures for
production, delivery, « Production
reporting, and « Delivery, and
premium remittance * Remittance of title insurance policies

* Ensure that companies can meet
their
* Legal and
» Contractual obligations




I When to Issue Policies

* Policies can now be issued directly
after disbursement in many cases

* All policies not issued at closing
table should be issued within two
weeks

* The Fund says you can rely on
estoppel letters, plus documented
payment for institutional lenders

* Private/small lenders — require
simultaneous exchange or escrow of 6
satisfaction

63

H Policy Remittance

* Per agency agreement, policy reports are due monthly

* Premium remittance is due by the end of the month after the
month of closing pursuant to agency agreement
¢ Close in March — premium due by end of April
* Policies may be remitted
* Electronically or
* Paper
* Payment may be remitted
* Electronically or
* Mailing a check

64

64
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H Remitting Policies and Payment
By Mail

* Checks payable to Old Republic National Title Insurance
Company, and remit with final policy(ies) to:

The Fund
P.O. Box 628601
Orlando, FL 32862-8601

65

65

H Remitting Policies and Payment

By Mail — Send documents in following order:
* Check

* Printed copy of rating worksheet after policy jacket
number(s) has been issued,
* ClosingVue,
* DoubleTime, or
» ePolicyManager

* Owner's policy - Schedule Aand B
* Endorsements related to owner's policy

* Loan policy - Schedule A and B
* Endorsements related to loan policy 66

66
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H Remitting Policies and Payment
- Electronically-delivered policies are submitted
using
* ClosingVue
* DoubleTime
 ePolicyManager or
* DisplaySoft
» Once policies are submitted electronically,

subsequent related forms and changes should
also be submitted electronically

« Payment may be made by
« Electronic via software platform or 67
* Mall

67

H Policy Production and Delivery

* Have a written policy and procedures for title policy
production and delivery (by electronic means or via mail)

* Have controls to ensure that title insurance polices are
issued and delivered to

» Lender in accordance with lender’s instructions and
* Buyer within 30 days of Settlement

* Issue at the closing table:

» “Shortcut To The Finish Line: Fund Introduces ‘Policy —
Express Checkout’,” 46 Fund Concept 1 (Jan. 2014)

68

68
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H Procedures
* Ensure premiums are
remitted in accordance with
« Contractual and/or
- State law requirements

* Require premium remittance
is due by the end of the
month after the month of
closing pursuant to agency
agreement

69

69

I Checklist for Procedures

File Review

* Open files to check for any materials outstanding from
commitment

 Track and verify customer's receipt of title insurance policy

* Title policies are reported to underwriter in accordance
with its requirements

* Ensure collected amount of premium collected and
remitted to underwriter

* Ensure policy data reported to underwriter

70

70
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H Policy and

(Insert name of entityfagency) (hereinafter referred to as “The Fim") shall
maintain written procedures related o fitle policy production, delivery,
Teporting and premium remittance to insurer to help ensure fhat it meets its
stattory, regulatory and contraciual obligations.

‘The Fitm currently does business only in Fiorida.

Reauiemonts (Note: change this om0 relec your ofice
procedures. Remove o ot apply. Review legal,
Contractual, and statuto rwlllrememsfnrnlm policy production,
delivery, reporting and premium remittance and incorporate those.
requirements in these procedures.)

supersede

the stated policy and procedure.

Policy Inventory
‘The Firm only uses electronically issued forms and has no inventory.

Use “SAMPLE CLOSING FILE” for reference

Procedure

(Irsert name of entit rency)
5. After closing, input information from marked up commitment into
Closingvue
below, help

are recorded
fa policy is not issued at closing table
twill be given to (insert tie of position, ¢.0., Attorney)
b, Perform an ATIDS or public records update daily for
fecording information and give to (insert ftle of position,
e.g., Attorey)
¢ Isslie policies as soon as possible
. Al policies should be issued within two weeks after closing
e If recording information cannot be obtained within two weeks
(insert ttle of position, e.g., Attorney) will give further
i

~

Closing Follow Up, Premium Remittance and Policy Reporting

be mae i issued we target
settiement as the ime policies wil be issued.

Per Agency Agreement, policy reports are due monthly. The Firm uses
Chacmpes e Bcrestity vopors - Fand o mfraton
regarding polices and their status. ClosingVue provides copies of policies
to The Fund.

(et functon o role name, .9, Closer) dues
1. Use Glosingue to defemine polces and premiums which have:
en remitted eenth of each month
At aminimum, on the first and fifteenth of each month, review

insert it of position, g, Attorney) dues

teview policy and procedure annually
7 T necossarysteps o btan safsfactions offens
3. Train employees on the policy and procedu

0., Attorney, his/her sif and date)

[(Insert effective date of policy and procedure; date and how it will be
lannounced, e.g., staff meeting; and date of training)

[(Insert date for next review)

+ Outstanding policies are found in the Policies in Frogress Repor
Closing\iue

By signing below each person does hereby acknowledge that they
1. Have read Title Policy Production/Premium Remittance Policy and
/@ date of policy and procedure),

2. | understand Title Policy Production/Premium Remitance Policy and
Procedures effective (insert effective date of policy and procedure)
3. 1 had ample time and opportunity 10 ask questions in reference o

Title Policy Production/Premium Remittance Policy and Procedures
effective (insert effective date of policy and procedure) prior o
signing below.

on Titke Policy
Remmznne Policy and Procedures effective (insert effective date of

ATIDS for outstanding OR book and page numbers for each deed
o s st oty sttt g et e T o S T e
tesponse 1o dient concems and questions as wall 38 lenders requests. All Enter updated information into ClosingVue Chris Keefer—
ioyees art fecuired (o folow waiien procedues ction is recorded 60 days after closing notiy (insert title ttorr
Kathy Johnson -
Paralegal
Poliey lssuance . Validation of key data for rating raleas
Upload pertinent policy information
Al policies are issued electronically rom The Fund, via ClosingVue B
wtomaticall auditjacket serial number
(Insert function of fole name, ¢.g. Closer) duties Afomatcaty spdstes Tos Fon, st an nvece
2 losue policies at cosing Inciudes payment via web pay from trust account
3 Have customersign aopoedgement of ecapt of ovners pocy Roview outstancing report fom Closing\/ue on a monfhly basis to
4 Send Londers pokcy vithlsig o ensure compliancs wih stated policy
erwih Londar's Tile Policy” in large black Upon s of 1 sattacon fecorded afer 60 days rom oo
lftr Justprio o poiy
Include policy in stacking order, if provided D B e ook
If not provided for in the stacking order, piace at the R ° o flen holder, via
O g package to Lender via (insert carrier 4. Review ATIDS for safisaction 30 days afler retum of receipt
of reminder notice
amote o0 Federal Express) i signature equred e Enter information regarding satisaction, i recorded
1. Noiy (insert title of position, e.q., Attorney), ifno
e oot o tontats oo satisacion can b abtaned s s ate cothed eter 71
Notation of same shal be made in CiosingVue 8 Ensure that mitted no later than the end of the
monih folloving the dosing ia GlosiVue
Policy Register Report (aka Remittance Report)
(Insert name of entity/agency and your company loga as well) C ion: 1.
Date Updated: xx/xx/x00¢ certify that this is a frue and correct repert of all ransactions of this Agency for this
Report Period: Underwriter
ol ' 1. To i and fees sent to underwriter.
2. Toensure policies are issued to the customer timely. Signature: Date:
Policy
Property Settlement  Policy Issuance lssuance Owners
File Number Title Product  Property Type State Prop County Date Date Delay Owners Policy # Lenders Policy # Policy Date
987654321 Refinance Residential AL Montgomery 12772022 12/10/2022 3n/a MXSF08123456 MA
Endorse
Lenders ment Total
Lenders Owners Lenders ‘Owners Premium Premium Lenders Total Net Due Total per Endorsement state CPL per CPLDue Balance
Palicy Date Ins urance Insurance per HUD per HUD Owners Net Net uw HUD Net Due UW fees HUD UW  Due UW
12/7122 nla $169,000.00 nfa $20000 $0.00 $60.00 $60.00 50.00 50.00 $0.00  $50.00  $50.00 $110.00
72
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HLog

|Policy Inventory
|(Insert name of entity/agency and your company logo as well)
|Date Updated: xx/xx/xxxx
| Objective: 1. To actively monitor all title policy forms {used and un-used).
1 Date Date Date Date Date Date Date
Policy allocated to Agency Policy # File/Order#  of Commitment Closed Disbursed Recorded Policy Issued Policy Reported to U/W
6/1/2023 0X2468542 9764208 8/1/2023 9/1/2023 9/4/2023 9/4/2023 9/5/2023 10/5/2023
6/1/2023 0X2468543 9764209 8/3/2023 9/3/2023 9/3/2023 9/3/2023 9/4/2023
6/1/2023 0X2468544 9764210 8/5/2023 9/5/2023 9/5/2023 9/5/2023
6/1/2023 0X2468545 9764211 8/7/2023 9/7/2023 9/10/2023
6/1/2023 0X2468546 9764212 8/10/2023
6/1/2023 0X2468547 9764213
6/1/2023 0X2468548 9764214
6/1/2023 SF9876543
6/1/2023 SFI876544
6/1/2023 SF9876545
6/1/2023 SF9876546
: Note: From the data above, personnel will know the status of each policy allocated to the agent from the U/W.
This template represents a sample document that can be downloaded and manipulated o fit the desites of the user. The use of this
document does not guarantes customer of ragulator acceptance or compliance with the American Land Title Associstion’s Best
Practices, nor any guarantee of customer relationships. Any representation by Old Republic Title Insurance Group is not intended ta and
does not constitute legal aduice.
73
73
By signing below each person does hereby acknowledge that they
1. Have read Title Policy Production/Premium Remittance Policy and
Procedures effective (insert effective date of policy and procedure).
2. lunderstand Title Policy Production/Premium Remittance Policy and
Procedures effective (insert effective date of policy and procedure).
3. | had ample time and opportunity to ask questions in reference to
Title Policy Production/Premium Remittance Policy and Procedures
effective (insert effective date of policy and procedure) prior to
signing below.
4. | have completed training on Title Policy Production/Premium
Remittance Policy and Procedures effective (insert effective date of
policy and procedure).
Name Signature Date
Chris Keefer —
Attorney
Kathy Johnson -
Paralegal
74
74

40




] Review Checklist

* Procedures for
 Production
* Delivery, and
* Remittance of

title insurance policies

» Ensure that companies can meet their

* Legal and

» Contractual obligations

75

75

H Pillar 5 Complete

Give it
a try!

* If not already issuing at closing — give it a
try
* Big time saver = big money saver

 Then just following up for releases and
recordings

» Unissued policies tend to stack up quickly
» Write the policy to fit your office

* Remember if you choose to issue at
closing you are not required to do that on
every closing

« Some closings it may not work

76

76
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Privacy and

Information Security
Pillar 3

3 | Pillar 3 Privacy and Information Security

» Adopt and maintain * Federal and state laws (including
a WISP (written the Gramm-Leach-Bliley Act)

information §ePUVity « Require title companies to develop a
plan) and a written WISP

privacy plan to * Describing procedures employed to
protect NPI (non- protect NPI

public private

information) as

required by local,

state, and federal

law




|3|Pillar 3 Privacy and Information Security

» Adopt and maintain « WISP is to be appropriate to
a WISP and a « Company’s size and complexity

written privacy plan « Nature and scope of company’s
to protect NPI as activities and

required by local, « Sensitivity of the consumer
state, and federal information

law  Evaluating and adjusting its program

considering relevant circumstances,
changes in business, operations, or
results of security testing and
monitoring

|3 |Pillar 3 Privacy and Information Security

e Adopt and maintain * WISP
a WISP and a « Access to NPI
written privacy plan « Multifactor authentication

to pr_otect NPI as * Unique login and passwords (difficult to
required by local, guess requirements)

state, and federal « Auto lock
EW « Time expire
» Timely software updates

* Non-employees — such as service
providers who may have access to NPI,
%0 IT, 3" party software employees, etc.

e « Software and tools to comply with WISP

43



KJ What is NPI?

» Generally — information not e« Location of NPI — digital or
available to general public  physical

 Tax identification numbers * Forms — intake
* Birthdates  Applications
o Employer * Employment
 Mother’s maiden name * Loan

* School

81

81

KJ Federal Law

- 16 CFR Sec. 313.3 Definitions — (n), (0), (p), (K)(2)(X)

* 16 CER Sec. 314 Standards for safeguarding customer
Information

* 16 CFER Sec. 314.4 — Elements
* (a) Specified employee to coordinate information security program
* (b) Identify foreseeable internal and external risks
* (c) Design and implement information safeguards
* (d) Oversee service providers
* (e) Evaluate and adjust
* 16 CFER Sec. 682, Disposal of Consumer Information

* Must take reasonable measures to protect against unauthorized
access

82

82
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KJ Florida Law —Sec. 501.171, ES. — NP

* (1)(g) 1. Personal information

* Name plus
 Social security or other government issued number or

» Financial account, credit card, debit card number with required security
code, access code or password

* Medical history
» Health insurance policy number

* (2) Requirements for data security

 Shall take reasonable measures to protect and secure data in
electronic form containing personal information

83

83

KJ Florida Law —Sec. 501.171, ES. — Breach

* Breach

* Unauthorized access of electronic data containing personal
information

» Covered entity

« Entity which acquires, maintains or stores personal information
* Requires written notification of breach within 30 days to:

* Individuals

« Department of Legal Affairs, if more than 500 individuals
compromised

« Consumer reporting agencies if more than 1000 individuals
compromised

* Police — may need to provide police report

84

84
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K3 Florida Law — Sec. 501.171, ES. — Notification

* No notification necessary if after consultation with relevant
federal, state or local law enforcement agencies it is
determined breach not likely to result in identity theft or
harm

 Retain the written determination for 5 years

 Provide Department of Legal Affairs with written determination
within 30 days after determination

« Late notifications subject to fines from
« $1,000 per day
« $50,000 for 30 day’s late with
* Maximum $500,000

85

85

K3 Florida Rules of Professional Responsibility

* 4-1.6 Confidentiality of information

* (e) Inadvertent disclosure of information must make reasonable
efforts to prevent inadvertent or unauthorized disclosure of, or
access to NPI

 Acting competently to preserve confidentiality

* Beyond scope — state and federal laws regarding privacy laws
and notice of loss of information or unauthorized access

 Transmitting information — reasonable precautions

86

86
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K] Assessment

* |ldentification of potential threats — internal and external
« Hard copy
* Physical
» Soft copy
« Computer

» Storage
* In use

* Disposal of information
* Risk — likelihood of it actually happening
* Impact — if it happens
* Steps to reduce risk o

87

K] Audit and Oversight

* Who performs * Review Results

* Who is Audited » Adjustments

* What is being evaluated * Train

* Review * Test

* Observe * Document

* Test Policies and * Test Again
Procedures

88

88
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B Documentation — Each Section

* Policies and procedures — include
« Date of last review of same
 Date of last update

* Training

* Testing

 Audits

 Oversights

* Risk mitigation efforts
* Breaches

89

89

K] Annual Review

* Pillar 3 (as with all Best Practices)
* Reviewed at least annually

« Update ey
* Re-train —7 B

* Re-acknowledge 2
* Incident may give rise to re-review

* If no changes necessary =
* Note review was completed

 Set up pillars to review one per month
* Document review date

90

90
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K] Third-party Requirements
* Lender
* Insurance companies
* Clients

be most stringent
 Additional steps

and clients
e Fraud
* Targets
* Email address

* Your own requirements may

* Educate real estate agents

91

91

K Digital Security

* Network

* Computers

* [dentification of potential threats

* |dentification of infection

* Impact on business of loss of digital security

* How to secure — software, fire walls, training, etc.
* Know your system

* Have a plan to react

* Response to a cybersecurity incident incorporating ALTA’S
Cybersecurity Incident Response Plan template

92

92
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K Digital Security
Router and VPN

» Change Router’s name and password
 Set up separate access for Conference rooms, different
departments and guest
* VPN — Virtual Private Network —
« Creates a private network from a public internet

« Establishes secure and encrypted connections
* More privacy
* Prevents “eavesdropping”

* Document everything

93

93

K Digital Data Protection

* |[dentification of potential threats

* In use, transmission, storage or disposal

» Security breaches

* Recovery plan

* Risks

 Evidence of intrusion or attempt

* Impact

* Steps to reduce risk

* Steps in reaction "

94
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KJ Datain Use

» Accessible to only those who need to know

» Background checks for employees and non-employees service
providers who have access to NPI — every 3 years

« Use strong passwords
* Long passwords are strong passwords
* Require multipart authentication
* Privacy screen
« Automatic lock device
* Automatic backup
* Encrypt information
* Restrict or block use of removable media

95

95

K] Datain Storage, Disposal and Recovery
* Encrypt

* Back up

 Cloud — what security does it have

* Removable/Disposal of items — true destruction or just a write
over (use a hammer)?

* What steps?
 Train employees not to hide problem
* Notifications addressed in security breach section

96

96
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K] Datain Storage, Disposal and Recovery

 Helpful resources

* “You've Been Hacked — Now
What? Responsibilities Under
Florida's Information Protection
Act and ALTA,” 49 Fund Concept
63 (May 2017)

* ALTA Rapid Response Plan for
Wire Fraud Incidents

97
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K Physical Security

* Intentional

* Unintentional

* Employees

* Visitors

 Lock the door

* Appointment only

 Clean desk — even the attorneys
 Lock all files at the end of the day

* Document %

98
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K] Electronic Devices
* Computers

* Cellphones

* Tablets

* Laptops

* Fax machines

» Copiers

* Anything else used to
access documents with NP

99

99

K] Creating, Movement, Storage and Destruction

* Who attends closing — buyers and those buyers invite
 Take precautions sending items containing NPI
« Storage warehouse or document custodian
* Who has access, what is their disaster plan, what is their insurance
* Destruction — when
* Shredding company

* Self-shredding
« At each desk or central location
* Adequate shredding

e Document

100

100
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K Disaster Preparedness

* AKA Business continuity * Kind of disasters
and disaster recovery plan « Pandemic

* Assessment — what type of  « Hurricane
disasters and possibility of « Fire

affecting business « Flood
* You evaluate - Earthquake
* Threats » Tornado
* Probability & « Civil unrest/terrorism/war
* Severity « Plan for each kind

101

101

K] Resources

* WWW.Usa.gov/prepare-for-disasters
* Re-directs to Ready.gov
* Ready.gov
* Department of Homeland Security
« www.floridadisaster.org/business/planning-for-business
* Florida Division of Emergency Management
* Re-directs to Ready.gov
» www.ibhs.org s
* Insurance Institute for Business and Home Safety

» www.disastersafety.org
* Insurance Institute for Business and Home Safety 102

102
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Ed Where to begin

 www.ighs.org/guidance/policyholders/

103

Ed Employees

* Specific training for protection and security of NPI
* Ensure access to NPl is on an as needed basis

* No “ride-along” — take your child to work

» Terminate employee’s access upon separation from
company or change in position

« Employee separating from company will have access to
physical and digital items terminated on the same day as
separation

* Documentation

104

104
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Ed Non-employees
* Non-employees who might have access to Office
» Background checks every 3 years

« Examples — housekeeping, shredder pickup, exterminator,
repair persons, building management, maintenance and IT
professional

* What exposure of NPI

 Set standards for entering office
* Appointment required, sign-in, check ID, wear name tag

* Physical access - escorted during entire stay
 All NPI locked away

* Digital access - only by employees and IT professional
* No guest privileges

105

K3 Breach Notice

» Written notice to be sent

* With minimum contents of notice
 Follow Sec. 501.171, ES.

* Document

106

106
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* Network

* Digital data

* Wiring funds

» Data storage and disposition

* Electronic devises

* Clean desk

* Disaster preparedness

* Employees and non-employees
* Notification of security breaches

K Pillar 3 Write Separately Each

107

107

K3 Review Checklist

» Federal and state laws
 Gramm-Leach-Bliley Act

* Develop a WISP

* Write a separate policy, procedure,
assessment, training, test and
acknowledgement for each topic in
pillar 3

* Document everything
* Test everything
* Review at least annually

108

108
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K Pillar 3 Complete

« Remember to run “fire drills”
 Audit your own people
» Require visitor badges

u -t
* Empower employees to question Give !
unknown persons in office a ‘\'.I'Y‘

 Continually train on security
* Wire fraud is a security issue

109

Settlement

Processes
Pillar 4

110
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| 4 | Settlement Processes

» Adopt standard real » Adopting appropriate policies
estate settlement policies  and procedures, including
and procedures that help « Employee training
ensure compliance with: « To meet federal, state, and

« (i) Federal and state contractual obligations

consumer financial » Appropriate to the locale

regulations and settlement documents

« (if) Contractual obligations
as applicable to the
settlement process

111

| 4 | Settlement Processes

» Adopt standard real » Procedures to help maintain
estate settlement policies « Accuracy,
and procedures that help « Minimize errors in completing
ensure compliance with: the settlement, and
« (i) Federal and state * Provide a framework for a

consumer financial positive consumer experience
protection laws and
regulations, and

* (i) Contractual obligations

as applicable to the
settlement process

112
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B Pillar 4 Settlement Processes

Title Insurance Pricing Procedure
* Rule 690-186.003, F.A.C.
 Specifies Original Issue Rate

* Available discounts must be applied to the original issue rate
» Simultaneous Issue Rates

* Reissue Rates

 Substitution Loan Rates

* New Home Purchase Discount
» Leasehold Rates

» Contract Vendee Rates

* Premium must be remitted to the insurer by the agent

113

113

I Settlement Processes — Purpose

» Adopting appropriate policies and procedures, including
« Employee training
* To meet federal, state, and contractual obligations
* Appropriate to the locale
« Effective to safeguard settlement documents

* Procedures to help maintain
» Accuracy
* Minimize errors in completing the Settlement, and
 Provide a framework for a positive consumer experience

114
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B Pillar 4 Settlement Processes

* Have written settlement procedure manual

* Train staff on settlement procedure

» Timely respond to client questions and concerns

* Prepare a “sample closing file” for staff to use as a
reference

« Update training as needed
* Have back-up person in case someone is out
* Have call sheet for employees to ask questions

115

115

I Pillar 4 Settlement Processes

Settlement Procedures
» Contacting parties

» Sending out representation or
* Non-representation letters
¢ Including specific pricing
information
* Disclosure of affiliated
business arrangements
e Fraud warnings to all parties

* Preparing the file

116

116
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B Pillar 4 Settlement Processes

Settlement Procedures

 Establish written procedures in
preparing settlement documents

» Background checks for employees
who
» Conduct settlements or AL
* Have access to settlement document ’.

or funds ,

117

I Pillar 4 Settlement Processes

3" Party Signing Professionals
 Provide evidence of

* Insurance and
» Bonds in addition to state licensure

« 3 party signing vendor may assume responsibility for
compliance with ALTA Best Practices
* Is this a good practice? Think fraud

« Guidance when using
* RON in-house and with a vendor
 E-recording vendor
 Escrow trust accounts to pay costs to record documents

118

118
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B Pillar 4 Settlement Processes
eRecording Vendor

* Policy to vett the vendor

* Ensure compliance with local laws and
requirements

* Have a written contract

* Obtain and retain their
* Insurance declaration page and/or
* Bond information

’ 119

119

I Pillar 4 Settlement Processes
Recording Procedure — Florida is a notice state

 Public is NOT on notice until recorded

* GAP closes upon recording

« Agency agreement requires recording no later than 2 business

days after settlement

* Record same day as closing to put the world on notice

» Use eRecording when ever possible

* Closes the GAP faster

 Order of recording documents

* Add to list to check for
* Recording information and
« Satisfactions

120

120
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B Pillar 4 Settlement Processes

Releases or Satisfactions

* Ensure that all mortgages are releases or satisfactions

 Pay careful attention to HELOC or RLOC

« Have special procedures for payoffs involving HELOCs or
RLOCs

121

121

I Pillar 4 Settlement Processes

File Review

* Review open and not closed files as needed
* Review closed files without satisfactions monthly

* Review random files monthly for
* Proper documentation
« Signing professional licensing up to date
* Other items

* Refund any overpayment by consumer — even ifitis 0.01¢

122
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(Unsert name of entity/agency)

(Insert name of entity/agency) (hereinafter referred to as “The Firm") shall record
documents and set rate and pricing procedures in compliance with contracual
obligations and applicable Federal and State Consumer Financial Laws. The Firm
currently does business only in Florida.

Requirements (Note: change this form to reflect your office procedures.
Remove parts that do not apply. Review legal, contractual, and statutory

for recording ¢ d setrate and pricing procedures
and those in these

Please note that lender’s more stringent instructions will supersede the
stated policy and procedure.

Prepare and have ready a sample closing file for reference
Use “SAMPLE CLOSING FILE” for reference

Train staff to minimize errors in completing settlement. There should be at least one
back up person for each position. Training will include timely response to client
concems and questions as well as lender's requests. All employees are required to
follow written procedures.

Title Insurance Pricing Procedures

The Firm utilizes online calculators to help ensure correct fees are being
«charged for title insurance policy premiums

(Inserl title of position, e.g., Real Estate Clerk) duties for each file
Determine if a discount is available (such as simultaneous issue. reissue,
new home purchase discount, and substitution rates elc.)
Use the rate calculator in software program or on The Fund's Website,
including any discounts
Addltmnal chalge:;
rge 525 for simultaneous issue, if applicable
b Charge 10% for ALTA 9 endorsement
c. Charge minimum rates for all other

w o

(nsert name of entity/agency)

d. Ifthere was additional documented work with any of the above see
(insert title of position, e.g., Attorney) for direction if a different
‘amount should be charged
4. Print out calculation worksheet and place in file (with additional documented
work, if applicable)

(Insert title of position, e.g., Attorney) duties
1. Review rale change bullefing
2. Ensure online calculators will be up to date and on date changa is to
be effective
b. Ifnot, direct all (insert title of position, .g., Real Esme Clerk) to
ard all rate calculations to (insert title of position, e.g.,
Attorney) for proper calculation
Review random files monthly to ensure
a. Proper rate charges
b. Post-closing checkist
Refund any over charges to consumer within ten business days
If there was an under charge. fund shortage from operating account
immediately

Settlement Pricing Procedures
(Insert title of position, e.g., Real Estate Clerk) duties for each file
1. Contact customer
a Obtain a verbal agreement to efther
i. Represent customer in closing

b. (;usm for services or approximations
c | costs for additonal services or

i. Mot represent comern c\usmg
1. Inform customer that a no-representation letter will be
forthcoming detailing
a Services
b. Costs for services or approximations
c. Additional costs for additional services or
approximations
b. Request that customer sign and retum last page of letter agreement
c. Review data on the purchase sale agreems
i Ifthere is a problem with any dala on purchase sale

1. Tell customer that (insert title of position, e.g.,
Attorney) wil call them back about the problem
2. Inform (insert title of position, e.g., Attomey) of the

problem 123

(it e of eniylogeecy) Page1ofs Fagears
Nnwe st W eciess.cam
Recordings as of (Insert Date)
Source: Emplovee First/L ast Name. Title
Type of Date Does |45,y docs bite [oR |0R [poah | s
ocament | Title Policy# |Borrower name(s) |Address  |City State|County |Zip % - [eemt Book |Pugs |Nomet  |Name Comments Tracking number | Delivered
Bobbie Buyer 123 Main St Sent to Bobbie Buyer
Deed OF6-8070077 |Big City |FL |Broward| 33309] 6/1/2024[E 611/2024| 12345| 121 106/03/2024 FQ122345638676394 |  6/4/2024|
sent to Wells Fargo
Mortgage  |MF6-8070078 6/1/2024] 61112024| 12345 122 Wells Fargo |06/03/2024 FQ122345638676395 |  6/4/2024|
Satisfaction - Bank of
Mortgage |America
Satisfaction -
Fed Tax IRS
|
124
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] Written Acknowledgement

By signing below each person does hereby acknowledge that they

1. Have read Settlement Processes Policy and Procedures effective (insert
effective date of policy and procedure).

2. lunderstand Settlement Processes Policy and Procedures effective (insert
effective date of policy and procedure).

3. I'had ample time and opportunity to ask questions in reference to Settlement
Processes Policy and Procedures effective (insert effective date of policy and
procedure) prior to signing below.

4. | have completed training on Settiement Processes Policy and Procedures
effective (insert effective date of policy and procedure).

Name Signature Date

Chris Keefer —
Attorney

Kathy Johnson -
Paralegal

125

125

I} Review Checklist - Procedures

* To determine rate for settlement fee

* To verify title insurance fee calculations are correct

 To determine if discounted rates, including refinance or reissue
rates, are available in a transaction

* Are all fees and charges recorded in the file?
 To perform post settlement quality checks
* To verify that consumers were charged correctly in all aspects
« All Satisfactions received
 Other items completed
* Are overpayments immediately refunded to consumers? =

126
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P} Review Checklist

* Employee training

- To meet federal, state, and contractual
obligations

« Appropriate to the locale

« Effective to safeguard settlement
documents

* Maintain
» Accuracy,

* Minimize errors in completing the
Settlement, and

* Provide a framework for a positive
consumer experience 127

127

I Pillar 4 Complete

* Training and cross training is the key to this pillar

* Having examples is always useful and helpful to
employees

« Change your procedures as your practice changes

* Think of Pillar 4 as a guide for a new employee to follow
when no one is available to answer questions

128

128
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Escrow/Trust

Accounts
Pillar 2

| 2| Escrow/Trust Accounts

» Adopt and maintain  « Appropriate and effective escrow
appropriate written controls and staff training help
procedures and companies meet federal, state,
controls for Escrow  and contractual requirements for
Trust Accounts safeguarding of funds

allowing for « These procedures help ensure

elep'gron_lc accuracy and minimize the risk of
verification of loss of funds

reconciliation

(No commingling)
ER




| 2| Escrow/Trust Accounts

» Adopt and maintain « Loss of funds may not be covered
appropriate written by the Title Agency’s errors and
procedures and omissions (“E&QO”) insurance or
controls for Escrow contract with its Title Insurer

Trust Accounts « Such losses would then become

allowing for the responsibility of Title Agency

electronic
verification of
reconciliation

 Settlement companies may
engage outside contractors to
conduct Escrow Trust Accounting
duties

131

1 Reporting and Accounting for Funds

* Insurer funds such as premiums held in fiduciary capacity

* Records kept for at least 3 years for DFS inspection if a
policy issued
* At least 10 years per Agency agreement

» Grounds for suspension or revocation of title agency’s
license or appointment

* Sec 626.651, F.S.

132

132
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1 Escrow Requirements

* Rule 690-186.008 F.A.C.

* Monies held by title insurance agent or title insurer are held in a
fiduciary capacity and
* May not disburse funds unless the funds are “collected funds”

* Funds received by licensed title insurance agent cannot be
transfers to an interest-bearing account without written
permission of the buyer and the seller

* Licensee shall keep books, accounts and records such as will
enable department to determine compliance for 3 years

* By Agency Agreement at least 10 years

133

A Reconciliation of Escrow Accounts
- Rule 690-186.009

* Monthly bank statement

« List of all outstanding checks as of the date of reconciliation
which are not shown on monthly bank statement

* Records maintained for a period of 5 years
* Available for DFS inspection

* Licensed title agent shall maintain a separate ledger card for
each real estate closing transaction and

* Maintained for 3 years
» Kept in chronological order

* Amounts of moneys received and disbursed including name of remitter .z,
and payee and each check number issued on such escrow account

134
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1 Rules Regulating Trust Accounts
Rules Reg. Fla. Bar, Rule 5-1.1, Trust Accounts

* Trust accounts defined

* |OTA (Interest on Trust Accounts) Program

* Interest on funds that are not nominal or short term (h)
 Disbursement against uncollected funds (j)

* No overdraft protection (k)

135

1 Rules Regulating Trust Accounts

Rules Req. Fla. Bar Rule 5-1.2, Records and Procedures

* Minimum records

* Reconciliations — 3-way
1. Trust ledger (internal book overall)
* Everything in and out of the trust account

2. Client ledgers (each one to itself)
» Each client ledger
3. Trust account bank statement (from the bank)

* Agency Agreement requires 3-way reconciliation within 30
days of bank statement

136

136
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P Reminders

* Money in trust account belongs to the parties,
not the attorney

* Parties to the transaction own specific amounts

* Checks may not be written from trust account to
adjust closing costs

« Cannot “borrow” from one transaction to
disburse to parties of another

« Each closing handled must balance to the
penny

« Cannot keep any excess, even .05¢ 157

137

A Reminders

» Must wait for collected funds
* “Fintech” applications — can be recalled
- 3'd party earnest money platforms — which can be recalled

* Florida Bar and DFS require attorneys and title agents to
reconcile their trust accounts frequently, regularly, and
precisely

* Allowing an employee to both access trust accounts and
to reconcile those accounts creates substantial risk and is
strongly discouraged

138

138
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PA Escrow/Trust Accounts

Additional Protections

* Wire transfer procedures include
 Multi-factor authentication and
* Follow ALTA's published guidance
« If service used — they should be vetted

» Background checks for all employees when hired and
every 3 years

* Manager review and approval of aging escrow balances

« Daily reconciliation of escrow account including
* ldentifying and
* Investigation of any discrepancies 139

139

B3 Escrow/Trust Accounts — Tips

« Segregation of duties for security (fox watching hen
house)

» Reconciliation results reviewed by management and
Accessible electronically by underwriter(s)

* Daily reconciliation of Trust / Escrow Account
» Automated Clearing House (ACH) Blocks
» Use positive pay
* You upload information about each check issued
« Bank only pays check, if it matches information

140

140
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B3 Escrow/Trust Accounts — Tips
* Reverse positive pay
« Bank notifies you daily of checks presented for payment
* You alert bank of items not to be paid
« Failure to timely notify bank (very short time) bank will pay
« Standalone computer for banking only
* Block all other websites
* Checks signed in person
* Checks made out in indelible ink
* Transactions conducted by authorized employees

141

141

1 Escrow/Trust Accounts — Employee |

« Each employee who has access to your
Trust / Escrow Accounts give a copy of
your company's written policies and
procedures on Trust / Escrow accounting

* When hired
 When the procedures are updated y—

» Background checks when hired and
* Every 3 years

142
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1 Escrow/Trust Accounts — Employee Training

* Training for employees to address
« Management of escrow funds and escrow accounting
Procedures for handling receipts, disbursements, and wires

» Procedures for the handling of check stock
 Authorization of wires and approval of bank transactions
* Procedures for making deposits and

With reconciliation recorded and maintained

143
(Insert name of entity/agency) (hereafter referred to as “The Fim") shall (Insert name of entity/agency) (hereafter referred to as “The Agency”) shall
Ceiabish nfsrna coniols 1o mae tequitements for safeguerting clant fonds estabish internal controls to meet requirements for safequarding client funds
and to minimize the exposure to loss. The Firm currently does business only in and to minimize the exposure o loss. The Agency currently does business only
Florida. in Florida.
Requirements (Note: change this form fo reflect your office procedures. Requirements (Note: change this form to reflect your office procedures.
Remove parts that do not apply. Review legal, contractual, and statutory Remove parts that do not apply. Review legal, contractual, and statutory
rouiroments for rust accounts and incommorata those requiremonts requirements for escrow accounts and incorporate those requirements in
these procedures.) these procedures.)
Questions regarding any of The Fim’s trust accounts shall be directed to When there is a material change to these policies and procedures, there
(insert title of position and the name, .g., Gene Esposito, Attorney) shall be
1. Announcement at a staff meeﬁrla
Use “SAMPLE CLOSING FILE" for reference 2. At staff meeting everyone will
Train staff to minimize erors in completing Settlement. There should be at least eceive a copy of new policy and procedure and
one back up person for each position. Training will include timely response to b. Sign original policy
client concems and questions as well as lender's requests. All employees are 3. Training on new procedure
required to follow written procadures. Training includes how to determine if
funds in trust account are “collected” funds Questions regarding any of The Agency’s escrow accounts shall be
directed o (Inser itle of position and the name, e.g. Gene Esposito,
I Trust Accounts Manager)
A. Trust accounts and operating accounts are separate and are
labeled as such Use “SAMPLE CLOSING FILE” for reference
1. The Firm maintains five bank accounts “Train staff to minimize errors in completing settlement. There should be at least
2. Trust funds maintained under a fiduciary capacity by The Firm are ane back up person for each position. Training wil include timely response to
not commingled with The Fim's, employee’s, or attomey’s funds client concems and questions as well as lender's requests. All employees are
3. The Fim shall maintain funds in each trust account to cover bank required to follow written procedures. Training includes how to determine if
charges related to each trust account, in no event over $150.00 per funds in trust account are “collecied” funds.
account
4. Trust accounts will not have overdraft protection I Escrow Accounts
5. Trust accounts will not have debit cards A. Escrowaccounts and operating accounts are separate and are
6. Checks shall be labeled as sucl
a. Secure “blind” check 1. The Agency maintains five bank accounts
b. Keptin 2 locked cabinet in (insert fitle of position and the 2. Escrow funds maintained under a fiduciary capacity by The Agency
name, e.g., Gene Esposito, Attorney)'s office are not commingled with The Agency’s, employee's or manager's
7. Any un-deposited funds will be kept in a locked cabinet overnight for funds
deposit next business d 3. The Agency shall maintain funds in each escrow account to cover
8. Cash deposits wil be logged in the cash receipts and disbursements bank charges related to each escrow account, in no event over
joumal $150.00 per account
9. Disbursements from frust account will only be made from collected 4. Escrow accounts will not have overdraft protection
funds, unless the funds fall within an exception as outined in a rule, 5. Escrow accounts will not have debit cards
regulation, o slatule 6. Checks shall be
a. If an exception is used, The Firm is prepared to pay the s a. Secure *bling’ check
amount om The Fimi' operating account e fnds ars not b. Keptin a locked cabinet with supervisor access only
collected at the time of disbursement. 7. Any un-deposited funds will be kept in a locked cabinet ovemight for 144
10. Disbursement of The: Firm's fees shall occur at the time of settlement deposit next business day
11. The Firm has a dedicated standalone computer for enline Disbursements from escrow account will only be made from
transactions and is configured to block all other web siles collected funds, unless the funds fal within an exception as outlined
et e of s Company.
orlibste arFim Fage 100 e o Wt o it Gompary Page 1ol 10
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145

145
1 Written Acknowledgement
By signing below each person does hereby acknowledge that they
1. Have read Trust Accounting Policy and Procedures effective (insert
effective date of policy and procedure).
2. lunderstand Trust Accounting Policy and Procedures effective (insert
effective date of policy and procedure).
3. | had ample time and opportunity to ask questions in reference to Trust
Accounting Policy and Procedures effective (insert effective date of
policy and procedure) prior to signing below.
4. | have completed training on Trust Accounting Policy and Procedures
effective (insert effective date of policy and procedure).
Name Signature Date
Gene Esposito -
Operations
Managing Attorney
Kathy Johnson -
Paralegal
146
146
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1 \Written Acknowledgement

By signing below each person does hereby acknowledge that they:

1. Have read Escrow Accounting Policy and Procedures effective (insert
effective date of policy and procedure).

2. lunderstand Escrow Accounting Policy and Procedures effective (insert
effective date of policy and procedure).

3. | had ample time and opportunity to ask questions in reference to Escrow
Accounting Policy and Procedures effective (insert effective date of
policy and procedure) prior to signing below.

4. | have completed training on Escrow Accounting Policy and Procedures
effective (insert effective date of policy and procedure).

Name Signature Date

Chris Keefer —
Owner

Gene Esposito -
Manager

Jody Lau — Closer

Kathy Johnson -
Closer

147

A Review Checklist - Procedures
« Effective escrow controls
« Staff training

* Meet federal, state, and contractual requirements
safeguarding of funds

* Minimize the risk of loss of funds
* Loss of funds coverage

148
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1 Pillar 2 Complete

It is NOT your money
* Fiduciary duty to protect
* No commingling
« 3-way reconciliation
 Each file has its own account

* Must have collected funds prior to
disbursement

* Follow lender’s instructions

149

Resolving Consumer

Complaints
Pillar 7

150
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7| Resolving Consumer Complaints

» Adopt and maintain  « Purpose: a process for
written procedures « Receiving and
for resolving  Addressing consumer complaints

consumer » Helps ensure reported instances of
complaints « Poor service or

* Non-compliance does not go
undiscovered or unresolved

151

What is a Complaint?

* What is a complaint?
* You know it when you see it

* What if it is about:
* Lender
* Real Estate Agent
* Broker

* What if just a comment?
* When should a complaint be noted?
* Multiple calls
* Unhappy with time of closing 152

152
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B4 How Should a Complaint be Handled?

* What do you want to happen in your office?
* Who can attend to an angry consumer?
* Who can assign complaint resolution?

e Cheat —

* What do you want to happen when you have a
complaint?

* How do you want to be treated?
* What kind of resolution would you seek?

153

¥4 Basic Policy

* Who is the intake person for a complaint

 Gather all information (on form)
» About the person making the complaint
* The file
* Information and documentation related to complaint
» Organize and pass the complaint to the assigned attorney
* Log the complaint
» Check the log weekly for progress on complaints
* Attorney to
« Address the complaint in proper fashion
» Update the intake person who will update the log 154

154
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(Jrsert name of entity/ agency)

Policies and Procedures

Consumer Complaints
(Small Office)
(Internal Document)

Palicy (Insert name of entity/agency) (hereinafter “The Firm") is committed to
providing outstanding service io al of its clients. The Firm has a process for
receiving and addressing consumer complains to help ensure that any
instance of poor service or non-compliance is addressed. The Firm is small
and consists of (insert the number of attorneys) attomeys and (insert the
number of support staff) support stafi. The firm only conducts business in
Florida. These procedures are to be followed by all employees and
independent contractors where applicable.

Procedures {(Note: change this form to reflect your office procedures. Remove parts
that do not apply. Review legal, contractual, and statutory requirements
for licensing and those requi in these )

All complaints are taken seriously. Everyone is responsible for customer
satisfaction,

(Define a consumer complaint for your office). A consumer compiaint is
anyone who is dissatisfied with services provided by our office. However,
anyone who expresses dissatistaction with any other entity should have &
complaint form filled in by (insert title of position i.e. Attorney or the name
of the attorney)

for all complaints is (insert title of position i.e.
Attorney or the name of the attorney).

(Insert name of entity agency)

-

Annual review of the Consumer Complaint Policy and Procedures
Incorporate any complaint procedures confractually required by
lenders into the current procedures within (i og to
implement lenders request to change policies i.e. 30 days).

©

Lenders are not allowed to review consumer complainis or the
consumer complaint log due to attemey client privilege (if you are a
title company change to read “Lenders are not allowed to review
consumer complaints or the consumer complaint log due to the
inclusion of non-public personal information, see pillar 3,
Privacy and Information Security for more details”

Lenders may receive a copy of redacted consumer complaint or
consumer complaint log at their request.

If a consumer express dissalisfaction o is upset with any services
and does not want us to complete the complaint form, details will be
noted in the log.

~

w

|Contact Officer_|(insert title of position i.e. Attorney or the name of the attorney)

Date Approved |(Insert title of position i.e. Attorney or the name of the attorney, his/her
signature and date)

Date of lInsert effective date of policy and procedure; date and how it will be
i.e. staff meeting; and date of training)

[Amendment

Date for Next  |(Insert date for next review)
Review

g
H

Blank Consumer Complaint Forms are kept (insert location of the
References and hard copy i.e. file called “complaint forms — blank”).

Filled in Consumer Complaint Forms are to kept with the related file. If
there is not a file, they will be kept with the (insert location of the haral

=
5

1. Fillin the complaint form. copy ie. file called “complaint forms — complete”) after resolution.
2 Inform the consumer when you will contact them next. * Scanned copy of the Consumer Complaint Form will be (insert
3. Determine the consumer's desired resolution location of the soft copy file )
4. Determine the type of risk to The Firm (legal, regulator, reputation or = Consumer Complaint Log is located at (insert location of the soft
financial, ete ). copy file path)
5 Fillin the log.
6. Pullfile and review all information. Note: This document is for internal use and may be shared with a lender. This document is NOT infended
7. Nulii‘y'tihe consumer of the results of the investigation and propose a to be posted on the web or fo be given to customers, clients or ConsUMers.
5. Obisin agieementfor 2 soluion fom the consumer.
9. Notate agreement on complaint form.
10. Update log.
1. Review log on Friday of each week to ensure complaints are being
resolved.
2 Review log for repeat patterns of poor service.
3. Provide additional training, if necessary. 155
(insert name of encryiagency) (Insert name of enticy'agency]
sy nsert web abiess com Psge 1af2 s Insert weh soigress com Pagz20f2
Disclaimer: {aimer:
These pelicies and procedures are samples only and may not be used without customization to These policies and procedures are samples only and may not be used without customization to
accurately refiect the agent's own policies and procedures. accurately reflect the agent's own policies and procedures.
155
All complaints are taken seriously. Everyone is responsible for customer
satisfaction.
(Define a consumer complaint for your office). A consumer complaint is
anyone who is dissatisfied with services provided by our office. However,
anyone who expresses dissatisfaction with any other entity should have a
complaint form filled in by (insert title of position i.e. Attorney or the name
of the attorney).
for all complaints is (insert title of position i.e.
Attorney or the name of the attorney).
1. Fill in the complaint form.
2. Inform the consumer when you will contact them next.
3. Determine the consumer’s desired resolution.
4. Determine the type of risk to The Firm (legal, regulator, reputation or
financial, etc.).
5. Fill'in the log.
6. Pull file and review all information.
7. Notify the consumer of the results of the investigation and propose a
resolution.
156

10. Update log.

8. Obtain agreement for a solution from the consumer.
9. Notate agreement on complaint form.

156




Resolving Consumer Complaints

1. Review log on Friday of each week to ensure complaints are being

resolved.
Review log for repeat patterns of poor service.
Provide additional training, if necessary.

Annual review of the Consumer Complaint Policy and Procedures.
Incorporate any complaint procedures contractually required by
lenders into the current procedures within (insert how log to
implement lenders request to change policies i.e. 30 days).

1. Lenders are not allowed to review consumer complaints or the

consumer complaint log due to attorney client privilege (if you are a
title company change to read “Lenders are not allowed to review
consumer complaints or the consumer complaint log due to the
inclusion of non-public personal information, see pillar 3,
Privacy and Information Security for more details”.

2. Lenders may receive a copy of redacted consumer complaint or

consumer complaint log at their request.

3. If a consumer express dissatisfaction or is upset with any services

- P 157
and does not want us to complete the complaint form, details will be
noted in the log.

(Trisert name of entity/agency) (Tnisert name of entity/agency)
‘ Consumer Complaint Form ‘

Please complete appropriate section(s) below, then "save as® using the following format: (insert Management Review NamefTitle
how you want the form saved i.e. “Last Name Consumer Complaint MMDDYY") and
(insert if you want the form emailed to a person, insert email address) Fees associated with subject transaction:
(Insert the file name i.e. File Name Example: Smith Consumer Complaint 05-08-23)

Proposed resolution:
Date of Inquiry.
MM-DD-YY
Hew complaint was made (phone, email, in person, etc. } Accepted [Rejected
Consumer Contact Information: Second proposed resolution:
Name(s) (Last, First)

Accepted fRejected
Property Address (Strest, City, State, Zip)

Third propesed resolution:
Contact Address (if different from Property Address)
Contact Phone Number Accepted Rejected
‘Additional Gontact Phone Number Final resolution
Transaction Information:
Agent File Number Policy Number
Property Type (Residential or Commercial) Transaction Type (Purchase, Refinance, REO, etc )
Briefly describe the nature of the consumer's inquiry including dates of any conversations,
phone calls, and names (including title and company affiliation) of thase with whom consumer
has spoken. Notate the consumer's desired resolution
Indicate whether additional information or iz attached under separate cover.
Advise consumer that this will be routed to Contact Name, Contact Title.

158

Name/Title of person completing form

Disclaimer.
This form is a sample only and may not be used without customization to accurately reflect the
agent’s own policies and procedures.

Disclaimer.
This form is a sample only and may not be used without customization to accurately reflect the
agent’s own policies and procedures.

158
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159

Complaint Policy
for Publication

(Insert name of entity/agency)

Policies and Procedures

Consumer Complaints
(Small Office)

Procedures

(Note: change this form to reflect your office procedures. Remove
parts that do not apply. Review legal, contractual, and statutory

i s for li ing and i those requirements in
these procedures.)

We at (insert name of entity/agency) take all consumer complaints
seriously. We strive to make your interaction with our offices rewarding

If there is an issue, please (insert how you want the consumer to make
a complaint i.e., call our office (xxx-xxx-xxxx)) and ask to speak with
(insert title of position i.e., Attorney or the name of the attorney) who
is responsible for all new complaints.

The (insert title of position i.e., Atterney or the name of the attorney)
will fill in our complaint intake form and attach any documentation which

you provide.

The (insert title of position i.e., Attorney or the name of the attorney)
will evaluate your complaint and after evaluation, will contact you to in
effort to resoive your complaint

Complaint will be added to the log. The log will be examined weekly to see
that all complaints have been or are being resolved by (insert title of
position i.e., Attorney or the name of the attorney)

IContact Officer

(Insert title of position i.e., Attorney or the name of the attorney)

Date Approved

(Insert title of posi ., Attorney or the name of the attorney,
his/her signature, and date]

Date of
c

(Insert effective date of policy and procedure; date and how it will be
i.e., staff i and date of training)

/Amendment
Dates

Date for Next
Review

(Insert date for next review)

Related

Links

References and

« This procedure is for publication (insert how this policy and
procedure will be published i.e., on our website and in our

office for all

Note: This document is for distribution to cusfomers, clients, or consumer. This SHOULD be posted on the
web. This may also be given to lenders upon their request

159

Complaint Log

160

160
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1.

Written Acknowledgement

(nsert name of entityy/agency)

Employee Acknowledgement - Consumer Complaints Policy and Procedures

| __ (insert employee name) , ___(insert employee job title)

of the (insert name of entity/agency) do hereby acknowledge that:

| have read the Consumer Complaints Policy and Procedures effective (insert
effective date of policy and procedure).

. | understand the Consumer Complaints Policy and Procedures effective (insert

effective date of policy and procedure).

. | had ample time and opportunity to ask questions in reference to Consumer

Complaints Policy and Procedures effective (insert effective date of policy and
procedure) prior to signing below.

. | have completed training on Consumer Complaints Policy and Procedures

effective (insert effective date of policy and procedure).

. | understand my responsibilities under the Consumer Complaints Policy and

Procedures and will abide by them.

161

Name of employee (for signature) Date

161

* Log

A process for

Review Checklist

e Minimum — Pillar 7
» Standard form
» Connects complaint with specific transaction
* Identify single point of contact

* Management
» Review of log
» Sign and date log

* Receiving and
* Addressing consumer complaints
* Helps ensure reported instances of

* Poor service or 162
» Non-compliance does not go undiscovered or unresolved

162
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Pillar 7 Complete

* Remember to review log
* Review for repeating issues

* Review for exposure to larger issues ‘e it
« Remember to redact prior to sending G‘V
log to lender a ‘\'.I'Y‘

163

Review

164
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Plan of Action

* Step by step

* Pillars 1, 6 and 7 easiest
* Pillars 4 and 5 medium

* Pillar 2 is difficult

* Pillar 3 very difficult — takes longer
than all the rest put together

* Break into parts
* Use samples and modify
* Size does matter

* Professional businesses all have some type of best practice
manual

165
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources
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ALTA Resources

175

175

ALTA Resources
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Fund Resources

The Fund Resources

7
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The Fund Resources

179

179

The Fund Resources

S

180

180
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The Fund Resources

 Lender information on requirements
* The 7 pillars of ALTA's Best Practices
« Sample policies and procedures
» Sample acknowledgments
* Sample spreadsheets
» Concept articles
e Links to other tools
* On-Demand webinar — Protecting NPI- Pillar 3
» Helpful links

 Much more

181

181

Thank you

for your time and attention

For more information please contact:

Linda Monaco, B.C.S.

Lmonaco@TheFund.com

182

94




AMERICAN

LAND TITLE
ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices G
Version 4.0 —

Published 01-23-2023 | Effective 05-23-2023

ALTA Best Practices Framework:

Title Insurance and
Settlement Company
Best Practices

Version 4.0

]
AMERICAN

LAND TITLE
ASSOCIATION

Page 1 0of 17

Copyright 2023 American Land Title Association. All rights reserved.
For more information about the ALTA Best Practices Framework, visit www.alta.org/best-practices

95


http://www.alta.org/best-practices

AMERICAN

LAND TITLE
ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices G
Version 4.0 —

Published 01-23-2023 | Effective 05-23-2023

ALTA Best Practices Framework

The ALTA Best Practices Framework has been developed to assist title agencies, and title insurers
to optimize their practices and procedures to ensure financial and data security, operational
stability, and to meet regulatory requirements along with fulfilling customer needs and
requirements. The ALTA Best Practices Framework is comprised of the following documentation
that can be utilized by a company to implement the Best Practices program:

e ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices
e ALTA Best Practices Framework: Assessment Procedures

e ALTA Best Practices Framework: Certification Package (Company may choose either the
Internal Assessment Representation Report and Letter or the Third-Party Assessment
Procedures Report)

Version History and Notes

Date Version Notes

1/2/2013 None Publication of the ALTA Title Insurance and Settlement Company Best

Practices, approved by the ALTA Board of Governors on December 20,
2012.

7/19/2013 | 2.0 Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices, along with other documents in the ALTA Best Practices
Framework, approved by the ALTA Board of Governors on July 19, 2013.

10/7/2016 | 2.5 Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices Framework (including addition of third-party signing
professionals provision), with other documents, approved by the ALTA
Bd of Governors on September 19, 2016.

10/17/2019 | 3.0 Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices, along with other documents in the ALTA Best Practices
Framework, approved by the ALTA Board of Governors on June 6, 2019.

1/23/2023 | 4.0 Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices, along with other documents in the ALTA Best Practices
Framework, approved by the ALTA Board of Governors on October 13,
2022. Publication on January 23, 2023, with an effective date of May 23,
2023.
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Title Insurance and Settlement Company Best Practices

Mission Statement

* ALTA seeks to guide its membership on best practices to protect consumers, promote
quality service, safeguard data and funds, provide for ongoing employee training, and meet
legal and market requirements. These practices are voluntary and designed to improve
operations and help members illustrate the industry’s professionalism and best practices to
help ensure a positive and compliant real estate settlement experience. These best practices
are not intended to encompass all aspects of title or settlement company activity.

* ALTA maintains these best practices to provide guidance for title and settlement companies
and to support oversight programs for the mortgage lending and real estate settlement
industry. ALTA accepts comments from stakeholders as we seek to continually improve
these best practices. A formal committee of ALTA members regularly reviews and makes
improvements to these best practices, seeking comment on each revision.

Definitions

Background Check: A Background Check is the process of compiling and reviewing both
confidential and public employment, address, and criminal records of an individual or an
organization. Background checks may be limited in geographic scope. This provision and use of
these reports are subject to the limitations of federal and state law.

Company: The entity implementing these best practices.
Consumer: Buyer(s), borrower(s), or seller(s) in a real estate transaction

Escrow: A transaction in which an impartial third-party acts in a fiduciary capacity for all or some
of the parties (including the Consumer, or lender) in performing Settlement services according to
local practice and custom.

Escrow Trust Account: An account at a Federally Insured Financial Institution utilized to hold
funds in trust for a real estate transaction. These funds are held in the account holder’s fiduciary
capacity as established by written instructions.

Federally Insured Financial Institution: A financial institution that has its deposits insured by an
instrumentality of the federal government (e.g., Federal Deposit Insurance Corporation (FDIC),
National Credit Union Administration (NCUA)).
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Licenses: The various business and professional licenses which are required to conduct the
business of title and Settlement services including, but not limited to, Title Agency or producer
licenses or registration, escrow/settlement licenses, a license to practice law, and local business
operating licenses.

Non-public Personal Information (NPI): Personally identifiable data such as information
provided by a Consumer on a form or application, information about a Consumer’s transactions, or
any other information about a Consumer which is otherwise unavailable to the general public. NPI
includes first name or first initial and last name in combination with any of the following: Social
Security Number, driver’s license number, state-issued ID number, credit card number, debit card
number, or other financial account numbers. NPI can exist and be stored in both paper and
electronic formats.

Positive Pay or Reverse Positive Pay: A system by which the authenticity of a check is
determined before payment is made by the financial institution against which the check is written.

Settlement: In some areas called a “Closing.” The process of completing a real estate transaction in
accordance with written instructions during which deeds, mortgages, leases, and other required
instruments are executed and/or delivered, an accounting between the parties is made, the funds
are disbursed, and the appropriate documents are recorded in the public record.

Title Agency: Any person, company or entity which is authorized by a Title Insurer to issue title
insurance policies. A Title Agency may also perform one or more of the following functions outside
of their relationship with the Title Insurer: (1) collect and/or disburse premiums, escrows, security
deposits or other funds, (2) handle escrow or Settlement, (3) solicit or negotiate title insurance
business, and/or (4) record documents.

Title Insurer: Any person, company, or entity that is licensed to issue and insure title insurance
policies.

Trial Balance: A list of all open individual Escrow ledger record balances at the end of the
reconciliation period.

Three-Way Reconciliation: A method for determining whether the three main components of the
Escrow Trust Account are in agreement at a regular interval (e.g., monthly, weekly, daily). This
process is also used for discovering shortages (whether incidental or intentional), charges that
must be reimbursed, or any type of errors or omissions that must be corrected in relation to an
Escrow Trust Account. This process requires a comparison of: (1) the Trial Balance, (2) the book
balance, and (3) the reconciled bank balance. If all three parts do not agree, the difference must be
investigated and corrected.
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Best Practices

1. BestPractice: Establish and maintain current License(s) as required to conduct the
business of title insurance and Settlement services.

Purpose: Maintaining state mandated insurance Licenses and corporate registrations, as required,
to ensure compliance with the state requirements for operations.

Procedures to meet this best practice:

° Establish and maintain for the Company and individuals, as needed:
o] Applicable business License(s); compliance with the Licensing, registration, and
business requirements of the applicable state regulatory authority;
o Appropriate compliance with ALTA’s Policy Forms Licensing (PFL) requirement;
o A confirmed listing in the ALTA Registry (subject to those business entity types
supported by the ALTA Registry).

Page 50f 17

Copyright 2023 American Land Title Association. All rights reserved.
For more information about the ALTA Best Practices Framework, visit www.alta.org/best-practices

99


http://www.alta.org/best-practices
https://www.alta.org/policy-forms/policy-forms-license-faq.cfm
https://www.alta.org/registry/

AMERICAN

LAND TITLE
ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices G
Version 4.0 —

Published 01-23-2023 | Effective 05-23-2023

2. BestPractice: Adopt and maintain appropriate written procedures and controls for
Escrow Trust Accounts allowing for electronic verification of reconciliation.

Purpose: Appropriate and effective Escrow controls and staff training help Companies meet
federal, state, and contractual requirements for the safeguarding of funds. These procedures help
ensure accuracy and minimize the risk of loss of funds. Loss of funds may not be covered by the
Title Agency's Errors and Omissions (“E&O”) insurance or the contract with its Title Insurer. Such
losses would then become the responsibility of the Title Agency. Settlement companies may engage
outside contractors to conduct Escrow Trust Accounting duties.

Procedures to meet this best practice:

. Escrow Trust Accounts are properly identified.

o] Accounts are identified as “escrow” or “trust” accounts. Appropriate identification
appears on all account-related documentation including bank statements, bank
agreements, disbursement checks, and deposit tickets.

o] Unless directed by the beneficial owner, Escrow Trust Accounts are maintained in
Federally Insured Financial Institutions and subject to written Escrow
agreements.

o Funds held in Escrow Trust Accounts or other funds the Company maintains under a
fiduciary duty to another person or entity (e.g., investment accounts) are separately
maintained and not commingled with the Company’s operating account or any
individual’s personal account.

. In making disbursements from Escrow Trust Accounts, and subject to state law
requirements, Company should ensure that undue risk is not being undertaken for
escrow deposits that are not fully settled or that could be reversible.

o Follow state good funds laws and Title Insurer requirements/guidelines for Escrow
Trust Account individual transaction disbursements.
. Positive Pay or Reverse Positive Pay are utilized, if available for the payment type, and

policies and procedures are in place that prohibit or control the use of Automated

Clearing House transactions, international wire transfers, and electronic/digital receipt

of funds from web based fintech applications.

o] When utilizing a third-party earnest money deposit or disbursement platform that
facilitates the digital transfer of Escrow Trust Account receipts and
disbursements, ensure that the platform meets any good funds law requirements
and is not subject to the Electronic Funds Transfer Act (EFTA) which allows for
reversal of consumer payments.

. A written wire transfer procedure is in place and tested at least annually.
o] For outgoing wire transfers, this includes documented procedures to verify wire
transfer instructions independent of the initial communication. Such procedures

Page 6 of 17

Copyright 2023 American Land Title Association. All rights reserved.
For more information about the ALTA Best Practices Framework, visit www.alta.org/best-practices

100


http://www.alta.org/best-practices

AMERICAN
LAND TITLE
ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices G
Version 4.0 —

Published 01-23-2023 | Effective 05-23-2023

should include the use of multi-factor authentication and should be similar in
nature to those currently cited by ALTA in the Outgoing Wire Preparation
CheckKlist.

(For a more detailed list and for specific areas that need to be addressed, please refer to

ALTA’s Information Security page https.//www.alta.org/business-tools/information-

security.cfm)
o For incoming wire transfers, this includes a documented procedure to alert Consumers
about the potential risks of wire fraud and guidelines to mitigate losses.
o Transactions are conducted by authorized employees only.

o Only those employees whose authority has been defined to authorize bank
transactions may do so. Appropriate authorization levels are set by Company and
reviewed for updates annually. Former employees shall immediately be deleted as
listed signatories on all Escrow Trust Accounts.

o Background Checks are obtained and reviewed during the hiring process.
Thereafter, at least every three years, updated Background Checks going back five
years are obtained and reviewed for all employees.

o] Establish and implement a written plan designed to evaluate the results of the
Background Checks and implement a process to mitigate any potential risks
discovered during the review.

o] Ongoing training is conducted for employees on the safe and secure management
of Escrow funds and proper Escrow accounting. Training should include, but not
be limited to, risk of digital funds transfer using fintech applications, good funds
requirements, and wire transfer fraud prevention best practices.

o Outstanding Escrow Trust Account file balances are documented and reviewed from
time to time to determine appropriate status or action. Balances older than six months
require management approval of activity.

. If available, efficient, and economical, make use of wire transfer verification service
providers. Such service providers should be vetted to understand any risk of use,
security protocols, and the providers’ protection of Consumer data.

. A written wire fraud response procedure, which includes the recommendations of the
ALTA Rapid Response Plan for Wire Fraud Incidents is in place and is reviewed at least
annually.

(For a more detailed list and for specific areas that need to be addressed, please refer to ALTA’s

Information Security page https://www.alta.org/business-tools/information-security)

. Escrow Trust Accounts are supported by detailed Trial Balances listing all open escrow
file balances.
. All Escrow Trust Accounts are reconciled.

o On at least a daily basis, reconcile the Escrow Trust Account activities in the
bank’s records to the activities in the Escrow Trust Account books, identifying and
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investigating any discrepancies. This activity may be performed electronically or
manually depending on volume of items clearing the bank.

o On at least a monthly basis, a Three-Way Reconciliation is performed.

o] Segregation of duties is in place to help ensure the reliability of the reconciliation
and reconciliations are conducted by someone who does not have signing or
disbursing authority.

o] Shortly after the monthly Three-Way Reconciliation of each fiduciary account is
completed, results are reviewed and approved by Company’s management and are
made available to Company’s contracted Title Insurer(s).
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3. Best Practice: Adopt and maintain a written information security plan (“WISP”) and a
written privacy plan to protect NPI as required by local, state, and federal law.

Purpose: Federal and state laws (including the Gramm-Leach-Bliley Act) require title companies to
develop a written information security plan (“WISP”) that describes the procedures they employ to
protect NPI. The WISP must be appropriate to Company’s size and complexity, the nature and scope
of Company’s activities, and the sensitivity of the Consumer information Company handles. A
Company evaluates and adjusts its program considering relevant circumstances, including changes
in Company’s business or operations, or the results of security testing and monitoring.

Procedures to meet this best practice:

. Establish and implement a WISP designed to protect the security and confidentiality of
NPI and the security of the Company’s information systems. The WISP should include:
o Multi-factor authentication, if available, that requires multiple credentials
(factors) for access to systems containing NPI.
o] Password management plan that requires unique login names and system
passwords to access systems containing NPI. System passwords must meet
minimum standards which include:

. re-entry of the password after system idling;

] passwords that expire after a certain period of time; and

] difficult-to-guess passwords that include a combination of uppercase letters,
lowercase letters, special characters, with a minimum length of eight total
characters.

o] Timely software updates that require routine updates to systems, software, and
code that, when left outdated, can result in data breaches, cyberattacks, exploits,
ransomware attacks and other exposure of NPI.

o] Physical security.

] Restrict access to the Company’s information systems to only authorized
employees and authorized service providers who have undergone
Background Checks.

. Prohibit or control the use of removable media.

] Control physical access to NPI in physical forms, including cabinets, desks,

storage, or other areas where NPI exists in any physical or electronic format,
to authorized employees and authorized service providers who have
undergone Background Checks.

o] Network and cloud security to protect NPI.
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o Maintain and secure access to Company information technology software
applications and data stored on physical or virtual equipment at Company
location(s), in a data center, in the cloud, or hosted by third-party vendors.

Develop guidelines for the appropriate use of Company information technology.

(For a more detailed list and for specific areas that need to be addressed, please refer to ALTA’s

Information Security page https://www.alta.org/business-tools/information-security)

o Preparedness and Training.

(0]

(0}

Establish, and periodically test, a written business continuity and disaster
recovery plan outlining procedures to recover and maintain information, business
functions, and business processes in the event of a disruption or compromise of
systems or facilities, including continuity of operation for Consumer Settlements,
and timely notification of parties in case of any delays.

Establish, and periodically test, a written incident response plan designed to
promptly respond to, and recover from, a cybersecurity incident, which includes
all the recommendations of the ALTA Cybersecurity Incident Response Plan

template.
(For a more detailed list and for specific areas that need to be addressed, please refer to ALTA’s

Information Security page https://www.alta.org/business-tools/information-security)
Periodically review the Company’s security controls and the Company’s WISP and
make appropriate changes to address emerging threats and risks to the
Company’s information systems and NPI.

Establish a training program to guide management and employee compliance with
Company’s WISP and awareness of current and developing cybersecurity threats.

o Comply with applicable federal and state laws which may require companies that
possess records containing NPI to maintain records securely, to retain records for
prescribed time periods, and to dispose of records (physical and electronic) in a manner
that protects against unauthorized access to or use of NPIL.

. Select service providers and third-party systems whose information security policies
are consistent with Company’s WISP, including but not limited to:

(0}

Independent contractors and service provider employees who have access to NPI
in the course of their work. This group of people may include signing
professionals, IT consultant employees, outsourcing company employees, and
third-party software provider employees.

Software tools and resources which may have access to NPI or store records
containing NPI as part of their setup or operation. These software tools and
resources might include third-party software or systems; automated processes for
order entry, search, or production; automated or artificial intelligence processes
that integrate with other internal or external systems; automated status or
communication processes; API data integrations; and software add-ins or plug-ins.
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o Other systems which may not be designed to have access to NPI but may
inadvertently provide a gateway into Company systems, including, but not limited
to, security systems, climate control systems, smart home devices, guest Wi-Fi
access, and personal devices occasionally connected to the Company network by
employees or guests.

o Establish a privacy policy explaining how data is collected and used and publish it on
Company’s website(s) or provide information directly to Consumers in another useable
form.
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4. Best Practice: Adopt standard real estate Settlement policies and procedures that help
ensure compliance with: (i) federal and state consumer financial protection laws and
regulations, and (ii) contractual obligations as applicable to the Settlement process.

Purpose: Adopting appropriate policies and procedures, including conducting ongoing employee
training, to help ensure Company can meet federal, state, and contractual obligations governing the
Settlement. These policies and procedures must be appropriate to the locale because consumer
financial protection laws may vary from state to state. Appropriate and effective training helps
Settlement Companies safeguard Settlement documents. These procedures help maintain accuracy,
minimize errors in completing the Settlement, and provide a framework for a positive Consumer
experience.

Procedures to meet this best practice:

. Train staff to provide a framework which will:

o] Minimize errors in completing the Settlement.

o] Enable a timely response to concerns raised by any of the parties following the
Settlement, including addressing Consumer complaints in compliance with the
requirements of ALTA Best Practices.

. Establish and observe proper pricing procedures.

0 Establish and implement written procedures to charge the appropriate title
insurance premium and other fees for services provided by Company. These
premiums and fees may be charged based on state and federal legal requirements,
contractual obligations, or as set by Company.

Ll Utilize rate manuals and online calculators, as appropriate, to ensure correct
amounts are being charged for title insurance policy premiums, state or
Company-specific fees, and endorsements.

. Ensure discounted premiums are calculated and charged when appropriate,
including refinance or reissue premiums.
Ll Quality-check the Settlement documents after Settlement to ensure

Consumers were charged the correct premiums and fees. Issue timely
refunds to Consumers when an overpayment is detected.
o Disclose Affiliated Business Arrangements.

o In compliance with state and federal laws and regulations, establish and
implement procedures requiring proper disclosure of any affiliated business
arrangements in which Company participates.

o Prepare and execute documents accurately.

o Establish and implement written procedures regarding the preparation and

proper execution of Settlement documents. These procedures must comply with
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state law, federal law, contractual obligations with the Title Insurer, and as
contractually agreed to by the Consumer or lender, and/or as directed by the
Consumer or lender.

. Oversee signing professionals.

e}

Establish and implement written procedures to monitor and verify that all signing
professionals possess the appropriate state licensing and insurance to notarize
documents (both in person and remotely, if applicable), conduct the Settlement (if
applicable), and safeguard NPI. These requirements are determined by a mix of
legal and contractual obligations, including state regulations and Title Insurer
requirements and restrictions.

For signing professionals who are employed by Company, establish and
implement written procedures to perform Background Check(s) for employees
who conduct Settlements or who have access to Settlement documents and funds.
For signing professionals who are third parties, require demonstrable evidence of
their current state licensure, where required, or a recognized and verifiable
industry designation; and E&O insurance and Notary surety bond, if required by
state law and/or the Title Insurer.

Require a written acknowledgement of compliance with Company’s instructions
and Company’s WISP as detailed in ALTA Best Practices.

For a third-party signing professional contractually retained by anyone other than
Company (e.g., the lender, Consumer, or an attorney representing any of these
parties), the responsibility for verifying that the third-party signing professional
meets applicable standards rests with that party.

Company may engage a vendor who assumes the obligation to monitor and verify
that the third-party signing professional complies with ALTA Best Practices
requirements.

. Selecting Remote Notarization Platforms.

(0}

If Company employees will be notarizing Settlement documents via remote
notarization, select a remote notarization platform authorized by the state in
which the notary public is located and that is approved by the Title Insurer, as
applicable. Ensure that the software platform is capable of meeting the minimum
requirements of the state, including retention of the video and safeguarding of
NPL

Implement procedures to charge fees as authorized by the state regulations.

If Company will engage a third-party to notarize documents via remote
notarization, oversee the selection of the platform in compliance with ALTA Best
Practices. If the state in which the property is located has a process to approve
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remote notarization platforms, the selected software platform must be approved
by the state and the Title Insurer, as applicable.

. Establish and follow consistent and correct recording procedures.
0 Record documents pursuant to legal and contractual requirements and
incorporate those requirements in Company’s written procedures.
] Submit electronically or deliver documents for recording to the appropriate

recording jurisdiction or the person or entity responsible for recording
within two (2) business days of the later of: (i) the date of Settlement, or (ii)
receipt by Company if the Settlement is not performed by Company.

. If Company will be submitting documents for recording through an e-
recording vendor, ensure Company complies with local laws and
requirements, and has a contract or agreement in place with the e-recording

vendor.

Ll Track delivery and receipt of documents for recording. Timely and
appropriately address recording rejections.

] Verify proper recordation of the document(s) and maintain a record of the

recording information.

0 Comply with written procedures and controls for Escrow Trust Accounts,
including e-recording accounts containing recording fees and/or any applicable
tax that may be imposed by the state or municipality on the recording of
documents.
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5. Best Practice: Adopt and maintain written procedures related to title policy production,
delivery, reporting, and premium remittance.

Purpose: Adopting and implementing appropriate procedures for the production, delivery, and
remittance of title insurance policies helps ensure that Companies can meet their legal and
contractual obligations.

Procedures to meet this best practice:

o Title policy production and delivery.
o] Title insurance policies should be issued and delivered in a timely manner to meet
statutory, regulatory, and contractual obligations.
] Issue and deliver policies within thirty days of the later of:
(i) the date of Settlement, or (ii) the date that the terms and conditions of the
title insurance commitment are satisfied, unless statutory or regulatory
requirements deem that an earlier delivery is necessary.
J Premium reporting and remittance.

o] Title insurance policies should be reported to the Title Insurer (including a copy of
the policy, if required by the Title Insurer) to meet applicable statutory,
regulatory, and contractual obligations, but not to exceed 45 days following:

(i) the date of Settlement, or (ii) the date the terms and conditions of the title
insurance commitment are satisfied.

o] Title insurance premiums are remitted to the Title Insurer to meet applicable
statutory, regulatory, and contractual obligations.
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6. Best Practice: Maintain appropriate insurance and fidelity coverage.

Purpose: Appropriate levels of professional liability insurance or E&O insurance, cyber liability
insurance, and crime coverage help ensure Company maintains the financial capacity to stand
behind their professional services. Specific types of insurance or coverage may be required by law,
regulation, or contractual obligations.

Procedures to meet this best practice:

o Company maintains appropriate professional liability insurance or E&O insurance,
cyber liability insurance, and crime coverage, according to Company size and Settlement
volume.

. Company complies with requirements for professional liability insurance, E&O

insurance, fidelity coverage, or surety bonds, as required by state law or Title Insurer
contractual obligations.

o Insurance coverage limits and exceptions, particularly E&O insurance, cyber liability
insurance, and crime coverage, change frequently and should be thoroughly reviewed
with the Company's insurance broker/agent at least on an annual basis.
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7. Best Practice: Adopt and maintain written procedures for resolving Consumer
complaints.

Purpose: A process for receiving and addressing Consumer complaints helps ensure reported
instances of poor service or non-compliance do not go undiscovered or unresolved.

Procedures to meet this best practice:

. Consumer complaint intake, documentation, tracking, and resolution.
o] Standard procedures for logging and resolving Consumer complaints helps ensure
that sufficient information to understand the nature and scope of the complaint is
being received and acted upon.

= Develop a standard Consumer complaint form that identifies information
that connects the complaint to a specific transaction.

. Set a single point of contact for Consumer complaints.

. Establish procedures for forwarding complaints to appropriate personnel.

Ll Have appropriate follow up on complaints until resolved or closed, including

periodic review of unresolved/open complaints, closed complaints, and, as
appropriate, Consumer communication.

] Maintain a log of Consumer complaints that includes when and how the
complaint was resolved or closed.
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ALTA Best Practices Framework

The ALTA Best Practices Framework has been developed to assist title agencies, and title insurers to
optimize their practices and procedures to ensure financial and data security, operational stability, and
to meet regulatory requirements along with fulfilling customer needs and requirements. The ALTA Best
Practices Framework is comprised of the following documentation that can be utilized by a company to
implement the Best Practices program:

e ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices
e ALTA Best Practices Framework: Assessment Procedures

e ALTA Best Practices Framework: Certification Package (Company may choose either the Internal
Assessment Representation Report and Letter or the Third-Party Assessment Procedures Report)

Version History and Notes

Date

Version

Notes

7/19/2013

2.0

Publication of the ALTA Best Practices Framework: Assessment Procedures,
along with other documents in the ALTA Best Practices Framework, as
approved by the ALTA Board on July 19, 2013. This is the first publication of
the ALTA Best Practices Framework: Assessment Procedures.

11/13/2014

21

Amendment to Assessment Procedure 3.09(a) pursuant to a motion
approved by the Board of Governors to remove the reference to encryption
of data atrest.

10/7/2016

2.5

Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices (including addition of third-party signing professionals
provision), along with other documents in the ALTA Best Practices
Framework, approved by the ALTA Board of Governors on September 19,
2016.

10/17/2019

3.0

Publication of the revised ALTA Title Insurance and Settlement Company Best
Practices, along with other documents in the ALTA Best Practices Framework,
approved by the ALTA Board of Governors on June 6, 2019.

1/23/2023

4.0

Publication of the revised ALTA Title Insurance and Settlement Company
Best Practices, approved by the ALTA Board of Governors on October 13,
2022, along with other documents in the ALTA Best Practices Framework,
including this document, the ALTA Best Practices Framework: Assessment
Procedures. Publication on January 23, 2023, with an effective date of May
23,2023.
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Please Note

Utilize these ALTA Best Practices Assessment Procedures to determine Company’s compliance
with the ALTA Best Practices. If any exceptions are noted for any of the testing procedures, the
exceptions should be documented and reported. A final assessment or audit reportissued should
include a list of exceptions noted by section and may include any explanations or action plan provided
by Company.

Capitalized Terms:

e C(Capitalized Terms appearing in both these Assessment Procedures and the ALTA Best
Practices Framework: Title Insurance Settlement Company Best Practices (“Best Practices”)
shall have the meanings set forth in the Best Practices document.

Documentation Guidelines:

e Detailed notes or documentation copies should be maintained for a minimum of five (5)
years to support testing performed and testing exceptions for each procedure.

Testing Guidelines:

e  Where possible, the same file sample may be used throughout the assessment to test
multiple procedures.

Not Applicable (NA):

o Some of the Assessment Procedures will not be applicable to some Companies due to laws,
regulations, or business model. Inapplicability of an Assessment Procedure does not result
in a “Yes” in the “Exceptions Noted” column for such procedure, but a “NA” designation
should be used instead.
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 1:

Establish and maintain current License(s) as required to
conduct the business of title insurance and Settlement services.

1.01

Confirm that Company has a process for monitoring and tracking
the current License(s) as required to conduct the business of title
insurance and settlement services.

Y/N

1.02

Confirm the active status of Company and/or individual
Licenses/registrations for each state in which Company conducts
business. In states where Title Insurer appointments are required,
ensure that Company and/or individual producers are appointed by
each Title Insurer as applicable.

Documentation reviewed may include actual licenses, Department of
Insurance or appropriate state regulatory agency
websites/screenshots, Bar Association status, corporate
registration(s), business registration(s), evidence of appointments
with the state, and other documentation as applicable to
state/license.

Sample Selection:

o Review a list of states in which Company conducts business
and a list of licensed employees. Select a sample of files and
verify that Company and/or individual(s) disbursing or signing
documents maintain appropriate current and valid licensing in
accordance with the state's laws and regulations.

Y/N

1.03

View Company’s active ALTA Policy Forms License or verify
compliance on ALTA website.

Y/N

1.04

For each Company office location performing settlement services,
verify that Company has established a listing in the ALTA Registry
(subject to those business entity types supported by the ALTA
Registry).

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 2:

Adopt and maintain appropriate written procedures and
controls for the protection of Escrow Trust Accounts
allowing for electronic verification of reconciliation.

Note: These procedures apply to all custodial or fiduciary accounts,
including closing and disbursement accounts, recording and tax
accounts, construction disbursing accounts, Title Insurer
remittance/premium accounts, and other similar accounts.

2.01

Obtain Company’s written procedures and controls regarding hiring
and training related to Escrow Trust Accounts.

Y/N

2.02

Obtain a complete listing, certified by Company, of ALL open (active
and inactive; escrow and non-escrow) bank accounts and authorized
signers, wire initiators, and approvers on the accounts.

a. Verify that Company is not comingling fiduciary funds,
including Title Insurer’s portion of the premium, with
operating funds. Review active listing of employees to ensure
signers, wire initiators, and approvers are actively employed.

b. If signatory stamps are being used to sign escrow checks, test
to confirm only authorized signers have access to the stamp.

c. Ensure there are procedures for conducting 5-year Background
Checks upon hiring and every 3 years thereafter. Select a
sample of signors and obtain an invoice or documentation
showing completion of Background Checks. Review Company’s
written plan to evaluate Background Check results to mitigate
potential risks discovered during the review.

d. Ensure Company deposits certified funds to comply with good
funds requirements and Title Insurer requirements/guidelines
prior to disbursing from Escrow Trust Accounts.

e. Verify compliance with Company’s process for training
employees on management of escrow funds and Escrow Trust
Accounts. Training should include awareness of digital funds
transfer, good funds laws, and wire transfer fraud preventions.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

2.03

Obtain two (2) month-end Three-Way Reconciliations for each
Escrow Trust Account and perform the following:

Note: Three-Way Reconciliation documentation at a minimum includes
bank statement, reconciliation sheet/summary page with book balance,
outstanding deposits list/deposits in transit, open escrow file listing or
trial balance and outstanding disbursements list, all as of the
reconciliation date. Compare: (1) the Trial Balance, (2) the book balance,
and (3) the reconciled bank balance to ensure all three parts agree. If
they do not agree the difference must be investigated and corrected.

Definition of Significant items:
e Deposits in transit over $10,000 over 3 business days old.
e Aggregate transactions over $10,000 for shortages.

e Outstanding checks depending on payee as noted in sub-
procedure 2.03.k in excess of $5,000 over 180 days old,
mortgage payoffs over 10 business days old.

Definition of Active versus Inactive/Dormant Accounts:
e Active Account - Used for current transactions.
e Inactive/Dormant Account:
0 No new significant incoming funds into account.

0 Nodisbursements related to new closings from
account.

0 Minimal activity through account in last six
months (dormant).

Sample Selection:

Based on a review of the reconciliations selected, sample exceptions
noted as defined above, as well as exceptions noted from the review of
sections a. - n. below:

a. Verify that reconciliations were completed monthly and within
10 business days of the closing date of the bank statement.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

2.03

b. Verify that daily reconciliations of the receipts and
disbursements and monthly Three-Way Reconciliations are
prepared independently, if size of agency permits, by someone
not associated with the receipt and disbursement function. The
daily reconciliation of the receipts and disbursements is not
applicable to Inactive/Dormant Accounts. Verify accounts are
Three-Way reconciled, which includes being supported by a
detailed trial balance listing of open escrow files.

c. Verify that reconciliations are reviewed and signed off by
management or a Supervisor.

d. Verify that reconciliations, bank statements, and supporting
documentation can be provided to Company’s contracted Title
Insurers upon request.

e. Determine whether accounts are in balance, contain all
supporting reports and that a proper Three-Way Reconciliation
is being produced. The book balance, reconciled bank balance,
and trial balance should be in agreement.

f.  Verify that the bank statements and account related
documentation for each Escrow Trust Account is clearly labeled
by the bank as an Escrow Trust Account and that the Escrow
checks and deposit tickets/records clearly identify the
associated file numbers.

g. Verify opening bank and book balances to ending balance on
prior month’s reconciliation or differences are identified.

h. Review bank statement activity noting bank charges, insufficient
funds charges, and negative daily balances; investigate and
confirm resolution. Verify that all bank charges are funded by
Company’s operating account within 5 business days of the
earlier of discovery or completion of reconciliation.

i. Test Significant deposits in transit listed on the most current
reconciliation. If they are older than 3 business days, investigate
and determine if there is a true shortage and verify resolution or
funding.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

2.03

j-  Determine Company’s process for follow up on outstanding
checks, including procedures for escheating funds. Verify
clearing or adherence to follow-up process for significant
outstanding checks including, but not limited to, checks to
recording clerk, tax collector, hazard insurance provider, Title
Insurer, or checks for mortgage payoffs and any other high-
risk items.

k. Review the Trial Balance for dormant funds that may be eligible
for escheatment to ensure Company is following its procedures.

Test significant file shortages, dormant funds (significant file
balances over 180 days), and significant miscellaneous files to
verify documentation of their status and that shortages were
funded within 5 business days of the earlier of discovery or
completion of reconciliation. Ensure management approval is
documented for disbursement activity on files and balances
dormant more than six months.

. Review and test adjustments (reconciling items) needed to
bring the account in balance and verify their validity.

m. From a review of cancelled checks or disbursement registers,

select a sample across accounts and test checks, if any, and wires
that may require further review, such as checks going back into

Escrow, disbursements paid to cash or employees, amounts
transferred between accounts, suspicious payees, multiple

disbursements to the same payees, large round dollar amounts
and any other questionable disbursements. These disbursements

should be agreed to a closing file and Settlement statement.

n. Verify Company procedures for daily clearing and reconciliation of

the receipts and disbursements.

Y/N

2.04

If Company is holding any customer investment accounts, select a
sample of interest-bearing trust accounts. Verify that Company
maintains records/documentation supporting activity for interest
bearing (customer investment) Escrow Trust Accounts.

Y/N

2.05

For all Escrow Trust Accounts, determine whether the Escrow Trust
Accounts are maintained at Federally Insured Financial Institutions
unless directed by the beneficial owner.

Y/N
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)

2.06 For accounts reviewed in Assessment Procedure 2.03, verify the
following:

a.  Ensure transactions are only conducted by authorized
employees. Ensure former employees are immediately deleted
from bank signature cards or online access.

b. Verify Positive Pay on active accounts, if available for the
payment type. Review bank documentation such as monthly
account analysis statement or bank positive pay entitlement
documentation.

c. Company has policies and procedures in place that prohibit or
control the use of ACH and international wire transfers to
protect against unauthorized transactions.

Y/N

d. If Company is utilizing web based fintech applications to receive
funds, ensure Company has procedures to vet the vendor to
understand the risk, including the inability to “claw back” funds
due to application of the Electronic Funds Transfer Act and that
the utilization of service complies with any applicable good
funds requirements.

e. Testfiles to ensure funds received comply with “good funds
laws” as defined by state laws and regulations, and Title Insurer
requirements.

2.07 For wire activity:

a. Obtain Company’s written wire transfer procedure and
verify that the procedure includes: (1) for outgoing wire
transfers, verification of wire transfer instructions
independent of initial communication; (2) for incoming
wire transfers, a procedure to alert consumers regarding
the risks of wire fraud and guidelines to mitigate losses; (3)
includes muti-factor authentication and is similar in nature
to the ALTA Outgoing Wire Preparation Checklist; and (4) a
commitment to review the procedure at least annually.

Y/N

b. Obtain Company’s written wire fraud response procedure
and verify that it substantially conforms to the ALTA Rapid
Response Plan for Wire Fraud Incidents, is reviewed at
least annually, and updated when necessary.
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2.08 If Company utilizes a wire transfer verification service provider, ensure
Company has written procedures related to vetting the provider to
understand the risks of use, security protocols, and the provider’s Y /N
processes to protect Consumer data.

Page 10 of 22

Copyright 2023 American Land Title Association. All rights reserved.
For more information about the ALTA Best Pracﬁiﬁe,f Framework, visit www.alta.org/best-practices



ALTA Best Practices Framework: Assessment Procedures

Version 4.0

Published 01-23-2023 | Effective 05-23-2023

Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 3.

Adopt and maintain a written information security plan (“WISP”)
and a written privacy plan to protect NPI as required by local,
state, and federal law.

Note: These Assessment Procedures should be applied as appropriate to
Company’s size and complexity, the nature and scope of Company’s
activities, and the sensitivity of the Non-public Personal Information
(“NPI”) Company handles.

3.01

Obtain Company’s WISP designed to protect its NPI and verify that
the program is reviewed and updated as necessary, at least annually.
The program should at a minimum ensure all sections of ALTA Best
Practice 3 are included.

Y/N

3.02

Obtain evidence that employees were trained in Company’s WISP
upon hiring and that refresher training is conducted for all
employees annually.

Y/N

3.03

Obtain Company’s information security risk assessment, including the
risk ranking (e.g., low, medium, high) recognizing the potential
probability of occurrence and impact on information systems.

Review Company’s process for assessing risk to its customer
information and verify that it includes the following:

a. Locations, systems, and methods for storing, processing,
transmitting, and disposing of its customer information.

b. Potential internal and external threats that could resultin a
breach, unauthorized disclosure, misuse, alteration, or
destruction of NPI or customer information systems and
assessments of the likelihood and potential damage to
Company and its customers of these threats.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

3.04

Verify that key controls, systems, and procedures in the WISP are
regularly tested by independent staff in accordance with the risk
assessment.

Specifically, review that the following are included in the testing:

a. Management’s documented approach for testing the
WISP and evidence of testing.

b. Frequency of testing of the WISP.

c. Documentation of approach for tracking and remediating
exceptions and/or control gaps.

Y/N

3.05

Verify employees are required to review an acceptable use of
information technology assets policy at least annually (e.g.,
acceptable use of the Internet, email, and Company information
resources).

Y/N

3.06

Obtain and review written policies and procedures to verify logical
access to information systems (e.g., network, data base, and
application layers) containing NPI is restricted to authorized
persons only, is periodically reviewed as needed or at least
annually, and access changes are documented resulting from the
reviews.

Y/N

3.07

e Select a sample of employees with access to NPI:

0 Test the user access provisioning process to determine if
access has documented approval in accordance with
policy prior to granting.

0 Obtain evidence (e.g., invoice/documentation in
personnel files) that Background Checks were
conducted upon hiring or within the past 3 years.

e Select a sample of terminated employees.
0 Verify the user access was removed per policy.

e Verify administrative access rights (e.g., ability to add, modify
and remove user access) to systems containing NPI are not
assigned to personnel performing business transactions
within the system.

e Verify access review is being performed by management at
least annually to confirm that employees only have access to
customer information or customer information systems
which are necessary to perform their job functions.

Y/N
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)

3.07 e Verify that logical access controls to the network and

information systems containing NPI are in place.

0 Obtain listing of user IDs for systems with NPI. Verify
IDs are unique and assigned to specific users.

0 Test Company’s WISP to ensure the password
management includes:

- Multi-factor authentication, if available, that requires
multiple credentials (factors) for access to systems
containing NPI.

- Unique login names and system passwords assigned to
individual users to access systems containing NPL

System passwords must meet minimum standards Y/N
which include:
= re-entry of the password after system idling;
= passwords that expire after a certain period of time;
= difficult-to-guess passwords that include a
combination of uppercase letters, lowercase letters,
special characters, with a minimum length of eight
total characters.
3.08 e Review policies restricting or controlling the use of removable
media (e.g., USB ports and devices, CD/DVD writable drives and
media). Y/N
e Obtain evidence that system configuration settings are
consistent with the policy.
3.09 e Determine if Company utilizes encryption or a secure
delivery method for NPI.
e Obtain evidence demonstrating the use of encryption or Y/N

alternative secure delivery method for NPI.
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)

3.10 e Obtain and review documented procedures for monitoring

and detecting attacks/intrusions into customer information
systems and responding to incidences. If monitoring of
external threats has been outsourced, obtain evidence of
reporting and subsequent management review.

e Select a sample of notifications of security alerts and verify
management’s follow-up activity.

e Obtain and review documented procedures for security
breach notification, including evidence of program review Y/N
at least annually. Procedures must align with the specific
state breach reporting and notification requirements.

e Obtain and review documented procedures for monitoring,
detecting, and responding to incidences of
attacks/intrusions into customer information systems. If
monitoring of external threats has been outsourced, obtain
evidence of reporting and subsequent management review.

e Select a sample of notifications of security alerts and verify
management’s follow-up activity.

3.11 e Obtain and review the clean desk policy and verify compliance
through inspection.

e Verify access to work areas and physical locations containing
customer information, such as buildings, computer facilities Y/N
and record storage facilities, is limited to authorized personnel
only. Inspect physical locations to verify that they are secured
and access is limited to authorized personnel.

3.12 e Obtain and review change management procedures when
technology and business function changes are made.

e Ensure there are procedures in place which require timely
software updates for systems that require routine updates
to systems, software, and code.

e Verify procedures are in place to determine that systems Y/N

modifications to hardware and software are consistent with the
approved security program. Specifically, test a sample of
hardware or software changes to verify that they are
documented, tested, and approved.
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

3.12

Verify there is a written incident response plan. The plan should
be designed to promptly respond to, and recover from, a
cybersecurity incident and include:

0 all the recommendations of the ALTA Cybersecurity
Incident Response Plan template;

0 single point of contact;

0 contact list of authorities for security incident
notifications;

0 cyber and breach insurance and carrier contacts for
incident and claim reporting.

Verify Company's process for periodic reviews, at least annually,
of security controls and Company’s WISP and make appropriate
changes to address emerging threats and risks to Company’s
information systems and NPI.

Verify Company has procedures related to training management
and employee compliance with Company's WISP, and alerts to
current and developing cybersecurity threats.

Y/N

3.13

Obtain Company’s procedure for data and system backup and
business resumption to protect against destruction, loss, or
damage of information from potential environmental
hazards, such as fire and water damage or technological
failures.

Verify that the disaster management plan is routinely tested
with results documented.

Y/N

3.14

Determine whether Company provides NPI to any other party,
including third-party entity, system, or service, or whether any other
party, entity, system, or service has access to NPI through system(s) or
service(s) provided directly to Company.

a.

Verify and obtain evidence that Company conducted due
diligence in selecting its service providers and takes information
security into consideration when performing due diligence.

Verify that Company has controls to monitor security procedures
of service providers to safeguard customer information (e.g.,
review of Background Checks, audits, security reviews or tests,
intrusion logs). Verify that the third-party is maintaining
adequate cyber and breach insurance.

Y/N
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)

3.14 c. If Company has remotely hosted or remotely accessible systems

for storing, transmitting, or transferring NPI, verify that
Company utilizes multi-factor authentication for all access Y/N
points.

3.15 Verify the existence of Company’s Privacy Policy and its process of

giving notice to customers. If Company does not have a website,
ensure that notice is provided directly to customers in a usable Y/N
format.

3.16 Determine whether Company maintains a website. If so, inspect

Company's website and verify the following:

a. The website includes Company’s Privacy Policy.

b. The website's Privacy Policy accurately discloses what NPI is Y/N
obtained on the site and provides a link or contact information
for users or customers to obtain more information.

3.17 e Obtain and inspect policies and procedures for record

retention and disposal. Verify procedures are in place for
disposal of NPI.

e Ifdocument/electronic media disposal services are provided Y/N
by a third-party, obtain evidence of the contract
agreement/SLA and a recent document disposal certificate
from the vendor.
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 4.

Adopt standard real estate Settlement policies and procedures
that help ensure compliance with: (i) federal and state
consumer financial protection laws and regulations, and (ii)
contractual obligations as applicable to the Settlement process.

4.01

Obtain and/or document Company’s written procedures to maintain
compliance with all sections of ALTA Best Practice 4.

Y/N

4.02

Review Company documents and a selection of closed files for the
following:

a. For completion of the Settlement, ensure Company has
procedures related to training staff to minimize errors in
completing the Settlement, respond timely to concerns
raised by parties to the Settlement, and that such written
procedures were followed in the sampled closed files.

b. For title insurance premiums and other fees, ensure Company
has written procedures related to charging the appropriate
title insurance premiums and other fees for services provided
and such written procedures were followed in the sampled
closed files.

c. Confirm Company is utilizing rate manuals and/or online
calculators, as appropriate, to ensure correct amounts are
being charged for title insurance policy premiums, state or
Company-specific fees, and endorsements.

d. Ensure discounted/reissue rates are calculated and charged
when appropriate, including refinance or reissue
premiums.

e. Confirm that refunds and other fees are timely issued to
Consumers when an overpayment is detected.

f.  For Affiliated Business Arrangements, ensure Company has
written policies and procedures regarding compliance with
state and federal laws for any affiliated business arrangements
in which Company participates and such written procedures
were followed in the sampled closed files.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

4.02

For execution of Settlement documents, ensure that there are
written procedures regarding the preparation and proper
execution of Settlement documents and such written
procedures were followed in the sampled closed files.

Y/N

4.03

Review Company documents and a selection of closed files for the
following:

a.

For all signing professionals, verify that all signing professionals
possess the appropriate state licensing and insurance to
notarize documents (both in person and remotely, if applicable),
conduct the Settlement (if applicable), and safeguard NPL.**

For signing professionals who are Company employees, verify
that Company has written procedures to perform Background
Check(s) for employees who conduct Settlements or who have
access to Settlement documents and funds.

For signing professionals who are third-parties, confirm that
Company maintains the signing professional’s current state
licensure, where required, or a recognized and verifiable
industry designation; E&O insurance; and Notary surety bond, if
required by state law and/or Title Insurer.**

Confirm that each signing professional has signed an
acknowledgment of compliance with Company’s instructions
and Company’s WISP.

For Remote Notarization Platforms, ensure that Company
selects a remote notarization platform(s) authorized by the
state in which the notary public is located and that is approved
by the Title Insurer, as applicable.

**NOTE: Company may engage a vendor who may assume the
obligations to monitor and verify that the third-party signing
professional complies with ALTA Best Practices requirements.

Y/N
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)
4.04 From the selected closed files, perform the following to confirm that
Company is recording documents pursuant to legal and contractual
requirements:

a. Verify that Company submitted the documents electronically or
delivered documents for recording to the appropriate recording
jurisdiction or the person or entity responsible for recording
within two (2) business days of the later of: (i) the date of
Settlement, or (ii) receipt by Company if the Settlement is not
performed by Company.

b. For e-recording, confirm that Company utilizes an e-recording
vendor which complies with local laws and requirements, and
that Company has a contract or agreement in place with the e- Y/N
recording vendor.

c. Confirm that Company tracked the delivery and recording of the
document(s) and, if any documents were rejected for recording,
that Company timely and appropriately addressed the rejection.

d. Verify that Company maintains a record of the recording
information.

e. For Escrow Trust Accounts utilized to pay costs to record

documents, ensure that Company complies with written
procedures and controls for Company’s Escrow Trust Accounts
and such written procedures were followed in the sampled
closed files.
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 5

Adopt and maintain written procedures related to title policy
production, delivery, reporting and premium remittance.

5.01

Obtain Company’s written procedures and controls for title policy
production, delivery, reporting and premium remittance.

Y/N

5.02

Using a representative sample of files, perform the following
(Note: this sample can be the same as used for Assessment
Procedure 4.03):

a.

Verify title insurance policies were issued within (30) days of
the date of Settlement or the date that the title insurance
commitment terms and conditions were satisfied, unless
statutory or regulatory requirements deem that an earlier
delivery date is necessary.

Verify that policies were reported to the Title Insurer (including
a copy of the policy, if required), within forty-five (45) days of
the date of Settlement or the date that the title insurance
commitment terms and conditions were satisfied, unless
applicable statutory, regulatory, or contractual obligations
require earlier reporting.

Verify that the correct portion of the premium collected for
each file was remitted to the Title Insurer in accordance
with applicable statutory, regulatory, and contractual
obligations.

Y/N
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Assessment
Procedure
Number

ALTA Best Practices Framework: Assessment Procedures

Exceptions
Noted?

(Y/N)

ALTA Best Practice 6

Maintain appropriate insurance and fidelity coverage.

6.01

e Obtain a list of Company’s current professional liability
insurance or errors and omissions insurance, fidelity
coverage, surety bonds, and any Crime or Cyber insurance
coverages including coverage amounts and expiration dates.
Verify accuracy of the list by comparison to policy
declaration pages.

o Verify that Company maintains professional liability insurance
or errors and omissions insurance, fidelity coverage, or surety
bonds in accordance with the contractual agreement with
Company’s Title Insurer(s).

o If coverage is required by state law, verify that coverage meets
minimum requirements for each state in which Company is
licensed.

e Verify that Company discusses coverage with their
casualty/liability insurance agent or broker at least annually to
ensure that the insurance coverage meets current insurance
requirements.

Y/N
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Assessment Exceptions
Procedure | ALTA Best Practices Framework: Assessment Procedures Noted?
Number (Y/N)

ALTA Best Practice 7
Adopt and maintain written procedures for resolving Consumer
complaints.
7.01 Obtain written policies and procedures for tracking and resolving
Consumer complaints. Verify that the following are included:
a. A standard complaint form is utilized that identifies
information that connects the complaint to a specific
transaction and provides information to understand the
nature and scope of the complaint.
b. A single point of contact and/or department has been Y/N
established for Consumer complaints.
c. Procedures have been established for forwarding complaints
to appropriate personnel.
d. A written or electronic log of Consumer complaints is
maintained that includes whether resolution is necessary
and how resolved.
7.02 Obtain the Consumer complaints log and verify Company followed
the procedural guidelines for addressing complaints. Y/N
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ALTA Best Practices Framework

The ALTA Best Practices Framework has been developed to assist title agencies and title insurers
with optimization of their practices and procedures to ensure financial and data security,
operational stability, and to meet regulatory requirements along with fulfilling customer needs and
requirements. The ALTA Best Practices Framework is comprised of the following resources that can
be utilized by a Company to implement the ALTA Best Practices program.

o ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices
o ALTA Best Practices Framework: Assessment Procedures

o ALTA Best Practices Framework: Certification Package (Company may choose either the
Internal Assessment Representation Report and Letter or the Third-Party Assessment
Procedures Report)

Version History and Notes

Date Version Notes

10/13/2017 | 2.5 Publication of ALTA Best Practices Representation Letter, as approved
by the ALTA Board on June 22, 2017. This is the first publication of the
ALTA Best Practices Framework: Representation Letter. It Correlates
to version 2.5 of the Best Practices Framework.

1/23/2023 | 4.0 Publication of the revised ALTA Title Insurance and Settlement
Company Best Practices, approved by the ALTA Board of Governors on
October 13, 2022, along with other documents in the ALTA Best
Practices Framework, including this document: ALTA Best Practices
Framework: Internal Assessment Representation Report and Letter.
Publication on January 23, 2023, with an effective date of May 23,
2023.
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Introduction

ALTA seeks to guide its membership on best practices to protect Consumers, promote quality
service, safeguard data and funds, provide for ongoing employee training, and meet legal and
market requirements. These practices are voluntary and designed to improve operations, and help
members illustrate the industry’s professionalism and best practices to ensure a positive and
compliant real estate settlement experience. These best practices are not intended to encompass all
aspects of title or Settlement company activity.

The Best Practices Internal Assessment Representation Report and Letter enables Companies to:
e evaluate and improve their operations based on the ALTA Best Practices Framework,
e Dbetter protect Consumers, customers, and Company operations,
e assistlenders in their responsibility to manage third-party service providers, and
e inform third-party business customers of Company’s compliance with ALTA Best Practices.

For Companies choosing to complete a Best Practices Assessment through an Internal Assessment
(formerly referred to as a “self-assessment”), the Assessment may be completed by utilizing the
following documents:
o ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices
o ALTA Best Practices Internal Assessment Representation Report and Letter (this document).
0 This document may be completed using an analysis either against either the ALTA
Best Practices Framework: Title Insurance and Settlement Company Best Practices, or
the ALTA Best Practices Framework: Assessment Procedures.

The Internal Assessment Representation Letter portion of this document is intended to serve as a
model which may be modified by Companies to reflect their Best Practices compliance. Companies
may also include documentation to support their Report, including the Addendum (example
provided) or a separate analysis in accordance with the guidance provided in this document.

For Companies choosing to engage a Third-Party to complete a Third-Party Assessment, ALTA Best
Practices provides the ALTA Best Practices Third-Party Assessment Procedures Report, which is
designed to be completed by the Third-Party assessor or auditor to document ALTA Best Practices
compliance.

The following resources are recommended whether the Company pursues an Internal Assessment
or Third-Party Assessment:
o ALTA Best Practices Framework: Assessment Procedures
e ALTA’s webpage on information security:
https://www.alta.org/business-tools/information-security

e Additional ALTA guidance, forms, and sample documentation:
https://alta.org/best-practices
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Internal Assessment Representation Report and Letter Instructions

For an Internal Assessment, the Company should evaluate compliance with ALTA Best Practices
against either the ALTA Best Practices Framework v. 4.0 or by utilizing the ALTA Best Practices
Assessment Procedures v. 4.0.

When conducting an Internal Assessment, the results should be documented. The Assessment
Representation Report should include:

1. The specific Framework requirement or Assessment Procedure being evaluated.

2. Whether the Company complies with the requirement or procedure and if exceptions were
noted. Use of the Assessment Procedures document or the Addendum provided as part of
the Letter (below) is recommended.

3. Whether compliance requires documentation and whether the documentation has been
completed. Referencing the documents is recommended; attaching documents is optional
because release of some documentation may represent a security risk to Company.

4. Any exceptions or deficiencies in compliance with the requirements or documentation.

5. Remediation action plan to address any exceptions or deficiencies and the intended
timetable for corrective action.

The Best Practices Internal Assessment Representation Letter can be issued upon completion of a
Best Practices Internal Assessment, referred to in prior ALTA Best Practices versions as “Self-
Assessments”.

To complete the letter, the Company should fill in the information indicated in the form fields
within the document. If the Company complies with all seven pillars of the Best Practices, it should
check the box next to “Fully Compliant: No Exceptions.” If there are areas in which the Company has
noted exceptions or is developing its policies and procedures, the Company should check the box
next to the Pillar(s) with which the Company does not fully comply and provide documentation as
to requirement(s) that are not in full compliance along with planned remediation steps. If the
Internal Assessment is completed using the Assessment Procedures, the Company should also
indicate a cross reference to the Assessment Procedures numbers the Company does not yet meet.

This letter should be printed on the Company’s letterhead and can be issued to any third-parties
that request information about the Company’s compliance with the ALTA Best Practices.
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Date: [DATE]
Subject: ALTA Best Practices Framework Version 4.0, Internal Assessment Representation
Letter

Dear [Insert Lender Name] or other interested party,

We are providing this letter in response to your request dated [DATE] as evidence of our company’s
compliance with the ALTA Best Practices Framework Version 4.0 dated _____, _,2023. Our
company completed an internal assessment of compliance with the ALTA Best Practices on [DATE].
This assessment was conducted using the Internal Assessment method. We have attached the
following supporting document(s):

[[] Addendum: Internal Assessment Exceptions Report]
[[] Company-specific analysis, which includes the following details:

1. Current compliance status for each Framework or Assessment Procedures
requirement,

2. Whether compliance is documented for each requirement,

3. Whether remediation needs to occur for each requirement, and

4. Plan for remediation to achieve each requirement where exceptions were noted.]

Based on the results of this assessment, our company attests that it is either fully compliant with
the ALTA Best Practices Framework 4.0 requirements or, if exceptions were noted, the Pillars
and/or Assessment Procedure Numbers are as noted below. If any exceptions exist, Company has
completed [the Addendum] [a Company-specific analysis] providing a listing of the specific
requirements requiring full or partial remediation.

[ ] Fully Compliant (No exceptions) [ ] Pillar 4 [Assessment Procedure Numbers
[ ] Pillar1 [Assessment Procedure Numbers] [ ] pillar 5
[ ] Ppillar 2 [Assessment Procedure Numbers] [ ] pillar 6

[ ] Ppillar 3 [Assessment Procedure Numbers] [ ] pillar 7

]
Assessment Procedure Numbers]
Assessment Procedure Numbers]
Assessment Procedure Numbers]

— — p— —

We represent that, during the 24-month period commencing on the date of this letter, we will
remain in material compliance with each of the ALTA Best Practices as currently represented and
take such remediation actions as indicated in the attached documentation.

Sincerely,
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ADDENDUM:
INTERNAL ASSESSMENT EXCEPTIONS REPORT
TO BEST PRACTICES FRAMEWORK VERSION 4.0 DATED ,20__
Prepared By:
[NAME]
[TITLE]
[COMPANY]

Basic Company Information:

Company Name:

ALTA ID:

Date of Completion of Best Practices Assessment:
States Licensed:

Pillar Framework (F) Description of Remediation Designation
Number Requirement Description or Assessment (D: Documentation | A: Actions |P: Policies or
(A) Requirement | Procedures) with Action Required and Timeline
1 A confirmed listing in the ALTA - A: Company will establish a confirmed listing in the CETETE
Registry ALTA Registry by May 1, 2023
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Framework (F) Description of Remediation Designation
Requirement Description or Assessment (D: Documentation | A: Actions |P: Policies or
(A) Requirement | Procedures) with Action Required and Timeline

Pillar
Number
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ASSOCIATION
CERTIFICATE OF ATTENDANCE

Certified Paralegals are required to record evidence of 50 hours of continuing legal education hours to renew
the CP credential every 5 years. CLE hours are recorded in CPs’ accounts through the NALA online portal. Of
the 50 hours, 5 hours must be in legal ethics, and no more than 10 hours may be recorded in non-substantive
areas. If attending a non-NALA sponsored educational event, this certificate may be used to obtain verification
of attendance. Please be sure to obtain the required signatures for verification of attendance. The
requirements to maintain the CP credential are available from NALA's web site at
https://www.nala.org/certification/certtest2view. Please keep this certificate in the event of a CLE audit or further
information is needed.

PLEASE COMPLETE THE SPACES BELOW AND ATTACH A PROGRAM

Session Length Session Topics Validation

In Hours (Description and Speakers) of Attendance

1.5 CLE & 1.0 Legal 10 years After: A Refreshed Look at Best Practices- Linda Monacg Linda Monaco
thics CI E

Name of CP (Please Print) NALA Account Number (On Mailing Label)

149113

Signature of CP Name of Seminar/Program Sponsor

Attorneys' Title Fund Services, LLC

Address Authorized Signature of Sponsor Representative

Linda Monaco

Date of Educational Event:

City: State (XX):

Preferred e-mail address Location:

Recorded webinar

For Office Use Only

Substantive hours

Non-substantive hours
Ethics
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