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BEC Real Estate Fraud

The scenario:
 Gain access to email account (“hack”)
 Monitor for pending transactions
 Commandeer real email address and 

create lookalike email addresses 
(“spoof”) for other participants

 Email bogus wire transfer instructions
 Funds wired to criminal-controlled 

account
 Funds dispersed and trail goes cold

3

44

Real Estate Market

 Lucrative – average wire transfer loss: $200,000
 Average bank robbery: $7,000

 Multiple parties communicating electronically
 Chain only as strong as weakest link
 Transaction location irrelevant

 Fraud tools easily found online
 Phishing kits and other technical tools

 Little technical knowledge needed

 Attorney, agency, broker, FSBO listings
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Perpetrator Tactics

Computer Intrusion
 Malicious attachment or link
 Activating gives computer access
 Hacker monitors email traffic 
 Sends email from hacked account

Social Engineering
 Non-technical manipulation
 Use of knowledge gained from hacked computer and 

publicly available resources
 Exploit knowledge of chaos surrounding closing and 

last minute need to wire funds
5

Phases of BEC Fraud

1. Phishing

2. Hacking (account takeover)

3. Social engineering

4. Money muling 
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Phishing with Spam

Mass electronic 
mailings
More than half of 

all email is spam
Nearly half of all 

spam is infected

7

Hook, Line & Sinker

 Staging phishing attacks
 Phishing kit – easily purchased toolbox
 Hosting service to launch attack

 Free, vulnerable, legitimate or illegitimate
 Google search
 Use “scanner bots” to locate hosting site

 Program to send spam
 Install emailer program – typically on hacked server
 “Spam bots”
 Underground spamming service

8
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Hook, Line & Sinker

 Staging phishing attacks
 Craft phishing email “lure”

 Templates found online
 Copy legitimate email and replace links

 Obtain email address list
 Purchase online
 Use “bots” to crawl public websites
 Download from compromised webmail accounts
 Malware on infected PCs

 Launch attack and wait for a bite!
 More than 90% of cybercrime begins with phishing

9

Hook, Line & Sinker

 Launch and wait
 Broker, agency, title firm targets
 Multiple email accounts receive malignant spam
 Victim’s “click” silently downloads malware

 Malware responds
 Sets up new default rules for account

 Auto-forwards to fraudster’s server any email containing 
keywords (e.g., purchase, escrow, contract, down payment, etc.) 

 Auto-delete replies to hacker initiated email

 “Mines” account for NPI, etc.
10
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Account Takeover

11

Computer Intrusion

Malware (malicious software)

 Display unwanted advertising
 Disrupt computer operations 
 Gather sensitive information
 Gain access to private computer 

systems 
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Bogus Email to Agent

13

Spoofed Buyer Email
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Spoofed Email

15

Agent Emails “Parties”
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Auto-deleted

17

Spoofed Agent Email
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Spoofed Email

19

Spoofed Email

20
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Auto-delete / Buyer Opens

21

Spoofed Buyer Email
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Bogus Email to Buyer
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Buyer Initiates Transfer

24
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Buyer Confirms Wire

25

Money Muling

 Bridges the gap between victim and attacker
 Shields identity of cybercriminal

 Initial recipients of wire transfers
 Funds disbursed to money mule’s recruiter
 ATM withdrawals
 Wire transfers

 Recruiters forward $$$ to cybercriminals
 Foreign wire transfers
 Moneygrams
 Cryptocurrency

26
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Recruitment

 Face-to-face
 Sad story
 Golden opportunity
 Exchange ATM card and pin code

 Online 
 Job/romance scam
 Respond to C/V posting

 Phone
 Street corner signs (e.g., work from home; 

foreclosure relief)

27

Money Mule

 Surrender control of account to recruiter
 ATM and Pin for cash withdrawals
 Typically for identity theft financial fraud

 Agree to use account as directed by recruiter
 Keep a small percentage as payment
 Forward balance by foreign wire transfer
 Often duped into believing funds are legitimate (e.g., 

recruiter unable to use regular financial channels)

28
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Money Mule

 Greedy
 Lots of money for little work

 Gullible
 Friend in need; foreign relatives sending money; 

romantic relationship request

 Financial strain
 Looking for work; short term goals

 Penalties
 Petit theft
 Judgment proof 29

When Fraud Occurs…

 Contact sending bank immediately 

 Wire reversal

 Contact recipient bank

 Financial Fraud Kill Chain (FFKC) process

 Contact local FBI field office – rapid response 
protocol

 Visit www.ic3.gov to file a complaint

30
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www.ics.gov

31

www.ics.gov

32
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www.ics.gov

33

When Fraud Occurs…

 Do not destroy or delete records 
related to the transaction

 Do not attempt to communicate with 
the perpetrators

 Do notify your title underwriter and 
(if applicable) your E&O or Cyber-
Fraud Carrier

34
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Cyber Fraud Defense

 Do not use free email accounts 
for business purposes (e.g., AOL, 
Gmail, Yahoo, etc.) 
 Easier to hack

 Create contact information log at 
the outset of transaction with all 
parties’ phone numbers

35

Cyber Fraud Defense

 Have parties sign funds transfer 
agreement at the outset of 
transaction

 If procedure changes confirm by 
calling phone number in the log

 Beware of pressure to quickly change 
payment arrangements. Slow down if 
necessary; and stay in control of the 
transaction

36
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Two Factor Authentication

Phone call to verify legitimacy of every 
communication directing transfer of funds

 Parties acknowledge protocol at start of 
transaction

 Verification phone number must not come from 
the un-authenticated communication

 Parties acknowledge funds will not be directed or 
re-directed on un-authenticated communications

 After funds are wired, confirm receipt by calling
the recipient’s number in the log37

Cyber Fraud Self Defense

 Do not “click” on suspicious or 
unknown email attachments or links

 Use strong passwords and change 
them throughout the office frequently

 Don’t publicize when managers are 
travelling out of town, especially on 
social media sites

 Train staff on protocol
 Keep anti-virus software up to date

38
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Takeaways

 Successful hacks typically reside on computer 100 
days before detection

 Every transaction is targeted (not just real estate)
 Every wire transfer is potentially divertible
 Verbal confirmation includes reading the wire 

instructions (just like confirming legal descriptions)
 Best practices will not stop the problem 
 Lessen likelihood of successful attack
 Mitigate damages if sued

39
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THANK YOU!

Comments & Questions

RRohan@TheFund.com
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1.	 Start with security. 

2.	 Control access to data sensibly.

3.	 Require secure passwords and authentication.

4.	 Store sensitive personal information securely and protect it 
during transmission.

5.	 Segment your network and monitor who’s trying to get in and 
out.

6.	 Secure remote access to your network.

7.	 Apply sound security practices when developing new products.

8.	 Make sure your service providers implement reasonable security 
measures.

9.	 Put procedures in place to keep your security current and 
address vulnerabilities that may arise.

10.	 Secure paper, physical media, and devices.
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When managing your network, developing an app, or even organizing paper 

files, sound security is no accident. Companies that consider security from the 

start assess their options and make reasonable choices based on the nature 

of their business and the sensitivity of the information involved. Threats to 

data may transform over time, but the fundamentals of sound security remain 

constant. As the Federal Trade Commission outlined in Protecting Personal 

Information: A Guide for Business, you should know what personal information 

you have in your files and on your computers, and keep only what you need 

for your business. You should protect the information that you keep, and 

properly dispose of what you no longer need. And, of course, you should 

create a plan to respond to security incidents.

In addition to Protecting Personal Information, the FTC has resources to help 

you think through how those principles apply to your business. There’s an 

online tutorial to help train your employees; publications to address particular 

data security challenges; and news releases, blog posts, and guidance to help 

you identify – and possibly prevent – pitfalls.

There’s another source of information about keeping sensitive data secure: 

the lessons learned from the more than 50 law enforcement actions the FTC 

has announced so far. These are settlements – no findings have been made 

by a court – and the specifics of the orders apply just to those companies, 

of course. But learning about alleged lapses that led to law enforcement can 

help your company improve its practices. And most of these alleged practices 

involve basic, fundamental security missteps. Distilling the facts of those 

cases down to their essence, here are ten lessons to learn that touch on 

vulnerabilities that could affect your company, along with practical guidance on 

how to reduce the risks they pose.
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Start with security. 

From personal data on employment applications to network files with customers’ credit 
card numbers, sensitive information pervades every part of many companies. Business 
executives often ask how to manage confidential information. Experts agree on the key 
first step: Start with security. Factor it into the decisionmaking in every department of 
your business – personnel, sales, accounting, information technology, etc. Collecting and 
maintaining information “just because” is no longer a sound business strategy. Savvy 
companies think through the implication of their data decisions. By making conscious 
choices about the kind of information you collect, how long you keep it, and who can 
access it, you can reduce the risk of a data compromise down the road. Of course, all 
of those decisions will depend on the nature of your business. Lessons from FTC cases 
illustrate the benefits of building security in from the start by going lean and mean in your 
data collection, retention, and use policies.

Don’t collect personal information you don’t need. 
Here’s a foundational principle to inform your initial decision-making: No one can steal 
what you don’t have. When does your company ask people for sensitive information? 
Perhaps when they’re registering online or setting up a new account. When was the last 
time you looked at that process to make sure you really need everything you ask for? 
That’s the lesson to learn from a number of FTC cases. For example, the FTC’s complaint 
against RockYou charged that the company collected lots of information during the 
site registration process, including the user’s email address and email password. By 
collecting email passwords – not something the business needed – and then storing 
them in clear text, the FTC said the company created an unnecessary risk to people’s 
email accounts. The business could have avoided that risk simply by not collecting 
sensitive information in the first place. 

Hold on to information only as long as you have a legitimate 
business need. 
Sometimes it’s necessary to collect personal data as part of a transaction. But once the 
deal is done, it may be unwise to keep it. In the FTC’s BJ’s Wholesale Club case, the 
company collected customers’ credit and debit card information to process transactions 
in its retail stores. But according to the complaint, it continued to store that data for 
up to 30 days – long after the sale was complete. Not only did that violate bank rules, 
but by holding on to the information without a legitimate business need, the FTC said 
BJ’s Wholesale Club created an unreasonable risk. By exploiting other weaknesses in 
the company’s security practices, hackers stole the account data and used it to make 
counterfeit credit and debit cards. The business could have limited its risk by securely 
disposing of the financial information once it no longer had a legitimate need for it. 

1
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Don’t use personal information when it’s not necessary.
You wouldn’t juggle with a Ming vase. Nor should businesses use personal information 
in contexts that create unnecessary risks. In the Accretive case, the FTC alleged that the 
company used real people’s personal information in employee training sessions, and 
then failed to remove the information from employees’ computers after the sessions were 
over. Similarly, in foru International, the FTC charged that the company gave access to 
sensitive consumer data to service providers who were developing applications for the 
company. In both cases, the risk could have been avoided by using fictitious information 
for training or development purposes.

Control access to data sensibly.

Once you’ve decided you have a legitimate business need to hold on to sensitive data, 
take reasonable steps to keep it secure. You’ll want to keep it from the prying eyes of 
outsiders, of course, but what about your own employees? Not everyone on your staff 
needs unrestricted access to your network and the information stored on it. Put controls 
in place to make sure employees have access only on a “need to know” basis. For your 
network, consider steps such as separate user accounts to limit access to the places 
where personal data is stored or to control who can use particular databases. For paper 
files, external drives, disks, etc., an access control could be as simple as a locked file 
cabinet. When thinking about how to control access to sensitive information in your 
possession, consider these lessons from FTC cases.

Restrict access to sensitive data.
If employees don’t have to use personal information as part of their job, there’s no need 
for them to have access to it. For example, in Goal Financial, the FTC alleged that the 
company failed to restrict employee access to personal information stored in paper 
files and on its network. As a result, a group of employees transferred more than 7,000 
consumer files containing sensitive information to third parties without authorization. 
The company could have prevented that misstep by implementing proper controls and 
ensuring that only authorized employees with a business need had access to people’s 
personal information. 

2
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Limit administrative access. 
Administrative access, which allows a user to make system-wide changes to your system, 
should be limited to the employees tasked to do that job. In its action against Twitter, 
for example, the FTC alleged that the company granted almost all of its employees 
administrative control over Twitter’s system, including the ability to reset user account 
passwords, view users’ nonpublic tweets, and send tweets on users’ behalf. According 
to the complaint, by providing administrative access to just about everybody in-house, 
Twitter increased the risk that a compromise of any of its employees’ credentials could 
result in a serious breach. How could the company have reduced that risk? By ensuring 
that employees’ access to the system’s administrative controls was tailored to their job 
needs.

Require secure passwords and 
authentication.

If you have personal information stored on your network, strong authentication 
procedures – including sensible password “hygiene” – can help ensure that only 
authorized individuals can access the data. When developing your company’s policies, 
here are tips to take from FTC cases.

Insist on complex and unique passwords. 
“Passwords” like 121212 or qwerty aren’t much better than no passwords at all. That’s 
why it’s wise to give some thought to the password standards you implement. In the 
Twitter case, for example, the company let employees use common dictionary words 
as administrative passwords, as well as passwords they were already using for other 
accounts. According to the FTC, those lax practices left Twitter’s system vulnerable 
to hackers who used password-guessing tools, or tried passwords stolen from other 
services in the hope that Twitter employees used the same password to access the 
company’s system. Twitter could have limited those risks by implementing a more secure 
password system – for example, by requiring employees to choose complex passwords 
and training them not to use the same or similar passwords for both business and 
personal accounts.  

3
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Store passwords securely. 
Don’t make it easy for interlopers to access passwords. In Guidance Software, the 
FTC alleged that the company stored network user credentials in clear, readable text 
that helped a hacker access customer credit card information on the network. Similarly, 
in Reed Elsevier, the FTC charged that the business allowed customers to store user 
credentials in a vulnerable format in cookies on their computers. In Twitter, too, the FTC 
said the company failed to establish policies that prohibited employees from storing 
administrative passwords in plain text in personal email accounts. In each of those cases, 
the risks could have been reduced if the companies had policies and procedures in place 
to store credentials securely. Businesses also may want to consider other protections 
– two-factor authentication, for example – that can help protect against password 
compromises. 

Guard against brute force attacks. 
Remember that adage about an infinite number of monkeys at an infinite number of 
typewriters? Hackers use automated programs that perform a similar function. These 
brute force attacks work by typing endless combinations of characters until hackers luck 
into someone’s password. In the Lookout Services, Twitter, and Reed Elsevier cases, the 
FTC alleged that the businesses didn’t suspend or disable user credentials after a certain 
number of unsuccessful login attempts. By not adequately restricting the number of tries, 
the companies placed their networks at risk. Implementing a policy to suspend or disable 
accounts after repeated login attempts would have helped to eliminate that risk. 

Protect against authentication bypass. 
Locking the front door doesn’t offer much protection if the back door is left open. In 
Lookout Services, the FTC charged that the company failed to adequately test its 
web application for widely-known security flaws, including one called “predictable 
resource location.” As a result, a hacker could easily predict patterns and manipulate 
URLs to bypass the web app’s authentication screen and gain unauthorized access 
to the company’s databases. The company could have improved the security of its 
authentication mechanism by testing for common vulnerabilities.
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Store sensitive personal information 
securely and protect it during transmission.

For many companies, storing sensitive data is a business necessity. And even if you 
take appropriate steps to secure your network, sometimes you have to send that data 
elsewhere. Use strong cryptography to secure confidential material during storage 
and transmission. The method will depend on the types of information your business 
collects, how you collect it, and how you process it. Given the nature of your business, 
some possibilities may include Transport Layer Security/Secure Sockets Layer (TLS/SSL) 
encryption, data-at-rest encryption, or an iterative cryptographic hash. But regardless of 
the method, it’s only as good as the personnel who implement it. Make sure the people 
you designate to do that job understand how your company uses sensitive data and have 
the know-how to determine what’s appropriate for each situation. With that in mind, here 
are a few lessons from FTC cases to consider when securing sensitive information during 
storage and transmission.

Keep sensitive information secure throughout its lifecycle. 
Data doesn’t stay in one place. That’s why it’s important to consider security at all 
stages, if transmitting information is a necessity for your business. In Superior Mortgage 
Corporation, for example, the FTC alleged that the company used SSL encryption to 
secure the transmission of sensitive personal information between the customer’s web 
browser and the business’s website server. But once the information reached the server, 
the company’s service provider decrypted it and emailed it in clear, readable text to 
the company’s headquarters and branch offices. That risk could have been prevented 
by ensuring the data was secure throughout its lifecycle, and not just during the initial 
transmission. 

Use industry-tested and accepted methods. 
When considering what technical standards to follow, keep in mind that experts already 
may have developed effective standards that can apply to your business. Savvy 
companies don’t start from scratch when it isn’t necessary. Instead, they take advantage 
of that collected wisdom. The ValueClick case illustrates that principle. According 
to the FTC, the company stored sensitive customer information collected through its 
e-commerce sites in a database that used a non-standard, proprietary form of encryption. 
Unlike widely-accepted encryption algorithms that are extensively tested, the complaint 
charged that ValueClick’s method used a simple alphabetic substitution system subject to 
significant vulnerabilities. The company could have avoided those weaknesses by using 
tried-and-true industry-tested and accepted methods for securing data. 

4
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Ensure proper configuration. 
Encryption – even strong methods – won’t protect your users if you don’t configure 
it properly. That’s one message businesses can take from the FTC’s actions against 
Fandango and Credit Karma. In those cases, the FTC alleged that the companies 
used SSL encryption in their mobile apps, but turned off a critical process known as 
SSL certificate validation without implementing other compensating security measures. 
That made the apps vulnerable to man-in-the-middle attacks, which could allow hackers 
to decrypt sensitive information the apps transmitted. Those risks could have been 
prevented if the companies’ implementations of SSL had been properly configured.

Segment your network and monitor who’s 
trying to get in and out.

When designing your network, consider using tools like firewalls to segment your 
network, thereby limiting access between computers on your network and between your 
computers and the internet. Another useful safeguard: intrusion detection and prevention 
tools to monitor your network for malicious activity. Here are some lessons from FTC 
cases to consider when designing your network.

Segment your network. 
Not every computer in your system needs to be able to communicate with every other 
one. You can help protect particularly sensitive data by housing it in a separate secure 
place on your network. That’s a lesson from the DSW case. The FTC alleged that the 
company didn’t sufficiently limit computers from one in-store network from connecting 
to computers on other in-store and corporate networks. As a result, hackers could use 
one in-store network to connect to, and access personal information on, other in-store 
and corporate networks. The company could have reduced that risk by sufficiently 
segmenting its network.

5
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Monitor activity on your network. 
“Who’s that knocking on my door?” That’s what an effective intrusion detection tool asks 
when it detects unauthorized activity on your network. In the Dave & Buster’s case, 
the FTC alleged that the company didn’t use an intrusion detection system and didn’t 
monitor system logs for suspicious activity. The FTC says something similar happened 
in Cardsystem Solutions. The business didn’t use sufficient measures to detect 
unauthorized access to its network. Hackers exploited weaknesses, installing programs 
on the company’s network that collected stored sensitive data and sent it outside the 
network every four days. In each of these cases, the businesses could have reduced 
the risk of a data compromise or its breadth by using tools to monitor activity on their 
networks. 

Secure remote access to your network.

Business doesn’t just happen in the office. While a mobile workforce can increase 
productivity, it also can pose new security challenges. If you give employees, clients, 
or service providers remote access to your network, have you taken steps to secure 
those access points? FTC cases suggest some factors to consider when developing your 
remote access policies.

Ensure endpoint security. 
Just as a chain is only as strong as its weakest link, your network security is only as 
strong as the weakest security on a computer with remote access to it. That’s the 
message of FTC cases in which companies failed to ensure that computers with remote 
access to their networks had appropriate endpoint security. For example, in Premier 
Capital Lending, the company allegedly activated a remote login account for a business 
client to obtain consumer reports, without first assessing the business’s security. When 
hackers accessed the client’s system, they stole its remote login credentials and used 
them to grab consumers’ personal information. According to the complaint in Settlement 
One, the business allowed clients that didn’t have basic security measures, like firewalls 
and updated antivirus software, to access consumer reports through its online portal. 
And in Lifelock, the FTC charged that the company failed to install antivirus programs on 
the computers that employees used to remotely access its network. These businesses 
could have reduced those risks by securing computers that had remote access to their 
networks. 

6
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Put sensible access limits in place. 
Not everyone who might occasionally need to get on your network should have an all-
access, backstage pass. That’s why it’s wise to limit access to what’s needed to get the 
job done. In the Dave & Buster’s case, for example, the FTC charged that the company 
failed to adequately restrict third-party access to its network. By exploiting security 
weaknesses in the third-party company’s system, an intruder allegedly connected to the 
network numerous times and intercepted personal information. What could the company 
have done to reduce that risk? It could have placed limits on third-party access to its 
network – for example, by restricting connections to specified IP addresses or granting 
temporary, limited access.

Apply sound security practices when 
developing new products.

So you have a great new app or innovative software on the drawing board. Early in the 
development process, think through how customers will likely use the product. If they’ll 
be storing or sending sensitive information, is your product up to the task of handling that 
data securely? Before going to market, consider the lessons from FTC cases involving 
product development, design, testing, and roll-out.

Train your engineers in secure coding. 
Have you explained to your developers the need to keep security at the forefront? In 
cases like MTS, HTC America, and TRENDnet, the FTC alleged that the companies failed 
to train their employees in secure coding practices. The upshot: questionable design 
decisions, including the introduction of vulnerabilities into the software. For example, 
according to the complaint in HTC America, the company failed to implement readily 
available secure communications mechanisms in the logging applications it pre-installed 
on its mobile devices. As a result, malicious third-party apps could communicate with 
the logging applications, placing consumers’ text messages, location data, and other 
sensitive information at risk. The company could have reduced the risk of vulnerabilities 
like that by adequately training its engineers in secure coding practices. 

7
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Follow platform guidelines for security. 
When it comes to security, there may not be a need to reinvent the wheel. Sometimes 
the wisest course is to listen to the experts. In actions against HTC America, Fandango, 
and Credit Karma, the FTC alleged that the companies failed to follow explicit platform 
guidelines about secure development practices. For example, Fandango and Credit 
Karma turned off a critical process known as SSL certificate validation in their mobile 
apps, leaving the sensitive information consumers transmitted through those apps open 
to interception through man-in-the-middle attacks. The companies could have prevented 
this vulnerability by following the iOS and Android guidelines for developers, which 
explicitly warn against turning off SSL certificate validation. 

Verify that privacy and security features work. 
If your software offers a privacy or security feature, verify that the feature works as 
advertised. In TRENDnet, for example, the FTC charged that the company failed to test 
that an option to make a consumer’s camera feed private would, in fact, restrict access 
to that feed. As a result, hundreds of “private” camera feeds were publicly available. 
Similarly, in Snapchat, the company advertised that messages would “disappear forever,” 
but the FTC says it failed to ensure the accuracy of that claim. Among other things, 
the app saved video files to a location outside of the app’s sandbox, making it easy to 
recover the video files with common file browsing tools. The lesson for other companies: 
When offering privacy and security features, ensure that your product lives up to your 
advertising claims.

Test for common vulnerabilities. 
There is no way to anticipate every threat, but some vulnerabilities are commonly 
known and reasonably foreseeable. In more than a dozen FTC cases, businesses failed 
to adequately assess their applications for well-known vulnerabilities. For example, in 
the Guess? case, the FTC alleged that the business failed to assess whether its web 
application was vulnerable to Structured Query Language (SQL) injection attacks. 
As a result, hackers were able to use SQL attacks to gain access to databases with 
consumers’ credit card information. That’s a risk that could have been avoided by testing 
for commonly-known vulnerabilities, like those identified by the Open Web Application 
Security Project (OWASP).
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Make sure your service providers 
implement reasonable security measures.

When it comes to security, keep a watchful eye on your service providers – for example, 
companies you hire to process personal information collected from customers or to 
develop apps. Before hiring someone, be candid about your security expectations. Take 
reasonable steps to select providers able to implement appropriate security measures 
and monitor that they’re meeting your requirements. FTC cases offer advice on what to 
consider when hiring and overseeing service providers.

Put it in writing.
Insist that appropriate security standards are part of your contracts. In GMR 
Transcription, for example, the FTC alleged that the company hired service providers 
to transcribe sensitive audio files, but failed to require the service provider to take 
reasonable security measures. As a result, the files – many containing highly confidential 
health-related information – were widely exposed on the internet. For starters, the 
business could have included contract provisions that required service providers to 
adopt reasonable security precautions – for example, encryption.

Verify compliance.
Security can’t be a “take our word for it” thing. Including security expectations in 
contracts with service providers is an important first step, but it’s also important to build 
oversight into the process. The Upromise case illustrates that point. There, the company 
hired a service provider to develop a browser toolbar. Upromise claimed that the toolbar, 
which collected consumers’ browsing information to provide personalized offers, would 
use a filter to “remove any personally identifiable information” before transmission. 
But, according to the FTC, Upromise failed to verify that the service provider had 
implemented the information collection program in a manner consistent with Upromise’s 
privacy and security policies and the terms in the contract designed to protect consumer 
information. As a result, the toolbar collected sensitive personal information – including 
financial account numbers and security codes from secure web pages – and transmitted 
it in clear text. How could the company have reduced that risk? By asking questions and 
following up with the service provider during the development process.

8
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Put procedures in place to keep your 
security current and address vulnerabilities 
that may arise.

Securing your software and networks isn’t a one-and-done deal. It’s an ongoing process 
that requires you to keep your guard up. If you use third-party software on your networks, 
or you include third-party software libraries in your applications, apply updates as they’re 
issued. If you develop your own software, how will people let you know if they spot a 
vulnerability, and how will you make things right? FTC cases offer points to consider in 
thinking through vulnerability management.

Update and patch third-party software. 
Outdated software undermines security. The solution is to update it regularly and 
implement third-party patches. In the TJX Companies case, for example, the FTC alleged 
that the company didn’t update its anti-virus software, increasing the risk that hackers 
could exploit known vulnerabilities or overcome the business’s defenses. Depending 
on the complexity of your network or software, you may need to prioritize patches by 
severity; nonetheless, having a reasonable process in place to update and patch third-
party software is an important step to reducing the risk of a compromise.

Heed credible security warnings and move quickly to fix them. 
When vulnerabilities come to your attention, listen carefully and then get a move on. In 
the HTC America case, the FTC charged that the company didn’t have a process for 
receiving and addressing reports about security vulnerabilities. HTC’s alleged delay in 
responding to warnings meant that the vulnerabilities found their way onto even more 
devices across multiple operating system versions. Sometimes, companies receive 
security alerts, but they get lost in the shuffle. In Fandango, for example, the company 
relied on its general customer service system to respond to warnings about security 
risks. According to the complaint, when a researcher contacted the business about a 
vulnerability, the system incorrectly categorized the report as a password reset request, 
sent an automated response, and marked the message as “resolved” without flagging 
it for further review. As a result, Fandango didn’t learn about the vulnerability until 
FTC staff contacted the company. The lesson for other businesses? Have an effective 
process in place to receive and address security vulnerability reports. Consider a 
clearly publicized and effective channel (for example, a dedicated email address like 
security@yourcompany.com) for receiving reports and flagging them for your security 
staff.

9
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Secure paper, physical media, and devices.

Network security is a critical consideration, but many of the same lessons apply to 
paperwork and physical media like hard drives, laptops, flash drives, and disks. FTC 
cases offer some things to consider when evaluating physical security at your business. 

Securely store sensitive files. 
If it’s necessary to retain important paperwork, take steps to keep it secure. In the 
Gregory Navone case, the FTC alleged that the defendant maintained sensitive 
consumer information, collected by his former businesses, in boxes in his garage. In 
Lifelock, the complaint charged that the company left faxed documents that included 
consumers’ personal information in an open and easily accessible area. In each case, 
the business could have reduced the risk to their customers by implementing policies to 
store documents securely.

Protect devices that process personal information. 
Securing information stored on your network won’t protect your customers if the data 
has already been stolen through the device that collects it. In the 2007 Dollar Tree 
investigation, FTC staff said that the business’s PIN entry devices were vulnerable 
to tampering and theft. As a result, unauthorized persons could capture consumer’s 
payment card data, including the magnetic stripe data and PIN, through an attack known 
as “PED skimming.” Given the novelty of this type of attack at the time, and a number 
of other factors, staff closed the investigation. However, attacks targeting point-of-sale 
devices are now common and well-known, and businesses should take reasonable steps 
to protect such devices from compromise.

Keep safety standards in place when data is en route. 
Savvy businesses understand the importance of securing sensitive information when 
it’s outside the office. In Accretive, for example, the FTC alleged that an employee left 
a laptop containing more than 600 files, with 20 million pieces of information related to 
23,000 patients, in the locked passenger compartment of a car, which was then stolen. 
The CBR Systems case concerned alleged unencrypted backup tapes, a laptop, and an 
external hard drive – all of which contained sensitive information – that were lifted from 
an employee’s car. In each case, the business could have reduced the risk to consumers’ 
personal information by implementing reasonable security policies when data is en route. 
For example, when sending files, drives, disks, etc., use a mailing method that lets you 
track where the package is. Limit the instances when employees need to be out and 
about with sensitive data in their possession. But when there’s a legitimate business 
need to travel with confidential information, employees should keep it out of sight and 
under lock and key whenever possible. 

10
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Looking for more information?
The FTC’s Business Center (business.ftc.gov) has a Data Security section with 
an up-to-date listing of relevant cases and other free resources. 

About the FTC

The FTC works for the consumer to prevent fraudulent, deceptive, and 
unfair practices in the marketplace. The Business Center gives you and your 
business tools to understand and comply with the law. Regardless of the size 
of your organization or the industry you’re in, knowing – and fulfilling – your 
compliance responsibilities is smart, sound business. Visit the Business Center 
at business.ftc.gov.

Your Opportunity to Comment

The National Small Business Ombudsman and 10 Regional Fairness Boards 
collect comments from small businesses about federal compliance and 
enforcement activities. Each year, the Ombudsman evaluates the conduct of 
these activities and rates each agency’s responsiveness to small businesses. 
Small businesses can comment to the Ombudsman without fear of reprisal. 
To comment, call toll-free 1-888-REGFAIR (1-888-734-3247) or go to 
sba.gov/ombudsman.

Dispose of sensitive data securely. 
Paperwork or equipment you no longer need may look like trash, but it’s treasure to 
identity thieves if it includes personal information about consumers or employees. 
For example, according to the FTC complaints in Rite Aid and CVS Caremark, the 
companies tossed sensitive personal information – like prescriptions – in dumpsters. 
In Goal Financial, the FTC alleged that an employee sold surplus hard drives that 
contained the sensitive personal information of approximately 34,000 customers in clear 
text. The companies could have prevented the risk to consumers’ personal information 
by shredding, burning, or pulverizing documents to make them unreadable and by using 
available technology to wipe devices that aren’t in use.



Federal Trade Commission 
business.ftc.gov

June 2015















PHISHING 
TIP CARD 

Phishing attacks use email or malicious websites to infect your machine with malware 
and viruses in order to collect personal and financial information. Cybercriminals attempt 
to lure users to click on a link or open an attachment that infects their computer with 
viruses or malware, creating vulnerability to attacks. Phishing emails may appear to 
come from a real financial institution, e-commerce site, government agency, or any other 
service, business, or individual. The email may also request personal information like 
account numbers, passwords, or Social Security numbers. When users respond with the 
information or click on a link, attackers use it to access their accounts. 

PHISHING EXAMPLES 
The following messages, from the Federal Trade Commission’s OnGuardOnline, are 
examples of what attackers may email or text when phishing for sensitive information: 
 "We suspect an unauthorized transaction on your account. To ensure that your

account is not compromised, please click the link below and confirm your identity."
 "During our regular verification of accounts, we couldn't verify your information.

Please click here to update and verify your information."
 “Our records indicate that your account was overcharged. You must call us within 7

days to receive your refund.”

To see examples of actual phishing emails, and steps to take if you believe 
you received a phishing email, please visit www.IRS.gov/uac/reporting-
phishing.  

SIMPLE TIPS 
• When in doubt, throw it out: Links in email and online posts are often the way 

cybercriminals compromise your computer. If it looks suspicious – even if you know 
the source – it’s best to delete or, if appropriate, mark it as “junk email.” Contact the 
company directly (via phone) to be sure the email is not legitimate.

• Think before you act: Be wary of communications that implore you to act 
immediately, offer something that sounds too good to be true, or ask for personal 
information.

• Use stronger authentication: Always opt to enable stronger authentication when 
available, especially for accounts with sensitive information including your email or 
bank accounts. A stronger authentication helps verify a user has authorized access 
to an online account. For example, it could be a one-time PIN texted to a mobile 
device, providing an added layer of security beyond the password and username. 
Visit www.lockdownyourlogin.com for more information on stronger authentication.

• Make passwords long and strong: Combine capital and lowercase letters with 
numbers and symbols to create a more secure password. 

 
 


https://pmev2.bah.com/ecs/stopthinkconnect/2015%20Toolkits/2015%20New%20Tip%20Cards/ftc.gov/onguardonline
http://www.irs.gov/uac/reporting-phishing
http://www.lockdownyourlogin.com/


 
 Install and update anti-virus software. Make sure all of your computers are 

equipped with regularly updated antivirus software, firewalls, email filters, and anti-
spyware.  

 Be wary of hyperlinks: Avoid clicking on hyperlinks in emails; type the URL directly
into the address bar instead. If you choose to click on a link, ensure it is authentic
before clicking on it. You can check a hyperlinked word or URL by hovering the
cursor over it to reveal the full address.
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TitleNews Online Archive

Sample Wire Fraud Warnings You Can Use
July 25, 2017

Title professionals are encouraged to remind clients about the risk of wire fraud. To combat this
problem, title and settlement companies have:

put consumer warnings on websites and communications OO used secured email
 communications
sent notices to consumers and real estate agents informing them that the title companies’ wire
instructions will never change during the transaction
called homebuyers and real estate agents on a known number to verify wire instructions before
transmitting
veri縩�ed account holder information with the receiving bank prior to submitting a wire transfer

Here are examples of warnings to put in email signature lines:

Be aware! Online banking fraud is on the rise. If you receive an email containing WIRE TRANSFER
INSTRUCTIONS call us immediately to verify the information prior to sending funds.
Due to increased fraud, buyers, sellers and lenders should con縩�rm all wiring instructions by
phone directly with our o��ce before transferring funds. 
WARNING! WIRE FRAUD ADVISORY: Wire fraud and email hacking/phishing attacks are on the
increase! If you have an escrow or closing transaction with us and you receive an email containing
Wire Transfer Instructions, DO NOT RESPOND TO THE EMAIL! Instead, call your escrow
o��cer/closer immediately, using previously known contact information and NOT information
provided in the email, to verify the information prior to sending funds.

Contact ALTA at 202-296-3671 or communications@alta.org.

mailto:communications@alta.org


 

           

 
  

     

   

    

    

   

   

 

 

 

  

 

   

 

 

    

   

  

                                                 

        

  

	 

Understanding and Protecting Yourself 
Against Money Mule Schemes 
Matthew DeSantis, Chad Dougherty, Mindi McDowell 

Money Mules Are Used to Commit Fraud 

“Money mules” are people who are used to transport and launder stolen money or some kind of 

merchandise. Criminals may even recruit money mules to use stolen credit card information. 

Individuals being used as money mules may be willing participants; however, many money 

mules are not aware that they are being used to commit fraud. The individuals being used as 

money mules are not the only victims; the larger scheme is designed to extract money from an 

organization or from other people. 

Schemes May Seem Like Legitimate Opportunities 

The most common money mule solicitations are disguised as “work from home” opportunities. 

These advertisements often target unsuspecting people who are interested in the convenience and 

flexibility of these types of jobs. Because there are companies that legitimately offer 

opportunities to work from home, users may not recognize malicious offers. Criminals often try 

to make the offer seem as legitimate as possible and may use the following approaches: 

 carefully  crafting the  wording so that an  email  does not appear to be spam and is not 

caught by spam filters  

 linking to fake  but professionally designed  websites that appear to belong to recognized 

companies or that promote a company that does not even exist  

 posting  some of these jobs on legitimate websites, including  websites specifically for job 

seekers  

Typical Process 

After an individual agrees to be a money mule, the schemes tend to follow a similar process
1
: 

1.	 The “company” collects information from the “employee.” The information may include 

personal data such as the individual‟s Social Security number and bank account 

1 
Bank Safe Online offers an illustration of this process 

(http://www.banksafeonline.org.uk/moneymule_explained.html). 

© 2011 Carnegie Mellon University. Produced for US-CERT, a government organization. 1 

http://www.banksafeonline.org.uk/moneymule_explained.html
http://www.banksafeonline.org.uk/moneymule_explained.html


 

  

  

 

 
  

   

 
 

   

  

  

  

 

  

   

 

 

 

 

 

   

      

  

     

 

       

       

   

    

  

 

                                                 

          

      

 

	 

	 

information. The company may also ask the employee to sign a seemingly official 

contract. 

2.	 The company (or the employee, under the direction of the company) creates a financial 

account 
2 

that the employee can use to collect and transfer funds. 

3. The employee receives funds or some type of merchandise. 

4.	 The employee is instructed to transfer the funds (usually keeping some percentage) to 

some other financial account or to deliver the merchandise to some third party. This 

financial account or third party is associated with the criminal. Often, the company will 

instruct the employee to use wire transfers for the funds, and there may be another money 

mule on the other end of the transfer with instructions to cash those funds. 

Through this process, the criminal receives the stolen money or merchandise while hiding his or 

her involvement. 

Typically, a criminal will only use a money mule once. After the money mule performs his or 

her role in the transaction, the criminal usually dissolves the relationship completely and recruits 

someone else for the next scheme. 

Consequences Can Be Severe 

If caught and prosecuted, the criminal faces the most severe consequences. However, the other 

parties involved in the scheme may also face serious consequences. 

Money Mule 

The following are potential consequences for money mules: 

Inaccessible bank accounts – During an investigation, law enforcement officials may 

freeze a money mule‟s bank accounts. Being unable to access funds may create a 

significant financial burden. These activities may also have a long-term impact on credit 

scores. 

Prosecution – Money mules may be prosecuted for their participation in these schemes. 

Accountability for charges – In some cases, money mules are found personally 

responsible for repaying the losses suffered by the other victims.
3 

Vulnerability of personal information – As described in the typical process, criminals 

often collect personal information from the money mules. It is possible that the criminals 

may use this information for other malicious purposes. 

2 
These accounts are typically established at a bank or through a service such as PayPal. 

3 
“„Money Mules‟ Help Haul Cyber Criminals‟ Loot” (http://www.washingtonpost.com/wp­

dyn/content/story/2008/01/25/ST2008012501460.html) 

2 

http://www.washingtonpost.com/wp-dyn/content/story/2008/01/25/ST2008012501460.html
http://www.washingtonpost.com/wp-dyn/content/story/2008/01/25/ST2008012501460.html
http://www.washingtonpost.com/wp


 

  

  

   

 

       

    

 

 

       

  

 

   

  

     

   

      

 

   

 

      

 

       

   

 

   

  

 

     

 

  

  

Targeted Individuals 

If the fraud is designed to extract money from individuals, those individuals could experience the 

following consequences: 

Financial loss – An individual may pay for undelivered goods or have money deducted 

directly from one of his or her financial or credit card accounts. Depending on the forum 

used for the transaction and whether the scheme is identified, the individual may be able 

to recover at least a portion of these losses. 

Significant hassle to resolve issues – Identifying and reporting the fraud may require 

numerous steps, and the process could take a long time. 

Targeted Organizations 

If the fraud is designed to extract money from an organization, it may affect both the 

organization and its customers or constituents. 

Financial loss – A criminal may be able to siphon significant amounts of money from an 

organization‟s financial accounts before the activity raises suspicions. 

Compromise of sensitive data – If a criminal can access customer data, such as credit 

card information, he or she may be able to steal that information and use money mules to 

abuse the customers‟ financial or credit card accounts. 

Damage to reputation – If an organization experiences fraud, they may lose the trust 

and loyalty of their customers or partners. 

Significant hassle to resolve issues – Identifying and reporting the fraud may require 

numerous steps, and the process could take a long time.  

Potential for future compromises – If a criminal uses malicious code to access 

information on an organization‟s computer, he or she may hide additional malicious code 

that would allow the criminal to regain access in the future. If an organization does not 

locate and remove this code, it may be susceptible to another compromise. 

Take Steps to Protect Yourself 

Avoid Becoming a Money Mule 

If an opportunity sounds too good to be true, it probably is. Look for common warning signs, and 

do some research before agreeing to participate. If you believe that you are participating in a 

money mule scheme, stop transferring money and merchandise immediately and notify the 

appropriate authorities. These authorities may include your bank, the service you used to conduct 

the transaction, and law enforcement. 
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Warning Signs 

The following characteristics do not necessarily indicate a money mule solicitation, but they are 

commonly used in those solicitations
4
. 

The position involves transferring money or goods.
 

The specific job duties are not described.
 

The company is located in another country.
 

The position does not list education or experience requirements.
 

All interactions and transactions will be done online.
 

The offer promises significant earning potential for little effort.
 

The writing is awkward and includes poor sentence structure.
 

The email address associated with the offer uses a web-based service (Gmail, Yahoo!,
 
Windows Live Hotmail, etc.) instead of an organization-based domain. 

Research Strategies 

Perform online searches using information from the offer: 

o the subject line of the email 

o the company supposedly offering the position 

o the person who signed the message or the name of the contact person mentioned 

in the offer 

Look for indications that the offer might be a scam. If an online search does not produce 

any results, that may also be suspicious. 

Check the Better Business Bureau website
5
. 

Avoid Becoming a Victim 

Individuals and organizations can both take precautions that minimize their risks. 

Individuals 

Try to investigate the person or company before doing business with them. 

When transferring money, use a method that protects the transaction. For example, many 

banks, credit cards, and services such as PayPal may offer fraud protection. 

Monitor the transactions, including checking for withdrawals from your bank account and 

tracking an order. 

If you notice any problems, immediately contact the appropriate authorities. Depending 

on the circumstances, these authorities may include your bank, the service you used to 

conduct the transaction, and law enforcement. 

4 
See the F-Secure Weblog for an example (http://www.f-secure.com/weblog/archives/archive­


012007.html#00001084).
 
5 

http://www.bbb.org/
 

4 

http://www.f-secure.com/weblog/archives/archive-012007.html#00001084
http://www.f-secure.com/weblog/archives/archive-012007.html#00001084
http://www.bbb.org/
http:http://www.bbb.org
http://www.f-secure.com/weblog/archives/archive


 

  

 

  

  

 

  

 

   

  

  

   

 

  

  

  

  

   

    

  

 

 

  

 

 

 
 

   

 
 

 
 

 

                                                 

        

   

         

 







 


 


 

 

Organizations 

Criminals typically use stealthy methods to access an organization‟s data or finances. These 

methods may include using malicious code, such as a virus, to gain administrative access to a 

computer within an organization or relying upon a malicious insider to transmit data or create 

fake customer accounts. By implementing the following precautions and practices, organizations 

may reduce their risk: 

Use anti-virus and anti-spyware software, and keep the definitions up to date.
6 

Limit access to sensitive data to authorized personnel. 

Regularly check records, including employee lists and recent financial transactions. Look 

for new employees that Human Resources staff does not recognize, or for unauthorized 

transactions. 

Consider isolating the computers that perform banking and accounting functions. In small 

organizations, it may be feasible to use a separate laptop for these tasks. Larger 

organizations may be able to designate computers used to perform these tasks and apply 

stricter policies and access controls on those computers. 

Watch for suspicious behavior or activities from employees.
7 

If you notice any problems, immediately contact the appropriate authorities. Depending 

on the circumstances, these authorities may include your IT department, your accounting 

department, and law enforcement. 

Additional Resources 

US-CERT Resources 

“Avoiding Social Engineering and Phishing Attacks” (http://www.us­

cert.gov/cas/tips/ST04-014.html) 


Other Resources 

Internet Crime Schemes: Employment/Business Opportunities 

(http://www.ic3.gov/crimeschemes.aspx#item-7)
 

Money mule blog articles by Brian Krebs (http://krebsonsecurity.com/tag/money-mules) 

“Fraud Advisory for Consumers: Involvement in Criminal Activity through Work from 

Home Scams” (http://www.fsisac.com/files/public/db/p264.pdf) 

“Fraud Advisory for Businesses: Corporate Account Take Over” 

(http://www.fsisac.com/files/public/db/p265.pdf) 

6 
See “Understanding Anti-Virus Software” (http://www.us-cert.gov/cas/tips/ST04-005.html) and “Recognizing and 

Avoiding Spyware” (http://www.us-cert.gov/cas/tips/ST04-016.html).
 
7 

The CERT
® 

Insider Threat Center (http://www.cert.org/insider_threat/) offers insider threat resources for
 
organizations.
 

5 

http://www.us-cert.gov/cas/tips/ST04-014.html
http://www.us-cert.gov/cas/tips/ST04-014.html
http://www.ic3.gov/crimeschemes.aspx#item-7
http://krebsonsecurity.com/tag/money-mules
http://www.fsisac.com/files/public/db/p264.pdf
http://www.fsisac.com/files/public/db/p265.pdf
http://www.us-cert.gov/cas/tips/ST04-005.html
http://www.us-cert.gov/cas/tips/ST04-016.html
http://www.cert.org/insider_threat/
http://www.cert.org/insider_threat
http://www.us-cert.gov/cas/tips/ST04-016.html
http://www.us-cert.gov/cas/tips/ST04-005.html
http://www.fsisac.com/files/public/db/p265.pdf
http://www.fsisac.com/files/public/db/p264.pdf
http://krebsonsecurity.com/tag/money-mules
http://www.ic3.gov/crimeschemes.aspx#item-7
http:http://www.us


Financial Fraud Kill Chain         

 

TLP: AMBER 

TLP: AMBER 

Federal Bureau of Investigation 
11 January 2016 

 
 
Criminal actors are laundering billions of dollars overseas through financial fraud schemes like corporate 
account takeovers, business e-mail compromise scams, and other financially motivated crimes. The 
Financial Fraud Kill Chain (FFKC) is a process for recovering large international wire transfers stolen from 
US victim bank accounts. The FFKC utilizes FINCEN’s relationship with the Egmont group, as well as 
federal law enforcement placement in countries all over the world to help stop the successful withdraw 
of cyber crime funds by criminal actors.  
 
The FFKC is intended to be utilized as another potential avenue for US financial institutions to get victim 
funds returned. Normal bank procedures to recover fraudulent funds should also be conducted. 
 
The FFKC can only be implemented if the fraudulent wire transfer meets the following criteria: 

 the wire transfer is $50,000 or above; 

 the wire transfer is international;  

 a SWIFT recall notice has been initiated; and 

 the wire transfer has occurred within the last 72 hours. 
 
Any wire transfers that occur outside of these thresholds should still be reported to law enforcement 
but the FFKC cannot be utilized to return the fraudulent funds. 
 
In order to initiate the FFKC, banks must provide the following information to their local FBI office. 
 
Summary of the Incident: 
Victim Name: 
Victim Location (City, State):  
Originating Bank Name: 
Originating Bank Account Number: 
Beneficiary Name: 
Beneficiary Bank: 
Beneficiary Account Number: 
Beneficiary Bank Location (if available): 
Intermediary Bank Name (if available): 
SWIFT Number: 
Date: 
Amount of Transaction: 
Additional Information (if available) - including “FFC”- For Further Credit; “FAV” – In Favor Of: 
 
If the fraudulent funds are returned to the victim’s account, the FBI requests that this information be 
passed back to their local field office contact.  

 



© 2017 Attorneys' Title Fund Services, LLC. 
800-336-3863 | thefund.com | Attorneys’ Title Fund Services, LLC. | 6545 Corporate Centre Blvd., Orlando, FL 32822 SM

Begin the Transaction Securely
•	 Establish at least one trusted phone  
	 number for your real estate agent and  
	 settlement agent soon after your sales  
	 contract is signed.

•	 Real estate agents – phone numbers are  
	 often on the contract or listing agreement.   
	 You can also trust the brokerage’s website  
	 or telephone directory.

•	 Settlement agent – you may get a letter  
	 or some other “opening” correspondence  
	 from the settlement agent.  If you visit  
	 in person, pick up a business card.  You  
	 can also trust the settlement agent’s  
	 website or telephone directory.  If your  
	 settlement agent is an attorney, their  
	 information can be obtained at  
	 www.flabar.org. 

•	 Use a more “secure” email address for 
	  any correspondence about the transaction.   
	 Consider using your work email address  
	 because there are generally more firewalls  
	 and security protocols.  Avoid free,  
	 internet-based accounts like Yahoo  
	 and Gmail.

•	 Do not send any personal or private  
	 information via email, including your  
	 social security number and identification  
	 documents.  If you wouldn’t share the  
	 information on Facebook, don’t put it  
	 in your email!

•	 Verify any changes to the settlement  
	 agent’s contact information or wiring  
	 instructions either in person or via the  
	 trusted phone number given at the  
	 beginning of the transaction.

End the Transaction Securely
•	 If you receive an email changing the  
	 timing and/or amounts to be wired to the  
	 settlement agent, verify using a trusted  
	 phone number or in person.

•	 Watch out for instructions marked  
	 “urgent” or giving a tight deadline (e.g.  
	 close of business today).  Fraudsters want  
	 to create a sense of urgency to get you to  
	 act without thinking.

•	 Watch out for offers from the seller or  
	 their real estate agent that are “too  
	 good to be true.”  For example, if you  
	 are negotiating a repair escrow or credit  
	 at closing and receive an offer agreeing to  
	 resolution for significantly less money if  
	 they are paid the balance “today, by wire  
	 transfer,” contact your real estate agent  
	 or attorney to verify the legitimacy of  
	 the offer.

•	 Never use the phone number given  
	 in an email to verify the information  
	 contained in the email.  Fraudsters  
	 often use pre-paid cell phone numbers  
	 in these emails and then actually answer  
	 the phone when you call, thereby 
	 continuing the fraud.

•	 Be alert for slightly different email  
	 addresses from anyone connected with  
	 the transaction, for example:

	 john-doe@bigbank.com vs.  
	 john-doebigbank@gmail.com 

•	 If you are unable to verify the settlement  
	 agent’s wire instructions via a trusted  
	 phone number or in person, wait until you  
	 can verify to wire funds.

CHECKLIST
Buyer’s Fraud



Begin the Transaction Securely
•	 During your first interaction with each  
	 party to the transaction, establish at  
	 least one trusted phone number to use  
	 for contacting the person throughout  
	 the transaction.  	
	 Consider at least one of the  
	 following methods:

		  •	Asking for the information in an  
			   engagement letter or intake form.

		  •	Using the contact information listed  
			   in the sales contract.

		  •	Asking for the information at an  
			   in-person meeting or during an  
			   incoming phone call.

		  •	DO NOT rely on telephone numbers  
			   solely provided via email.  If in doubt,  
			   ask the party’s real estate agent what  
			   phone number they use to contact the 
			   party directly.

•	 Alert buyer, seller and real estate agents  
	 in writing that they could be targets for  
	 email fraud.

		  •	 Include in engagement or opening letter 
		  •	 Include in any emails  
			   (e.g., underneath the signature block)  
			   and other correspondence

•	 Inform parties they must verify any  
	 changes to contact information or  
	 disbursement or wiring instructions either  
	 in person or via the trusted phone number  
	 given at the beginning of the transaction.

•	 Inform all parties to not send private  
	 information via email, including social  
	 security numbers, identification numbers,  
	 and bank account information.

•	 Do not email wiring instructions. Send  
	 them via U.S. Mail or give them over the  
	 phone.

•	 If wiring instructions or other disbursement  
	 instruction changes are emailed to you,  
	 use the trusted phone numbers to verify.

•	 Inform the parties to the transaction that  
	 no monies will be disbursed until wiring  
	 instructions are confirmed over the phone.

End the Transaction Securely
•	 Review payoff and other wiring instructions  
	 slowly and carefully for inconsistencies.

•	 Obtain this information well in advance  
	 of closing to give yourself time to review  
	 and verify.

•	 Verify wiring instructions using the trusted  
	 phone numbers or in person.

•	 This includes payoffs to lenders or other  
	 creditors, real estate and mortgage  
	 brokers, as well as the sellers.

•	 Verify using a trusted phone number or  
	 in person if an email changes the timing  
	 and/or amounts to be wired.

•	 Watch out for instructions marked “urgent”  
	 or giving a tight deadline (e.g. close of  
	 business today).  Fraudsters want you to  
	 abandon your verification routine by  
	 putting time pressures on you.

•	 Be alert for slightly different  
	 email addresses:  
	 	
	 john-doe@bigbank.com vs.  
	 john-doebigbank@gmail.com 

•	 If you are unable to verify disbursement  
	 instructions via a trusted phone number,  
	 wait until you can verify to wire money or  
	 write a check.

CHECKLIST
Closer’s Fraud
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Begin the Transaction Securely
•	 Establish at least one trusted phone  
	 number for your real estate agent and  
	 settlement agent soon after your sales  
	 contract is signed.

•	 Real estate agents – phone numbers are 
	 often on the contract or listing agreement.   
	 You can also trust the brokerage’s website  
	 or telephone directory.

•	 Settlement agent – you may get a letter  
	 or some other “opening” correspondence  
	 from the settlement agent.  If you visit  
	 in person, pick up a business card.  You  
	 can also trust the settlement agent’s  
	 website or telephone directory.  If your  
	 settlement agent is an attorney, their  
	 information can be obtained at  
	 www.flabar.org. 

•	 Use a more “secure” email address for  
	 any correspondence about the transaction.   
	 Consider using your work email address  
	 because there are generally more firewalls  
	 and security protocols.  Avoid free,  
	 internet-based accounts like Yahoo  
	 and Gmail.

•	 Do not send any personal or private  
	 information via email, including your  
	 social security number and identification  
	 documents.  If you wouldn’t share the  
	 information on Facebook, don’t put it in  
	 your email!

•	 Do not email your bank account wiring  
	 instructions. Instead, send them via U.S.  
	 Mail, give them over the phone, or  
	 take them in person to your real estate  
	 or settlement agent.

•	 If your wiring instructions change after  
	 you originally provide them, deliver the  
	 new instructions to your real estate or  
	 settlement agent in person.

•	 Learn about and understand the settlement  
	 agent’s policy on disbursement.  Many  
	 settlement agents require oral verification  
	 of wire instructions before disbursement.

End the Transaction Securely
•	 Contact your bank to obtain your  
	 account’s wire instructions well in  
	 advance of closing.

•	 Watch out for offers from the buyer or  
	 their real estate agent that are “too  
	 good to be true.”  For example, if you  
	 are negotiating a repair escrow or credit  
	 at closing and receive an offer agreeing  
	 to resolution for significantly less money 
	 if they are paid the balance “today, by  
	 wire transfer,” contact your real estate  
	 agent or attorney to verify the legitimacy 
	 of the offer.

•	 Never use the phone number given in  
	 an email to verify the information  
	 contained in the email.  Fraudsters often  
	 use pre-paid cell phone numbers in these  
	 emails and then actually answer the  
	 phone when you call, thereby continuing  
	 the fraud.

•	 Be alert for slightly different email  
	 addresses from anyone connected with  
	 the transaction, for example:

	 john-doe@bigbank.com vs.  
	 john-doebigbank@gmail.com 

•	 Make sure you are available by phone  
	 or in person at closing to verify wire  
	 instructions.

CHECKLIST
Seller’s Fraud



 

Information Security FAQs 

E-Mail Security 

E1.  I just received an e-mail from the seller in a current transaction directing me to wire the sales 
proceeds to their account. This is the first communication I have received with wire instructions. Should 
I follow the directions? 

E2.  I received an e-mail directing me to wire proceeds from a sale to a “new” account. I noticed that the 
return e-mail address is not exactly correct. I called the seller and he did not send the e-mail. What do I 
do now? 

E3.  My e-mail was hacked – what do I do? 

E4.  What is two-factor authentication? 

E5.  The buyer called to verify that we received the deposit via wire per our e-mail instructions. The 
problem is that we did not send any such request. What should we do? 

E6.  I opened an e-mail which simply stated “here is the closing file you requested.” Nothing was 
attached and there was no reference to a particular file. I tried to respond to the e-mail, but have not 
yet received a response. Is there something I should do in the mean time? 

E7.  Are fake e-mails easy to spot? 

E8.  What steps should we take to protect ourselves and our clients from a potential e-mail scam? 

E9.  Is e-mail encryption required? 

Trust Account Security 

T1.  I received a cashier’s check as part of a deposit for an upcoming transaction. The buyer is now 
asking for part of the funds to be returned by wire transfer because the check was for more than the 
required deposit. May I go ahead and refund the difference? 

T2.  I received a call from the seller’s lender telling me to wire the payoff funds in a specific transaction 
to a different bank account.  The caller knew all of the details about the transaction, including the 
closing date, payoff amount, per diem, and seller’s account number. Can this still be fraud? 

T3.  What is the difference between wired funds and automated clearinghouse transfers (ACH)? 

T4.  Do I have to complete background checks on my employees who have worked for me for a long 
time? 



Fraudulent Transactions 

F1.  I am opening a new file and something does not seem right. The buyer stated he learned about our 
firm on the internet, he is not currently residing in the United States, and he is sending the deposit check 
directly to our firm.  What should I check? 

F2.  Are there any places that I can sign up for notices of the latest information security threats and 
issues? 

F3.  What resources are available for more information? 

 

 

 

 

 

 

 

 

E-Mail Security 

E1.  I just received an e-mail from the seller in a current transaction directing me to wire the sales 
proceeds to their account. This is the first communication I have received with wire instructions. Should 
I follow the directions? 

A.  Not without additional verification.  It is common for hackers to gain access to sellers’, buyers’, and 
real estate agents’ e-mail accounts. Before wiring any funds pursuant to e-mailed instructions, call the 
seller on a number which you have been previously provided to verify the information.  Be careful not to 
use telephone numbers provided in the e-mails, as fraudsters will provide fake phone numbers in the 
hope you will call the fake phone number and continue with the transaction. 

You should also consider requiring the seller to come to your office and sign a change authorization or 
wire instruction form.  At that time, you can obtain a copy of their identification as verification that they 
truly are the seller. 

This is a new area of concern for many real estate agents and sellers so you should consider setting out 
your office policy on obtaining and changing wire instructions at the beginning of the transaction so as 
not to cause any party unnecessary delay on or after the closing date. 



E2.  I received an e-mail directing me to wire proceeds from a sale to a “new” account. I noticed that the 
return e-mail address is not exactly correct. I called the seller and he did not send the e-mail. What do I 
do now? 

A.  Report the incident to: 

• The Federal Bureau of Investigation (FBI), Internet Crime Complaint Center (IC3).   IC3’s mission 
is to provide a reliable and convenient reporting mechanism to submit information to the FBI 
concerning suspected internet-facilitated criminal activity.  IC3 will request the following 
information (if known): 

o Victim’s name, address, telephone, and e-mail. 
o Financial transaction information (e.g., account information, transaction date and 

amount, and who received the money). 
o Subject’s name, address, telephone, e-mail, website, and IP address. 
o Specific details on how you were victimized. 
o E-mail header(s). 
o Any other relevant information you believe is necessary to support your complaint. 

 
• Federal Trade Commission (FTC) 
• US Secret Service (USSS) 
• Real estate brokers should report to their state or local REALTOR® association. 

E3.  My e-mail was hacked – what do I do? 

A.  You should follow the steps below if you have been a victim of e-mail hacking: 
1. Update or install security software from a company you trust with automatic updates. 
2. Change your password and set up two-factor authentication (Outlook and 

Microsoft, Google, Yahoo). 
3. Change your security questions and make the answers as creative as possible (try to avoid 

questions and answers that are easily obtained through social media platforms such as mother’s 
maiden name, names of pets, high school attended, hometown, etc.). 

4. Report the incident to your e-mail provider, IC3, FTC, and USSS. 
5. Notify everyone on your contact list. 
6. Scan your computer with an updated anti-virus program – delete anything suspicious and re-

start your computer. 
7. Check your e-mail settings to make sure no one added any links to your signature and that your 

e-mails are not being forwarded to someone else. 
8. Change passwords or security questions for other sites (especially those where you use the 

same password and security questions!). 
9. Check your e-mail folders – search for “password” to see what other compromises might have 

happened. 
10. Monitor your credit and financial accounts for fraudulent activity. 

https://www.ic3.gov/complaint/default.aspx
https://www.ftccomplaintassistant.gov/#crnt&panel1-1
http://www.secretservice.gov/contact/field-offices/
http://www.windowscentral.com/how-setup-two-step-verification-your-outlook-and-microsoft-accounts
http://www.windowscentral.com/how-setup-two-step-verification-your-outlook-and-microsoft-accounts
https://support.google.com/accounts/answer/185839?hl=en
https://help.yahoo.com/kb/SLN5013.html


E4.  What is two-factor authentication? 

A.  Two-factor authentication is a method of confirming a user’s claimed identity by utilizing a 
combination of two different components.  In most e-mail two-factor authentication schemes both a 
“knowledge factor” and a “possession factor” are used.  The “knowledge factor” is something that the 
user knows, typically the password to the e-mail account.  The “possession factor” utilizes something the 
user possesses, typically a cell phone.  In a common two-factor authentication scheme, a user will enter 
the password to the e-mail account.  The correct password will trigger a text message to the phone 
number previously provided by the user with a one-time verification code contained therein.  The user 
must then provide the verification code to the e-mail server within a specified time period to be granted 
access to the account. 

E5.  The buyer called to verify that we received the deposit via wire per our e-mail instructions. The 
problem is that we did not send any such request. What should we do? 

A.  Instruct the buyer to contact his bank immediately to try to retrieve the wire.  Depending on the 
circumstances wires can be retrieved up to 72 hours after they are sent.  The buyer should also report 
the crime to IC3, FTC, and USSS.  Some banks may require this reporting to law enforcement during the 
recovery process. 

To cut down on the possibility of future occurrences, you might consider including information in your 
introductory letter to the parties about how they will receive information about deposits and wire 
instructions from you.  This introductory letter should be sent via U.S. Mail to cut down on the possibility 
that it will be intercepted by a fraudster from a compromised e-mail account. 

E6.  I opened an e-mail which simply stated “here is the closing file you requested.” Nothing was 
attached and there was no reference to a particular file. I tried to respond to the e-mail, but have not 
yet received a response. Is there something I should do in the mean time? 

A.  Unsolicited e-mail may contain malware which will download to your computer if the e-mail is 
opened.  Some malware is designed to record keystrokes in order to determine passwords to sensitive 
websites, such as online banking or other financial institutions.  If you open an e-mail like this one, 
contact your IT department for assistance. 

Some steps you or your IT department can take are: 

• Take the computer off the network until it can be secured. 
• Scan your computer looking at all programs that have been installed.  Delete any program that 

you did not install. 
• Check the server and all other computers on the network to make sure no other machines have 

been affected. 
• Change all passwords.  This includes passwords to online accounts accessed at that computer.   
• Make any needed updates to your anti-virus software and firewalls. 

E7.  Are fake e-mails easy to spot? 



A.  Unfortunately, no, fake e-mails can be very elaborate. Some Fund Members have received e-mail 
ostensibly from an attorney requesting that a deposit be wired into a phony trust account. These e-mails 
may contain the buyers’, sellers’, and real estate agents’ information as well as the property address, 
sales price, and attorney’s e-mail address.  Some of these e-mails also contain phone numbers that, if 
called, will put the caller directly in touch with the fraudster who will verify the requested information.  
Receiving fake e-mail does not necessarily mean that someone’s e-mail account has been hacked.  
Fraudsters can gather this information from social media accounts or by accessing the Multiple Listing 
Service. 

E8.  What steps should we take to protect ourselves and our clients from a potential e-mail scam? 

A.  A couple of very basic steps will help:   
• Notify all parties to the transaction of your policies regarding e-mail usage, changes to wire 

instructions, and changes to contact information including telephone numbers.   
• Exchange telephone numbers early in the transaction and insist upon oral verification of 

important communications.  If a party’s telephone number changes over the course of the 
transaction, have procedures in place to verify the accuracy of the new phone number and the 
authority of the person making the change.  The party may need to appear in person to provide 
the new number.   

• Do not use telephone numbers provided in e-mails unless their authenticity has been confirmed.  
• Verbally verify with the recipient all outgoing wiring instructions prior to initiating the wire. 
• Take caution when opening e-mail attachments from supposed parties to the transaction.  If in 

doubt as to identity of sender, call and confirm it was sent by them.  

Tips on spotting phony e-mail:  
Carefully review the sender’s e-mail address against the e-mail address you have on file.  For example, if 
a party’s e-mail address is joesmith@abccompany.com, look for slight variations such as extra or missing 
characters, or different domains.  Note how the following e-mail addresses are subtly 
different:  joe.smith@abccompany.com, joesmith@abcompany.com, joe_smith@abccompany.com, 
or joesmith@abccompany.net. 

You may need to hover your cursor over the sender’s e-mail address in order to see the entire address 
and not the nickname associated with the account, e.g. “Joe Smith.” 

E9.  Is e-mail encryption required? 

A.  The TILA-RESPA Integrated Disclosure (TRID) rule does not require e-mail encryption. However, other 
federal privacy laws enforced by the CFPB require the protection of non-public personal information 
(NPI).  If sending NPI via e-mail, encryption or other security procedures are advisable. 

In addition, lenders may require e-mail encryption in correspondence with the lender or its borrower. 
Inquire with the lenders you work with often to see if they require your e-mail to be encrypted.  If you 
are not required by the lenders you work with, it then simply becomes a business decision for you on 
whether or not you want to encrypt none, some, or all of your e-mail. 

mailto:joesmith@abccompany.com
mailto:joe.smith@abccompany.com
mailto:joesmith@abcompany.com
mailto:joe_smith@abccompany.com
mailto:joesmith@abccompany.net


 

 

Trust Account Security 

T1.  I received a cashier’s check as part of a deposit for an upcoming transaction. The buyer is now 
asking for part of the funds to be returned by wire transfer because the check was for more than the 
required deposit. May I go ahead and refund the difference? 

A.  No. Do not refund any part of the deposit until you have collected funds.  There are many fraudulent 
cashier’s check schemes as well as fake law firm trust account checks, fake corporate checks, and more.  
This is one of the more common schemes that have been reported.  

T2.  I received a call from the seller’s lender telling me to wire the payoff funds in a specific transaction 
to a different bank account.  The caller knew all of the details about the transaction, including the 
closing date, payoff amount, per diem, and seller’s account number. Can this still be fraud? 

A.  Yes, it can still be fraud.  It is not likely that a seller’s lender will unilaterally change the payoff 
instructions prior to closing.  In the rare case where this might occur, the lender will typically send any 
changes to the payoff instructions in writing.  When dealing with payoff information, establish contact 
information early in the transaction and rely on that information to verify changes.  If you happen to 
receive a change to the payoff instructions from a lender or other creditor, always call the institution to 
verify the changes.  Make sure to contact the institution using a phone number from its publicly 
available website, not the phone number listed on the suspicious payoff instructions, fax cover page, or 
e-mail correspondence. 

T3.  What is the difference between wired funds and automated clearinghouse transfers (ACH)? 

A.  Wired funds are monies that pass directly from one financial institution to another financial 
institution using the Federal Reserve’s Fedwire system.   

ACH transfers are similar to an electronic check and use a “batch” system of payment.  The batch system 
means that instead of each transaction being handled individually as in a wire transfer, all the ACH 
transfers are sent to a centralized clearinghouse, held for a period of time, and then sent to the 
receiving bank at once in a batch.  This means that multiple transactions are processed simultaneously 
once or multiple times a day, depending on the bank. 

Wire transfers are generally more expensive than ACH transactions, many of which have no additional 
cost associated with them.  However, ACH transactions can take longer to process, because of their 
batch characteristics and they are less secure than wire transfers.  The identities of both the initiating 
and receiving parties to a wire transfer are generally verified, making a wire much harder to “fake.”  

T4.  Do I have to complete background checks on my employees who have worked for me for a long 
time? 



A.  The American Land Title Association’s Best Practices recommend five-year background checks be 
performed every three years on employees who have access to the trust accounts.  It also recommends 
that a five-year background check be completed on all new hires who will have access to the trust 
accounts. 

Fraudulent Transactions 

F1.  I am opening a new file and something does not seem right. The buyer stated he learned about our 
firm on the internet, he is not currently residing in the United States, and he is sending the deposit check 
directly to our firm.  What should I check? 

A.  This gut feeling could happen for any number of reasons. Below are some items to consider: 
• If a real estate agent is participating in the transaction, give them a call. (Do not e-mail the 

real estate agent as the agent’s e-mail may have been compromised, which is potentially 
how you were brought into the transaction.)  Ask the real estate agent if they met the buyer 
in person or were also contacted online.   

• Require more than one form of identification before accepting the employment.  Make 
copies and re-check the identification at closing.   

• Contact the record owner of the property and verify the sale.  (Obtain seller contact 
information independently of the real estate agent and buyer.) 

F2.  Are there any places that I can sign up for notices of the latest information security threats and 
issues? 

A.  Yes, there are several.  These organizations provide period e-mail updates on information security 
threats: 

• Federal Bureau of Investigation 
• Internal Revenue Service  
• Federal Trade Commission – to receive scam alerts 
• National Cyber Awareness System Mailing Lists – from the United States – Computer 

Emergency Readiness Team  

F3.  What resources are available for more information? 

• Federal Financial Institutions Examination Council -Cybersecurity Awareness page with many 
links as well as Cybersecurity Assessment Tool 

• Federal Bureau of Investigation – information on scams and safety on the internet and how 
to protect your computer 

• Federal Trade Commission – Start with Security: A Guide for Business 

https://www.fbi.gov/e-mail-updates
https://www.fbi.gov/e-mail-updates
https://www.irs.gov/uac/e-news-subscriptions-2
https://public.govdelivery.com/accounts/USFTC/subscriber/new?topic_id=USFTC_31
https://public.govdelivery.com/accounts/USDHSUSCERT/subscriber/new
http://www.ffiec.gov/cybersecurity.htm
https://www.fbi.gov/scams-and-safety/on-the-internet
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
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