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Tom Cronkright 

Tom is the co-founder and CEO of CertifID, a real-time and guaranteed identity and 

document verification system to prevent wire fraud. He and his business partner, 

Lawrence Duthler, created the solution in response to a fraud incident they experienced in 

2015 and the accelerating instances of fraud in real estate transactions. Tom is a licensed 

attorney, and frequent speaker on identity, cyber fraud, and real estate topics. 

Tom is also the co-founder and CEO of Sun Title, a commercial and residential title agent 

that has been recognized as an Inc. 5000 company for five consecutive years. 

Co-Founder and CEO 

tcronkright@certifid.com 

mailto:tcronkright@certifid.com
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Federal 
Subpoena  
to Testify 
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Today’s Topics 

• Wire Fraud Playbook - Real Estate 
 

• The Ease of Starting a Fraud 
 

• How to Spot a Fraud 
 

• Fraud Repercussions  
 

• Next Steps 
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Steps to Committing Fraud 

Phish 

Profile 

Monitor 

Obtain Access 

Impersonate 

Manipulate 

Transfer 



1.They are incredibly 
lucrative 
(avg $200,000) 

Why real estate transactions? 

Presenter
Presentation Notes
Real estate transactions involve large sums of money transfers.




2.Transactions 
involve multiple 
parties  
all communicating 
electronically 
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3. All the information  
to start a fraud is 
easily found online 
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Start with a basic home search online 
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Run a reverse address search on the owner on a site like Spokeo 
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Pay $0.95 to obtain a profile on the current property owner 
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Obtain the owner’s name, phone number and age 
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Pay another $1 and obtain even more information on the owner 
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Get owners email address, date of birth, and previous physical addresses  
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Make a direct connection with the real estate agent 
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Use a platform like Hunter to obtain her email address 
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Simple Hunter search delivers 24,763 Keller Williams agent emails 
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Confirm email by initiating a question directly to the agent 
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Auto reply to the question confirms agent’s email and mobile number 
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Agent responds to the question and confirms her email / mobile number 
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Review “sold” transactions to determine where she’ll direct the closing 
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Use a “sold” transaction to review who notarized the deed 
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Download the deed from a recent sale 
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Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.
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Compare this notary public to other deeds from previous sales 

Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.
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Use LinkedIn to find the notary profile and employer 

Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.



29 

Search the title company’s site to find the notary’s contact information 

Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.
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Today’s Topics 
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Example: 

Mortgage 
Payoff Fraud 
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Any duty [the bank] owed to [the law firm] was a contractual duty…  
not a duty based on social policy.  Thus, [the law firm] may not 
recast their breach of contract claims against [the bank] as a tort-
based claim. 
 
O’Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018 

O’Neill Case 
Bank not liable for failing to stop a $580K wire transfer to fraudster 
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The computer hacker, of course, is the real culprit but is not a party 
to this lawsuit.  For the reasons [stated in the opinion], as between 
the law firm and the bank, the law firm must bear the loss based on 
the facts set forth in the amended complaint. 
 
O’Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018 

O’Neill Case 
Federal judge grants the bank’s motion to dismiss the case 
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Main Takeaways 

All the information to 
start a fraud is easily 

found online 

Look out for    
demanding last minute 

emails with implied 
consequences 

Each transaction 
participant must   

receive, verify, and act 
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Action Item for the Month 
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Turn on Email  
Two-Factor 
Authentication 
(2FA) 
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Turn on Email 
Two-Factor 
Authentication 
(2FA) 
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Turn on Email 
Two-Factor 
Authentication 
(2FA) 
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Five Vectors of Fraud Analysis 
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Where is  
your company 
vulnerable? 

Insurance 

Process 

Hardware Software 

People 
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Upcoming Monthly Webinars 
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Future Topics 

• Phishing and Business Email Compromise 

• Wire Fraud Loss Statistics and Examples 

• Step by Step Guide to Fraud Recovery 

• E&O and Cyber Security Insurance Policies 

• Data Security and Best Practices 

• Have any suggestions? 
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Questions? 



1410 PLAINFIELD AVE. NE, GRAND RAPIDS, MI 49505 

WWW.CERTIFID.COM   |   (616) 855-0855   |   INFO@CERTIFID.COM 

Let’s Connect! 
tcronkright@certifid.com 
LinkedIn: Thomas Cronkright 
(616) 855-7180 

mailto:tcronkright@certifid.com
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