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WIRE FRAUD STOPS HERE.
GUARANTEED.

Protecting Yourself Against Wire Fraud




tcronkright@certifid.com

(¥ CERTIFID

Tom Cronkright

Co-Founder and CEO

Tom is the co-founder and CEO of CertifID, a real-time and guaranteed identity and
document verification system to prevent wire fraud. He and his business partner,
Lawrence Duthler, created the solution in response to a fraud incident they experienced in
2015 and the accelerating instances of fraud in real estate transactions. Tom is a licensed

attorney, and frequent speaker on identity, cyber fraud, and real estate topics.

Tom is also the co-founder and CEO of Sun Title, a commercial and residential title agent

that has been recognized as an Inc. 5000 company for five consecutive years.

Wire Fraud Stops Here. Guaranteed.
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Subpoena No. 201 7R01483007

A0 89 (Rev. 01/09) Subpoena to Testify at a Hearing or Trial in a Criminal Case

UNITED STATES DISTRICT COURT

for the
Middle District of  Florida
United States of America )
V. )
} Case No. 8 17-cr- ST
Okechukwi Desmond Amadi % ase No. 8:17-cr-447-T-30AEP
Defendant )

SUBPOENA TO TESTIFY AT A HEARING OR TRIAL IN A CRIMINAL CASE

F e d e r aI = Tom Cronkright
"~ Sun Title
S U b p O e N a 1410 Plainfield Avenue, NE
Grand Rapids, MI 49505
t O Te S t I fy YOU ARE COMMANDED to appear in the United States district court at the time, date, and place shown
below to testify in this criminal case. When you arrive, you must remain at the court until the judge or a court officer

allows you to leave.

Place of Appearance: Courtroom No.: 17
United States District Court
801 North Florida Avenue, Tampa, Florida 33602-4511

Date and Time: 10/29/18, 09:00AM - Date Subject to Change

You must also bring with you the following documents, electronically stored information, or objects (blank if not
applicable):

If you have any questions regarding this subpoena, please contact Special Agent Deven Williams, Federal
Bureau of Investigation, at 813-253-1003.

> CERTIFID Date:  09/19/18
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* Wire Fraud Playbook - Real Estate
* The Ease of Starting a Fraud
Today’s TOpiCS  How to Spot a Fraud

* Fraud Repercussions

* Next Steps
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Wire Fraud Playbook - Real Estate

Today’s Topics .
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Steps to Committing Fraud

[+

Access Obtain Manipulate

©

(@

Profile

o)
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Phish Monitor Impersonate Transfer

M CERTIFID Wire Fraud Stops Here. Guaranteed.
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Why real estate transactions?

1.They are incredibly
lucrative

(avg $200,000)



Presenter
Presentation Notes
Real estate transactions involve large sums of money transfers.
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Why real estate transactions?

2. Transactions
iInvolve multiple
parties

all communicating
electronically


Presenter
Presentation Notes
Real estate transactions involve large sums of money transfers.



Why real estate transactions?

3. All the iInformation
to start a fraud 1Is
easlly found online



Presenter
Presentation Notes
Real estate transactions involve large sums of money transfers.



The Ease of Starting a Fraud

Today’s Topics
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Start with a basic home search online

REDF'N City, Address, Schoal, Agent, ZIP

€» CERTIFID

Redfin Kansas City: (913)-305-4427 Buy~ Sell» Real Estate Agents Signin
646 E 61st Ter $229,500 3 1 1,189 s5q.Ft ] x® P
Kansas City, MO 64110 Price Beds Bath £193/5q.F1.
Status: Active Buli=1925 On Redfin: 2 days Favorite  X-Out Share
Overview Property Detalls Tour Insights Redfin Estimate Property History Public Facts Schools Nelghborhood Simitar Homes

HOT HOME

Hot Home: Redfin expects this home to sell faster than 99% of homes in the area - go
tour it now.

Charming, darling and updated! A meticulously kept home with natural daylight, front
porch, beautiful refinished hardwoods, newer windows, great kitchen with butcher block

ratintartane etainlace cetoal annl'ec and oac etnua | ivine rasm wil hoilteine and charmino

Wire Fraud Stops Here. Guaranteed.

Go Tour This Home

; 28, 29

MAR MAR

Schedule Tour

30 >

Anita Trozzolo
Ketler Wikkiams Kansas Clty
North

Anita recently closed 17 4 k
homes in Kansas Clty PARTMER

Join




Run a reverse address search on the owner on a site like Spokeo

OQ SPOKQO ABOUT LOGIN SIGN UP

Reverse Address Search.
NAME SOCIAL PHONE
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5 2 SN ey ‘ 646 E 61st Ter Kansas City, MO 64110
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M CERTIFID Wire Fraud Stops Here. Guaranteed.
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Pay $0.95 to obtain a profile on the current property owner

00 SPOKeO
646 E 61st Ter Results May Include
v FullName v Family Members + Phone Number
Latest report as of 03/28/2018 v PropertyValue v AddressHistory  Crime Status
ORDER SUMMARY SECURE CHECKOUT
EMAIL (THIS WILL BE YOUR LOGIN)
Spokeo Report for 646 E 61st Ter $0.95
7 Day Spokeo Membership Trial* FREE
*Cancel anytime. After your 7 day free trial, you will be billed 19.95 per month. CARDHOLDER NAME
You Saved $1.00 on this order! Total: $0.95 CARD NUMEER =0 -2 K=t
EXPIRATION DATE BILLING ZIP

€» CERTIFID

@ Your Satisfaction Is Important To Us
If you are dissatisfied with our product, please contact
our Customer Care team at 1 (888) 906-0850. We are
available 7 days a week to assist you.

& Your Search History Is Privately Secured
Rest assured the Home Owner of 646 E 61st Ter will NOT
be notified about your search.

99 Customer Testimonials

It gave us the opportunity to be one step ahead of a
predator, protected our family and was able to save us.

| agree that | will not use Spokeo to determine an individual's
eligibility for credit, insurance, employment, housing, or any
other purpose covered under the Fair Credit Reporting Act
(FCRA). | understand that Spokeo is not a consumer reporting
agency. | agree to the Spokeo Consumer Terms of Use,
Privacy Policy, and Plan Specifications. | understand that
unless | cancel during my free trial period | will be billed
$19.95 monthly. | may cancel my account hassle-free online,
or by contacting Customer Care.

“Kelly C. SEE RESULTS NOW
Spokeo Has Been Featured On Security is Our Top Priority. Your purchase is secure and  Norton
private. Information submitted on this page will not be added -
to our public people data repository. »
N [ cese $ Ik WSJ By



Obtain the owner’s name, phone number and age

00 sSpOKeo Nolan Hooper CONTACTUS | tadams@certifidc.. ¥

Nolan C Hooper

Kansas City, MO
March 1987, 31 years old

Get Updates Block I

& Get notified when there are updates for this profile!
jat n this profile turm on the sett :, Learn more.

Contact |ﬂf0 i Show 33 Sources
(940) 390-7222 (940) 380-9414
ATET Mobifity Verizon Communications

(816) 785-5537
T-Mabile

646 E 61st Ter, Kansas City, MO 64110
$222K » 3 beds, 1 bath + 1.19K sgft = Built 1925

Kristen Scott - Angela Rizzo - Olga Rizzo + Dena Easterly - Phillip Burkett

M Cini o
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Pay another $1 and obtain even more information on the owner

Results are ready! LOGIN

Radaris strives to provide the best data in the market
Mot satisfied with your results? Call us for assistance 1-855-RADARIS

(radaris

Select Report  Purchase is confidential

Advanced People Search Background Check

Report Includes if avallable: Report Includes if avallable:

" Full Name Criminal Check " Full Name +" Criminal Check
+ Age & DOB Property Records + Age & DOB + Property Records
+ Current Address Bankrupicies +" Current Address + Bankruptcies
+ Phone Numbers Liens + Phone Numbers + Liens
+" Email Addresses Judgments +" Email Addresses +" Judgments
Nolan Hooper ) . . . . )
Age: ~31 +" Residence History Misdemeanors +" Residence History + Misdemeanors
‘ Neighbors Relatives " Neighbors + Relatives
Has lived In: Birth & Death Marriage & Divorce + Birth & Death + Marriage & Divorce
Kansas City, MO
Lees Summit, MO View Sample View Sample
Dallas, TX

Report + 3 Day Free Membership Trial @
= FREE Unlimited Advanced Peaple Search
* 75% OFF Unlimited Background Check

Report + 3 Day Free Membership Trial @

Also known as:
* FREE Unlimited Advanced People Search

Clint Hooper
MNolan Hopper

Y 4
Report + Trial
. olo
Possibly related to: é,r““.’#‘ ) Continue
Kevin L Hooper $

* 75% OFF Unlimited Background Check
Mercedes Lauren

"% Report + Trial
Baxter
Report anly Report only
Ladonna Baxter

Select Membership

Basic Plan @ -
$24.95 f month

» FREE Unlimited Advanced People Search

Premium Plan @ -
$49.95 / month

* FREE Unlimited Advanced People Search

€» CERTIFID

* 75% OFF Unlimited Background Check {39.95 per report)

IR IR TR

» 80% OFF Unlimited Background Check ($3.95 per report)



Get owners email address, date of birth, and previous physical addresses

- All data offered is derived from public sources. Radaris does not verify or evaluate each piece of data, and makes no warranties or guarantees about any of
‘ ™ the information offered. Radaris does not possess or have access to secure or private financial information. Radaris is not a credit reporting agency and
ra arls does not offer consumer reports. None of the information offered by Radaris is to be considered for purposes of determining any entity or person's eligibility

for credit, insurance, employment, housing, or for any other purposes covered under the FCRA,

NOIan Hooper Subscribe to a Membership plan:

Kansas City, MO e

Advanced People Search Report I
E Print version
Report date: Mar 28, 2018

1 person found.

© Nolan Hooper

Born: Mar 21, 1987 - 31 years old

Also known as

Nelan C Hooper, Clint Hooper, Nolan Hooper, Nolan Hopper

Phones First reported Last reported
& (940) 390-7222 08/25/2012 03/28/2018
Emalls

nolan.hooper@yahoo.com, nch.lgbtd@gmail.com

Addresses First reported Last reported
646 6151 Ter, Kansas City, MO 64110 > 04/25/2016 03/28/2018
1410 Ramsey Ave, Dallas, TX 75216 = 09/03/2013 08/02/2016
3370 Sensation Dr Apt 1118, Lees Summit, MO 64081 = 06/25/2015 06/25/2015
4224 Rawlins St, Dallas, TX 75219 > 08/04/2013 09/08/2014
8848 Coleman Bivd Apt 412, Frisco, TX 75034 = 0&25/2012 10/03/2012
2812 Englefield Gm, Denton, TX 76207 = 08/30/2009 05/04/2012

Q CERTIFID 1100 6Th St Apt 308, Washington, DC 20024 > 05/31/2011 0312612012



Make a direct connection with the real estate agent

"]
G‘éGLe Anita Trozzolo Keller Williams Kansas City North 4y Q

All News Images Maps Shopping More Settings Tools

About 2,160 results (0.37 seconds)

Anita Trozzolo | Gladstone MO | Keller Williams Realty
www.kw.com/kw/agent/kansas-city-homes-for-sale-luxury ~
LICENSED IN MISSOURI AND KANSAS SPECIALIZES IN THE GREATER KANSAS CITY AREA, AND
JOHNSON COUNTY, KANSAS Hello, my name is Anita Trozzolo and I'm a full time real estate sales
professional licensed in Missouri and Kansas since 2004. With over 2!
serving the greater ...

Anita Trozzolo - KANSAS CITY, MO Real Estate Age
https://www.realtor.com/realestateagents/Anita-Trozzolo_Kansa
Find real estate agent & Realtor® Anita Trozzolo in KANSAS CITY, MC
for top rated real estate professionals.

Anita Trozzolo | Professional Profile - LinkedIn

https://www.linkedin.com/in/anita-trozzolo-3025b415

Kansas City, Missouri Area - Real Estate Sales - Keller Williams Realty | z
+3rd

Hello, my name is Anita Trozzolo and I'm a full time real estate sales REALT'?)EILE 1?:2[;'3 SRtES SFR

End KE”SES Siﬂce 2004‘ wnh over -]3 YEETS expe.rience in Droper‘ty diS[ ( J! ' ’ " 8n Espaniol Find an Agent Find an Offics Contact Us KWWorldwide com

Community, our team is fully versed and proficient with all aspects of | Keller Williams Realty Kansas City « University of Missouri-Kansas City
disposition and Kansas City, Missouri Area » 500+ 8&

m E KELLERWILLIAMS HOME BUYING SELLING ABOUT US CAREERS

Anita Trozzolo - Agent - Redfin
https://www.redfin.com » Redfin Real Estate Agents » Kansas City ANITA TROZZOLO . ABR. SRES. DRS. SFR

FKk K%k Rating: 4.8 - 47 reviews Hello, my name is Anita Trozzolo and I'm a full time real estate sales professional licensed in I

Anita Trozzolo is an experienced Redfin real estate agent. ... Read pas and Kansas since 2004. With over 14 years experience in property disposition in the Greater k

how she is paid on customer satisfaction, not commissions. ... Anita 1 Show more ~
License #: 2004027415. Brokerage: Keller Williams Kansas City Nortt
Neighborhoods:.

=] visit My Website Have a Question? 'm here fo help.

f Mobile: 816-651-3003 First
Office: 816-452-4200 Name:
Last

Name:

Anita’s Articles E
Anita Trozzolo, Real Estate Agent in Kansas City | 1 1,187 followers
https://www.trulia.com/profile/anita-trozzolo-agent-kansas-city-n
¥k Rating: 5 - 4 votes
Anita Trozzolo's Real Estate Agent profile on Trulia. Anita Trozzolo wo
best real estate ... Anita Trozzolo. (4). phone number; Agent with Kelle
Specialties: Property Management, Buyer's Agent, Foreclosure... Licen
Share Profile.

Phone: (optional)
Email: U]

Gorgeous Leawood, KS Home
Anita Trozzolo on Linkedin

Anita Trozzolo - Real Estate Agent - Keller Williams Oetpber 82004
https://www.realestatebook.com/agents/anita-trozzolo-id89124¢
Anita Trozzolo - real estate agent - Keller Williams KC North. Find mor
Trozzolo on The Real Estate Book.

I'm not a robat

See all articles

sy LuCERIIFIY vvie s iwww otops Here. Guaranteed.
*



Use a platform like Hunter to obtain her email address

€» CERTIFID

# hunter

Products ¥  Pricing Hi Tyler! Dashboard

Connect with anyone.

Hunter lets you find email addresses in seconds and connect with
the people that matter for your business.

company.com Find email addresses

Enter a domain name to launch the search.

For example, try hubspot.com or techcrunch.com.

Hunter is used by 900,000+ professionals and chosen by the smartest companies.

| | V. o~ R chanif
mm VHCTIOS0T ifﬂ( SNOPITY

VVIIE FIduy JSL0ps rmeie. wudidiitecu.




Simple Hunter search delivers 24,763 Keller Williams agent emails

S e N = o = g L Tyler Adi
" L Search & Finder & Verifier [E Bulk @& Leads @ API @ upgrade my account @ Help Fyerl. rams
ree plan
Domain Search
kw.com = Search
@ Al Personal Generic Filter by department v 24,763 results- JExport in CSV
Most common pattern: {first}{last}@kw.com
ccardoso@kw.com € + 5 sources v
Rachel Graham
+ = 1 source v
rachel.graham@kw.com @
cgrahamsells@kw.com € + = 5 sources v
tanyasjodin@kw.com @ + = 1 source v
tchouinard@kw.com @ + = 1 source ¥
johnwires@kw.com @ + = 5 sources ¥ .
—

0 CERTIFID Wwleads @ | = |+
*



Confirm email by initiating a question directly to the agent

Success!

Anita will get back to you
shortly

€» CERTIFID



Auto reply to the question confirms agent’'s email and mobile number

Tyler Adams, meet Anita Trozzolo, the agent you requested Inbox x CERTIFID x =

Partner Agent Team <partner-agents@redfin.com> 3:12 PM (1 minute ago) - -
to Anita, Tyler |+

Tyler, meet Anita.

Redfin has partnered with Anita from Keller Williams Kansas City North because they share in our commitment to always put the customer first. While they are not the listing agent for this
property, they will be able to represent you as a buyer if you end up loving this home, or any other homes that fit your search.

Redfin Partner Agent: Anita Trozzolo, Keller Williams Kansas City North) atrozzolo@gmail.com, (816) 651-3003
Customer: Tyler Adams, tadams@certifid.com, (239) 281-3777
Property of interest: 646 E 61st Ter, Kansas City, MO 64110, $229500
Request Notes: buying

Customer is buying. Hi, I'd like to learn more about this property. Do we have to do it through Redfin or could you email me from your Keller Williams account?
Anita will be in touch as soon as possible, at least within 4 hours for requests that come before 2pm.
Since Partner Agents aren't employed by Redfin, we can't offer a Redfin Refund for buyers who work with a Partner Agent.
Regards,

Redfin
partner-agents@redfin.com | 253.271.84386

Find out more about Partner Agents

M CERTIFID Wire Fraud Stops Here. Guaranteed. 21
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Agent responds to the question and confirms her email / mobile number

Hello! Inbox x CERTIFID x

Trozzolo Real Estate |<atrozzolo@gmail.com>
to tadams |~

Hi | received your request regarding a property through Redfin. Please feel free to call me at 816-651-3003. | would love to help you. Thank you!

M CERTIFID Wire Fraud Stops Here. Guaranteed.
*



Review “sold” transactions to determine where she’ll direct the closing

Past Sales dsal-time)

PROPERTY ADDRESS REPRESENTED SOLD DATE PRICE

12400 Summit St
Kansas City, MO Seller 09/15/2016  -- fu
64145

10013 E 83rd Ter
Raytown, MO Seller 12/22/2015  -- o
64138

7023 N Mercier
Ct

Kansas City, MO
64118

Seller 09/16/2015  -- (o

4 2608 NW Fawn

| Dr Seller 07/31/2015  $199,900 ~
s Blue Springs, MO

64015

436 E 72nd St
Kansas City, MO Seller 04/14/2015  $252,000 (o
64131

M CERTIFID Wire Fraud Stops Here. Guaranteed.
*



Use a “sold” transaction to review who notarized the deed

4 Il & ascendweb.jacksongov.org (7 O

Property Summary Search Official Pubiic Records - Anthem App Svr v2.7.1 b57 (16) Christie Woodward | Linkedin i 5

L T T —

Jackson County
Missouri

Home Other Property Data Help

Search Results > Property Summary

Prﬂperty Account Summa ry Links: Segregation/Merge Data Where are my tax dollars going?

Parcel Number Je5-910-01-57-00-0-00-000 [Property Address [12400 SUMMIT 5T , KANSAS CITY, MO 64145 ]
|General Information |
Property Description TIMBER TRACE 15T PLAT LOT 30
Property Category Land and Improvernents
| Status Active, Host Other Progarty, Locally Assessed
Tax Code Area 025
Characteristics |
Pregarty Class [1010 |
Partias e ——————
Role Percent |Name Address
Taxpayar 100 [FRASER ROBERT E & LAUREN T 12400 SUMMIT 5T, KANSAS CITY, MO 64145 UNITED STATES
Owner 100 [FRASER ROBEAT E & LAUREN T 12400 SUMMIT 5T, KANSAS CITY, MO 64145 UNITED STATES
Mortgage Company 100 [FIFTH THIRD BANK 1 FIRST AMERICAN WAY, WESTLAKE, TX 76262
Values
Tax Year| Tax Year| Tax Year| Tax Year| Tax Year
RN 2017 2016 2015 2014 2013
Market Valse Total 418,888 385,276 395,276 387,526 387,526
Taxable Velue Total 79,589 75,102 75,102 73,630 73,630
| Assessed Valse Total 79,589 75.102 75,102 73,630 73,630
No Charges are currently due.
No Charge Amounts are currently due for this property. If you believe this is incorrect, please contact the Taxpayer Services Unit at (816) BB1-3232.
NOTICE: Telephones are staffed during regular business hours (Bam to Spm, Monday through Friday, excluding holidays observed by Jacksen County).

M CERTIFID Wire Fraud Stops Here. Guaranteed.
*



Download the deed from a recent sale

(¥ CERTIFID

4 £l A records.jacksongov.org

Property Summary Search Official Public Records - Anthem App Svr v2.7.1 b57

@ Jackson County
*~ Recorder of Deeds Web Access
Welcome Visitor. [ View Basket

"

poay
0

Welcome

Marriage BROi«EIRTLTETGTGE UCC | FAQ
Document Access

Criteria: Grantee Begins with FRASER ROBERT ek here for
Showing Records 1 through 4 { 4 records found as of 04/05/2018 03:18:44 PM count again ) -
Get a Free Copy Other Options -
Results List Mew Search (L3 €| Page1 L) &) Sort By:
Selected Detailis) Refine Search
Selected Imageys) ()
Instrument # Name
Book-Page Document Type i — Legal Description
1 _ 198210485689 [R] MASON CARLYLE R (+) CITY RAYTOWN; SBD VILLAGE GREEN LOTS
1 View 05/12/1982 WARRANTY DEED M
1141-258 [E] FRASER ROBERT E (+) 58-66 115/96 RA; LT b4-64
1 _ 198810883157 [R] MAUER THOMAS C (+) CITY RAYTOWN; SBD VILLAGE GREEN LOTS
2 B Wiew 11/18/1588 AGREEMENT M
1864-1812 [E] FRASER ROBERT E (+) 58-66 115/56 RA; LT 64-64
RELEASE DT/SATIS
. _ 198810883466 [R] MASON CARLYLE R (+) CITY RAYTOWN; SBD VILLAGE GREEN LOTS
3 2 view 11/22/1988  OF M
1865-1623 [E] FRASER ROBERT E (+) 5B-66 119/96 RA; LT 64-64
MTG/RECONVEYANCE

CITY KANSAS CITY; SBD TIMBER TRACE FIRST

TROZZOLO PASQUALE

2016E£0085902 09/15/2016  WARRANTY DEED PLAT (LOTS 1-3 & 22-70) K35/58 KC; LT 30-
FRASER ROBERT E
30
Get a Free Copy Other Options =
Results List Mew Search (L3 € | page1 k) &) Sort By:
Selected Detail(s) Refine Search

Selected Image(s) ( )

Wire Fraud Stops Here. Guaranteed.



#

ELECTRONICALLY R

5Ty,  JACKSON COUNTY, )
gy 09/15/2016 02:59
= WD FEE:§ 2400
INSTRUMENT NUI
2016E00859

oL
* siou®
o B

MISSOURI WARRANTY DEED

THIS INDENTURE, Made on_Spher—osv 144,26\t and

Grantor: Pasquale Trozzolo and Joan M. Trozzolo, husband and wife
OF Jackson COUNTY, Missouri

AND
Grantee: Robert E. Fraser and Lauren T. Fraser, husband and wife
whose mailing address is

WITNESSETH: THAT THE SAID GRANTOR(S), in consideration of the sum of

ONE DOLLAR AND OTHER VALUABLE CONSIDERATIONS to be paid by said grantee(s) (the
of which is hereby acknowledged), do by these presents, Grant, Bargain and Sell, Convey and C
unto the said grantee(s) his/her/their h cessors and igns, the following described lots, tn
parcels of land lying, being and situate in the County of Jackson and State of Missouri, to-wit

Legal 3
Lot 30, TIMBER TRACE FIRST PLAT, a subdivision in Kansas City, Jackson County, Mi
according to the recorded plat thereof.

12400 Summit St, Kansas City, MO 64145

Platinum Title, LLC - 20164863

26
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Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.


#

Compare this notary public to other deeds from previous sales

SUBJECT TO COVENANTS, CONDITIONS, RESTRICTIONS AND EASEMENTS, IF ANY, NOW OF
RECORD.

TO HAVE AND TO HOLD The premises aforesaid with all and singular, the rights, privileges,
wmmmmmgmmmmmmmmmnummmnm
unto his/herftheir heirs/ igns forever, the said grantor(s) hereby covenanting that he/
mnmmmmmummuumwm that he/she/they
has/have good right to convey the same; that the said premises are free and ciear from any encumbrance
done or suffered by himherithem or those under whom he/shefthey claim; and that he/she/they will
warrant and defend the ltitle to the said premises unto the said grantee(s) and unto his/hernitheir heirs/
successors and assigns forever, against the lawful claims and demands of all persons whomsoever.

IN WITNESS WHEREOF, The said grantor(s) has/have h set his’herftheir hand(s) and seal the
day and year above wnitten,

State of Kansas

Y Y

County of Johnson

Lo
on tis YA dde.zol Le, before me, the undersigned, a Notary Public in
and for the County and State aforesaid, Pasquale Trozzolo and Joan M. Trozzolo,
husband and wife to me known to be the person(s) described in and who executed the foregoing
instrument and acknowledged that he/shefthey executed the same as his/herftheir free act and deed.

IN WITNESS WHEREOF, | have hereunto set my hand and affixed my notarial seal at my office, the day
and year last above written.

Notary Public
wcmmwm;"\w 1a Christie S. Woodward
Printed Name
| CHRISTIE §. WOODWARD
Nolary Pubie - Siste of Karsas
My Appl. Expires July 24 2019
Platinum Tile, LLC - 20164863 Page 2

M CERTIFID Wire Fraud Stops Here. Guaranteed. 27
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Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.


#

Use LinkedIn to find the notary profile and employer

in Q. Search

Christie Woodward
Escrow Officer at Platinum Title LLC
Platinum Title LLC
Leawood, Kansas « 63 82

EZN -

Experience

- Escrow Officer

"= Platinum Title LLC

e

M CERTIFID Wire Fraud Stops Here. Guaranteed. 28
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Presenter
Presentation Notes
Craiglist uses anonymized emails to help cut down on spam and protect it’s sellers. 

BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.


#
Search the title company’s site to find the notary’s contact information

Home  Meet Our Staff ~Why Title Insurance  Client Testil

Amber Long, escrow officer, Amber@PlatinumTitleLLC.com
Andrea Stephenson, funding, recording, policy typist, Andrea@PlatinumTitleLLC.com
Bob Kendall, examiner, Bob@PlatinumTitleLLC.com
Cara Tarell, escrow officer, Cara@PlatinumTitleLLC.com
Chris Johnson, examiner, Cjohnson@PlatinumTitleLLC.com
Chris Watson, examiner, Chris@PlatinumTitleLLC.com
Christie Woodward, escrow officer, Christie@PlatinumTitleLLC.com
Cristin Hartranft, escrow officer, Cristin@PlatinumTitleLLC.com
Hannah Porter, escrow processor, Hannah@PlatinumTitleLLC.com

Holly Miriani, marketer, escrow officer, Holly@PlatinumTitleLLC.com

M CERTIFID Wire Fraud Stops Here. Guaranteed. 29
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BOOM! love the dissection here as it can be done for multiple different industries. We could take it a step further and actually identify the title company she normally closes with. We can discuss how to do that by looking at recordings on previously closed deals of hers. I think we should, it would blow their minds.
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Sent: Thursday, July 12, 2018 7:26:39 AM
To: i i
Cc:::

Subj&:t: cs and ctc 0414359703 Adair Updated Payoff
Good Morning,

A new revised Payoff statement has been created for closing with updated wiring instructions.
Please kindly send me your fax number so i can fax it to you. Also note that we are funding a new

Example: deal with this payoff.

Mortgage

Payoff Fraud

¥ CERTIFID



Subject: Re: ¢s and ctc 0414359703 Adair Updated Payoff

Fax has been sent! Please confirm receipt. The amounts on this updated payoff are still the same as the

old payoff! Only wiring instructions have been changed to it as the seller is using payoff funds to fund
another loan for a construction loan.

Kindly use the updated payoff statement for closing and disbursements. Also do you know when and what

Example: time it will close?

Mortgage

Payoff Fraud

¥ CERTIFID




To

Subject: RE: cs and ctc 0414359703 Adair Updated Payoff
Payoff rec’d. Thanks!

Closings — can you please advise on ETA for when this is to close.

Example:

Mortgage e

Payoff Fraud

¥ CERTIFID




Example:

Mortgage

Payoff Fraud

¥ CERTIFID

Pauoff Department
Statement Date: July 5, 2018

Payoff Statement
ca Arended

Send to: W Mortgagor(s)  PATRICIA L [N

. e R e -
Loan Nor: [
The followis st.at.wmt :-eflect,s U\TJen)mtsj

the above refe:
date payoff funds are rec 1

required to

Interes 310” be cohected up to 5?9

QUOTE DETAIL

id Pnn:lpal 231,925. 5& Mortgage Escrow Bale 796.76

ua7
(From 6/01/18 to 7/31/18 at 3. B?ﬂ) .
®items cannot be used as a credit

Prin and Interest 1,418.81
Mthly Escrow Pymt 271
Mortgage Paynent 1,696.53

If yoff funds are suhlutud after ?/31/18 the aephcable per diem interest
24,62 attiadf each da Cmume n!nake

schemled gescml‘\s'lta NJ PLFtE STug
REMITTED s received after the Lat.u C}m?r.-
penod as aet rth in the a .lxcable Note, a Late Charge of § 70,94 m]l. be

';i;;i;é_f);;iﬁ-;m """ s: Oue Gate  fwomt
HAZRHD SR 12717718
OUNTY TAX

2/28/19

PAYOFF FUNDS MUST BE REMITTED
using uu'e transfer, forward
credit to ayment C ear

ceruhed . make payable forward to

the top of ?e mds cwed an.er Cemn] T:.m may be
mu%m ness day. Please include the Mortgagor's Loan ﬁ.-be
orTe:!

H.g of the
e payment

We will oonume t,o make d sbursements of all esc‘mu items (hazard
taxes, etc ) o the date nfogzgcﬂ‘ Tt 1s the 5161
0 a doub.

bon'omr(s) and thexr c namg agent t in a refu'\d sl

TMPORTANT NOTICEsss
We reserve the right '.n ad u'u. a rtion of this statement at any time for one
or more of the fu?| smsr"'bs': not limited to: recent awages returned
1tems, additional fm charges, burunml. made _on behalf, schcdxluﬂ
p? mi 8) fr;i_l: an escrow accolnt, Lram(ar of servicing and/or inadverten

€r 1

Thxsogméoﬂ estimate does not waive our rights to ool_lec& ar& funds which bec
t cle ~+ f“{ Securits ?‘”él %ly t1
no v veyance or release 1 s trumen
the account is paptxg }.n |5TT°" Upon pallpmnt in full and within gtat.e specified
delines, the necessary umnr.sml.lhefon.ardndlnlha‘[ tee and/or
ty Recorder's Office to_release our lien. A ovi rpag!mr. utu be ttful‘\dd
fo the mortgagor(s) wathin 30 Business Days after payment 1

a debt _collector. This is an attempt
ect a a momamn amedul.llbeusedf that purpose.
gou n bankrupt ue or have aved a dlscharge n
banlm.p%?; his ecmlmlcahm xs not an attempt to co ect a debt fm@
persom Lo the exmm&?}.ou lf mc[l-udadlm your h-mlrwlc\;

13 r informa’ pm]x)s
MPWFSf 0513 P

=

mmm‘
Statement Date: July 12, 2048

Payoff Statement
Amended

Send to: % mortgagor(s)  Paricin o
USE ONLY Property Ndde: 307
p— %

MR tngri il pinBactlog b Py o L e = e i
date payoff furds m u-cm'd.

st Faid 1o Dat

QUOTE DETARIL

lﬂ:&u‘l Pre ipal 2. EI- Mortgage Escrow Bals 795.76
teres 1 9
(From 6/01/18 Lo 7731718 al  3.8750

witems cannot be used as a credit

Prin and Intercst 1,413 81
Prhly Facrow Puet 780072
COUNTY RECORDIMG FEE
Balance Due VMortgage Paymenrt 1,695.53
I Ayt fumcts mee mabemdted /AU e appiicabis pre srem cteren ol § ot p s for ome= iRorafier Sorimric make yior

P SEPECRID DTS 1% PECIIVNT AROE TR LA CRAMID OF SIB 8100 % %t OrtR AT appiicai e Mte ALate

PAYOFT ALNDS MUST BE REMITIED USING CERTIFIED FLNDS (R BY WIRE TRANSITR ONLY.

Bank Name: Wells Fargo Bank, N.A

Bank address: : 420 Montgomery St., San Francisco, CA 94104
Account Name: Asgard Group

Beneficiary Address: 74 Montgemery St San Francisco, CA 94104
Account Number: 7019139968

Routing number: 121000248

Wire Reference: Payoff 411

We will w:uru: Lo malm dl.-;b-.mnts of all escrow items (hazard, flo

u? 0 the date of ﬁagoff It 15 the rﬁpormzﬁl{.d.y of the
hnr'rmr_r'(n) and |.he1r closing agent to obtiin a refund shou double payment
ocour.

" #en IMPORTONT NOTICEmsen
e reserve the right to ad ust any portion of this statement at any time for one
or more of the following réasons, but not limited to: recan: advantes, returned

additional tees or charges. disbursements made o behalf, scheduled
Lnﬂ\pg{«ér&mnm an escrow account, transfer of ser-vmlrg ncl/or inadvertent
-

Thas ff usleLu does not uﬂvu our rights to collecl amy furds which_ becoms
oﬁ“ﬁ: as a result of ub? ent. adj u..urmt? n:ﬂu.mml]g ]

F 1l 1 not vide rﬁxmve nce or releaae Secur Instrument Gntal
o it is ;353 an Uggn l.-nl. m fu‘h and \.ut.hmtgt_ale spccun.wd

1delines, the necessary dccumm.s will rdod to the Tmlﬁ
.o-m!;g Revmrder s Office to_release our llon Any overpayment will be r—fln'inrs
mortgagor(s) within 30 Business Days after paqmm'. in full

? ebt collector. nns is an atr.eupt
to collect a t and any information obtalnad uxll be used for that purpo

Houever, 1f are Ll bankrup or have cha
iMI*!1¥!‘.l!J. ﬁﬂ c:lvrmm:t:al‘u-n_15\!:0!_. an a L it Lo (nﬁ:err a r!u‘l.\; fn'l?n n
rsonall extent that it i bankrupt. has

1 your
ﬁscha but 1.. provided for informational purposes only.
T-0613
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Subject: RE: cs and ctc 0414359703 Adair Updated Payoff

Looks like it is in the process of closing as we speak

Example:

Mortgage

Payoff Fraud

¥ CERTIFID



To:

Subjéct: Re: cs and ctc 0414359703 Adair Updated Payoff

Please kindly use the updated payoff letter i just faxed for closing and disbursement today. Do you know
what time the payoff funds will be disbursed?

Example:

Mortgage

Payoff Fraud

¥ CERTIFID




From: i

Sent: Thurs

To: :::

Ce: i :

Subject: RE: cs and ctc 0414359703 Adair Updated Payoff

We have this scheduled to disburse on 7/17, as it is not an investment. We received confirmation that this
successfully closed 30 minutes ago

Example:

Mortgage

Payoff Fraud

¥ CERTIFID




Subjéct: Re: cs and ctc 0414359703 Adair Updated Payoff

What time will the funds be disbursed tomorrow?

Example:

Mortgage

Payoff Fraud

¥ CERTIFID



Sent: Monday, July 16, 2018 12:22:34 PM

CC:%:;;; i
Subject: RE: cs and ctc 0414359703 Adair Updated Payoff

Disbursements,

Please see below and advi

Example:

Mortgage

Payoff Fraud

¥ CERTIFID




From:::

Sent: Tuesday, July 17, 2018 7:51:15 AM

To:

Cc: i

Subject: Re: cs and ctc 0414359703 Adair Updated Payoff

Please kindly remember to use the updated payoff statement i sent previously for disbursement today.
What time will the wire be sent today?

See attached
Example:

Mortgage

Payoff Fraud

¥ CERTIFID




Cc
Subject: Re: cs and ctc 0414359703 Adair Updated Payoff

Payoff funds have been disbursed?

Example:

Mortgage

Payoff Fraud

¥ CERTIFID



Today’s Topics .

Fraud Repercussions

OCERTIFID



O’Neill Case

Bank not liable for failing to stop a $580K wire transfer to fraudster

Any duty [the bank] owed to [the law firm] was a contractual duty...
not a duty based on social policy. Thus, [the law firm] may not

recast their breach of contract claims against [the bank] as a tort-
based claim.

O’Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018



O’Neill Case

Federal judge grants the bank’s motion to dismiss the case

The computer hacker, of course, is the real culprit but is not a party
to this lawsuit. For the reasons [stated in the opinion], as between
the law firm and the bank, the law firm must bear the loss based on
the facts set forth in the amended complaint.

O’Neill, Bragg & Staffin, P.C. v. Bank of America Corp., Case No. 18-2109, Dist. Court, E.D. Pennsylvania, 2018



Main Takeaways

M
&

" L\
All the information to Look out for Each transaction
start a fraud Is easily demanding last minute participant must
found online emails with implied receive, verify, and act
consequences

™ CERTIFID Wire Fraud Stops Here. Guaranteed.
*



Today’s Topics .

Next Steps

¥ CERTIFID



Action Item for the Month

Wire Fraud Stops Here. Guaranteed.



Turn on Email
Two-Factor

Authentication
(2FA)

¥ CERTIFID

< 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code.
Learn more

Add an extra layer of security

Enter your password and a unique verification code that's
sent to your phone.

Keep the bad guys out

-
' Even if someone else gets your password, it won't be
enough to sign in to your account.

GET STARTED




Turn on Email
Two-Factor

Authentication
(2FA)

¥ CERTIFID

¢ 2-Step Verification

Use your phone as your second sign-in step

Google will send a secure notification to your phone as your second factor during 2-Step
Verification.

Get Google prompts on these devices now
All devices signed in to your Google Account will get prompts. You can control which phones get
prompts in your 2-Step Verification settings

E Tyler's iPhone

Don't see your device?

Don't want to use Google Prompt?

Choose another option

TRY IT NOW




¢ 2-Step Verification

Almost there! Add a backup option

[ ]
If you lose your phone or your second step is unavailable, you'll need a backup option to help you
get in to your account.
= +1239-222-2222
WO-rFacClor

Google will only use this number for account security.

Don't use a Google Voice number.

Authentication

How do you want to get codes?

(2 FA) ® Textmessage () Phone call

USE ANOTHER BACKUP OPTION

¥ CERTIFID




Turn on Email
Two-Factor

Authentication
(2FA)

¥ CERTIFID

< 2-Step Verification

Confirm that it works

Google just sent a te

xt message with a verification code to (239) 281-3707.

Didn't get it? Resend

BACK




Five Vectors of Fraud Analysis

Wire Fraud Stops Here. Guaranteed.



Insurance

Where Is

your company
vulnerable?

¥ CERTIFID



Upcoming Monthly Webinars

Wire Fraud Stops Here. Guaranteed.



Future Topics

OCERTIFID

 Phishing and Business Email Compromise
* Wire Fraud Loss Statistics and Examples

» Step by Step Guide to Fraud Recovery

* E&O and Cyber Security Insurance Policies
« Data Security and Best Practices

e Have any suggestions?



Questions?

Wire Fraud Stops Here. Guaranteed.

56



0 Let's Connect!

¢

tcronkright@certifid.com
CWE BUIOIPSEER! D LinkedIn: Thomas Cronkright

GUARANTEED. (616) 855-7180

1410 PLAINFIELD AVE. NE, GRAND RAPIDS, MI 49505

WWW.CERTIFID.COM | (616) 855-0855 | INFO@CERTIFID.COM
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